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1 Reason for Change

This CR proposes bug fixes in the Enabler Test Specification for BCAST Interoperability.
(OMA-ETS-BCAST_INT).

I.) In test 636 (cap. 5.5.2.3.9.4 ) the number of TEKs in the LTKM for the SPE mode 0x0D / 0x01 / 0x03 shall be changed to 0x04 to enable the replay of the video (see step g) in test cases 4 / 5 and 6).
In the same chapter the format of Test Procedure 6 shall be changed.
II.) In test 638 (cap. 5.5.2.3.10) the KV:TS low for SPE mode 0x02 and 0x03 shall be set to 0x00000003 because otherwise first STKM (TS 0x00000004) in test case 4 and 5 will not be accepted.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Accept and incorporate the proposed changes to the Enabler Test Specification for BCAST Interoperability.

6 Detailed Change Proposal

Change 1:  5.5.2.3.9.4
5.5.2.3.9.4
Testing SPE priorities: playback modes without SPE=0x05

	Test Case Id
	BCAST-1.0-DIST-int-628 

	Test Object
	· BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	· STKM processing when several SPE allowing playback are available. Test that STKM are processed by LTKM SPE priority order. No unlimited playback (SPE=0x05) case

	Specification Reference
	· SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	· BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-024, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-027, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-023, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-014, BCAST-SCSPCP-C-016, BCAST-SCSPCP-C-018, BCAST-SCSPCP-C-020, BCAST-SCSPCP-C-023

	Tool
	· None

	Test code
	· None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay conter in the card is set to 0x00 00 00 00. 

Smartcard shall support SPE=0x04, 0x07, 0x09, 0x0D, 0x01 and 0x03. If smartcard supports only a subset of these SPEs, the test shall be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x04 (subscription live)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 01 00

· SPE=0x07 (PPP playback)
· Purse_flag=0

· Add_flag =0
· Number_playback=2
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03
· SPE=0x09 (user token PPP playback)

· Purse_flag=1

· Cost_value=1

· Purse_mode=0 (set mode)

· Token_value : 0x02 (user purse for SPE=0x09)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 06
· SPE=0x0D (PPT playback)

· Purse_flag=0

· Add_flag=0

· Number_TEKs=0x04
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 09
· SPE=0x01 (service token PPT playback)
· Purse_flag=1

· Cost_value=1

· Purse_mode=0 (set mode)

· Token_value : 0x04 (playback ppt_purse)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0C
· SPE=0x03 (user token PPT playback)

· Purse_flag=1

· Cost_value=1

· Purse_mode=1 (add mode)

· Token_value : 0x04 (user purse for SPE=0x03)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F
· Common to all SPE : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001,
Current_TS_counter is set to 0x00 00 01 00.

	Test Procedure
	1. test preparation : setting STKM replay counter

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 10 during 10s 
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. SPE=0x04 allows live content access. STKMreplay detection counter is set to TS=0x00 00 00 10
e. Smartcard decrypt the TEK and sends them to terminal
f. Video is displayed during 10s

2. Test of playback PPP mode (SPE=0x07)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 01 during 10s and then with TS=0x00 00 00 02 during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x07
i. The terminal receives the LTKM and sends it to the smartcard

j. The smartcard sends back a LTKM Reporting Message with playback_counter=0
3. Test of user token PPP playback mode (SPE=0x09)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 04 during 10s and then with TS=0x00 00 00 05 during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s 

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x09
i. The terminal receives the LTKM and sends it to the smartcard

j. The smartcard sends back a LTKM Reporting Message with purse value=2

	Test Procedrue

(continued)
	4. Test of PPT playback mode (SPE=0x0D)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 07 during 10s and then with TS=0x00 00 00 08 during 10s 
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s 

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0D
i. The terminal receives the LTKM and sends it to the smartcard
j. The smartcard sends back a LTKM Reporting Message with TEK_counter =0
5. Test of service token PPT playback mode (SPE=0x01)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 0A during 10s and then with TS=0x00 00 00 0B during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s 

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x01
i. The terminal receives the LTKM and sends it to the smartcard
j. The smartcard sends back a LTKM Reporting Message with playback_ppt_purse =0
6. Test of user token PPT playback mode (SPE=0x03)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 0D during 10s and then with TS=0x00 00 00 0E during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s
g. Repeat step a to e. Video is displayed another 20s 



	Test Procedrue

(continued)
	h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x03
i. The terminal receives the LTKM and sends it to the smartcard

j. The smartcard sends back a LTKM Reporting Message with purse value=0

k. Repeat step a to e. This time no video is displayed and an error message is displayed 

	Pass-Criteria
	During first 10s, video is displayed (live content).

Then the same 20sec video sequence is displayed 10 times, total display time is 200s=3min20s

Finally, an error message is displayed indicating lack of credit in user purse.

On the server side, Reporting Message are received with 
LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x07
· playback_counter=0x00
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x09
· Cost_value= 0x01
· Purse_value=0x02 (value of  user_purse)
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0D
· Add_flag= 0x00
· TEK_counter=0x00
LTKM Reporting Message 4:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x00 (value of playback_ppt_purse)

	Pass-Criteria

(continued)
	LTKM Reporting Message 5:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x03
· Cost_value= 0x01
· Purse_value=0x00 (value of user_purse)
If one of above purse/counter is not equal to 0, this means another purse with lower priority has been decreased instead This is an error.


Change 2:  5.5.2.3.10

5.5.2.3.10
STKM processing when sent to different SPE sharing the same user purse

	Test Case Id
	BCAST-1.0-DIST-int-629 

	Test Object
	· BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	· STKM processing when sent to different SPE sharing the same user purse. User purse common to SPE=0x02, 0x03, 0x08, 0x09.

· Card is BCAST

	Specification Reference
	· SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	· BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-023, BCAST-BSMSPCP-S-026, BCAST-BSMSPCP-S-027, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-015, BCAST-SCSPCP-C-016, BCAST-SCSPCP-C-019, BCAST-SCSPCP-C-020

	Tool
	· None

	Test code
	· None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001

Smartcard shall support SPE=0x02, 0x03, 0x08, 0x09. If one of these SPEs is not supported, test can be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x08 (user token PPV) 
· Token-value: 0x00 00 00 01 
· Purse-mode : 0x01 (set mode)

· Cost-value: 0x00 01
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03

· SPE=0x09 (user token PPP playback)
· Token-value: 0x00 00 00 01 
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03
· SPE=0x02 (user token PPT)

· Token-value: 0x00 00 00 03 
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 03; TShigh= 0x00 00 00 06

· SPE=0x03 (user token PPT playback)
· Token-value: 0x00 00 00 03 
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 03; TShigh= 0x00 00 00 06
· Common to all LTKM : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001,

	Test Procedure
	1. Checking user_purse value:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x08
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 08
2. Test SPE=0x08 (user token PPV)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 03 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. SPE=0x08 is an SPE allowing live content, and KV check pass. Smartcard decrease user_purse.
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x08
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 07
3. Test SPE=0x09 (user token PPP playback)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 03 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. SPE=0x09 is an SPE allowing playback content, and KV check pass. Smartcard decrease user_purse.
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x09
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 06

	Test procedure

(continued)
	4. Test SPE=0x02 (user token PPT)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 04 to 0x00 00 00 06 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. SPE=0x02 is an SPE allowing live content, and KV check pass. Smartcard decrease user_purse at each crypto-period
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x02
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 03
5. Test SPE=0x03 (user token PPT playback)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 04 to 0x00 00 00 06 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. SPE=0x03 is an SPE allowing playback content, and KV check pass. Smartcard decrease user_purse at each crypto-period.
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x03
h. The terminal receives the LTKM and sends it to the smartcard
i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 00

	Pass-Criteria
	Video is displayed during 30s+30s+30s+30s=2min
On the server side, a Reporting Message is received with

LTKM Reporting Message 1:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x08
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 08
LTKM Reporting Message 2:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x08
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 07
LTKM Reporting Message 3:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x09
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 06
LTKM Reporting Message 4:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x02
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 03
LTKM Reporting Message 5:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x03
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 00
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