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1 Reason for Change

This CR proposes bug fixes in the Enabler Test Specification for BCAST Interoperability.
(OMA-ETS-BCAST_INT).

In Test 627 (cap. 5.5.2.3.7) the value of TS low has to be changed from 0x00 00 00 01 to 0xFF FF FF FF to delete all instances of the SPE and their associated data.
See SvcCntProtection 6.6.7.5:

“If the TS low = 0xFF FF FF FF and the TS High = 0, then the secure function SHALL delete all instances of the SPE and their associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.
Otherwise, i.e. if the TS low is not 0xFF FF FF FF or the TS High is not 0, then the secure function SHALL delete the instance (if any) of the SPE having the opposite Key Validity data (High/Low inversed) and its associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.”
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Accept and incorporate the proposed changes to the Enabler Test Specification for BCAST Interoperability.

5 Detailed Change Proposal

Change 1:  5.5.2.3.7
5.5.2.3.7
SPE deletion from the server

This test is relative to the layer2 but the test procedure and pass criteria needs that the test 5.5.2.3.3 and 5.5.2.3.4 passed successfully first. 

	Test Case Id
	BCAST-1.0-DIST-int-627 

	Test Object
	· BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	· BSM / BSDA sends an LTKM with TSlow>TShigh to delete data associated to the given SPE and SEK/PEK ID. 

	Specification Reference
	· SPCP spec: 6.6, 6.6.7.4

	SCR Reference
	· BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-SCSPCP-C-007

	Tool
	· Spy of the terminal/Smartcard interface

	Test code
	· None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

The test 5.5.2.3.1: ‘Correct STKM parsing by the Smartcard’ passed successfully. The smartcard has the following valid SEK/PEK 

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x04

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x05
· KV: TSlow= 0x00 00 01 00; TShigh= 0x00 00 01 0F

The video is decrypted successfully

	Test Procedure
	1. Before the end of the Key validity of the SEK/PEK (when TS of the STKM reaches 0x00 00 00 05), BSM sends a LTKM for the same SEK/PEK ID, with a SPE=0x04, and KV: TSlow =0x FF FF FF FF  TShigh=0x00 00 00 00 

2. The terminal sends the LTKM to the smartcard

3. The smartcard detects that the LTKM is for a deletion of SPE associated to the SEK/PEK ID. 

4. The terminal receives the next STKM for the decryption of video

5. The terminal sends the STKM to the smartcard

6. The smartcard detects that SPE=0x04 is not existent for this SEK/PEK ID, and Key validity check fails with SPE=0x05. 
7. The smartcard doesn’t generate the TEK and the status code is ‘9865’ (Key freshness failure). 
8. BSM sends a LTKM for the same SEK/PEK ID, with a SPE=0x05, and KV: TSlow =0x FF FF FF FF  TShigh=0x00 00 00 00 

9. The terminal sends the LTKM to the smartcard

10. The smartcard detects that the LTKM is for a deletion of SPE, and delete the SEK/PEK as no other SPE are associated to this SEK/PEK ID
11. The terminal receives the next STKM for the decryption of video

12. The terminal sends the STKM to the smartcard

13. The smartcard detects that SEK/PEK is not existent for this SEK/PEK ID (see 5.5.2.3.3 and 5.5.2.3.4: Incorrect STKM generation – inexistent SEK/PEK)
14. The smartcard doesn’t generate the TEK and the status code is ‘6A88’ (referenced data not found).

	Pass-Criteria
	Video is decrypted less than 2.50 min. It is decrypted during 10*5=50s

Terminal may asks user to register to that service.
BSM may receive a LTKM request from the terminal
On the spy: 
After receiving the first LTKM for SPE deletion, the status word returned by the card is ‘9865’ (Key freshness failure)
After receiving the second LTKM for SPE deletion, the status word returned by the card is ‘6A88’ (referenced data not found).
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