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1 Reason for Change

This CR proposes bug fixes in the Enabler Test Specification for BCAST Interoperability.
(OMA-ETS-BCAST_INT).

Change 1:

In Test 456 (cap. 5.5.2.3.11) the value of TS low has to be changed from 0x00 00 to 0x00FF. Otherwise when set to 0x0100 the first STKM with Timestamp 0x0100 will be cause an error (9865 Key freshness).

See SvcCntProtection 6.3.7.6 “For each applicable security policy extension, if the received TS is equal to or lower than “TS low” or is greater than “TS high” the SPE fails the key validity data check and the SPE is not applicable to this STKM.”
The last Pass Criteria for the display of the video should be changed from 5,33 mns to 5,00 mns to be conform with usual values.

Change 2:

In Test 457 (cap. 5.5.2.3.12) the value of TS low has to be changed from 0x00 00 to 0x00FF
Otherwise when set to 0x0100 the first STKM with Timestamp 0x0100 will be cause an error (9865 Key freshness). 
See SvcCntProtection 6.3.7.6 “For each applicable security policy extension, if the received TS is equal to or lower than “TS low” or is greater than “TS high” the SPE fails the key validity data check and the SPE is not applicable to this STKM.”

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Accept and incorporate the proposed changes to the Enabler Test Specification for BCAST Interoperability.

5 Detailed Change Proposal

Change 1:  5.5.2.3.11
5.5.2.3.11
STKM reception with parental control without PIN defined in the card

The test is not exhaustive and tests only one rating-type. 

The rating-type is 0x00 and we work with the following rating values:

0x04 : minimum age = 7 years old
0x07 : minimum age = 10 years old
0x09 : minimum age  = 12 years old
0x0B : minimum age = 14 years old
0x0D  : minimum age = 16 years old
0x0F : minimum age  = 18 years old
As the example given in the specification SPCP

	Test Case Id
	BCAST-1.0-DIST-int-456 

	Test Object
	· BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	· BSM / BSDA sends several STKMs to the terminal / smartcard with different parental rating-value

	Specification Reference
	· SPCP spec: 6.6.5, 6.7; 6.7.3.9.1

	SCR Reference
	· BCAST-SPCP-C-005, BCAST-SC_ParentalControl-C-033, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-019, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-025

	Tool
	· None

	Test code
	· None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
· The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001
No PINCODE is defined in the smartcard

	Test Procedure
	BSM sends a Parental Control Message with a setting of parental control in the card: Level_granted is 0x0B and rating-type 0x00 without PINCODE in KEMAC (Encr Data len =0)

BSM sends a LTKM for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001; KV is set from TSlow= 0x00 FF to TShigh= 0x015F; security_policy_extension = 0x04

BSM/BSDA pushes STKM over UDP to the terminal / smartcard, with different rating values:

From TS= 0100 to TS= 010F : rating_value is 0x04
From TS = 0110 to TS = 011F: rating-value is 0x0F
From TS = 0120 to TS= 012F : rating-value is 0x07
From TS = 0130 to TS= 013F : rating-value is 0x0d
From TS = 0140 to TS= 014F : rating-value is 0x09
From TS = 0150 to TS= 015F : rating-value is 0x0B

	Pass-Criteria
	The video is displayed during 2,50 mns

Video is not displayed during 2,50 mns and a message indicating that the user is not allowed to watch the program is displayed to the user

The video is displayed during 2,50 mns

Video is not displayed during 2,50 mns and a message indicating that the user is not allowed to watch the program is displayed to the user

The video is displayed during 5,00 mns


Change 2:  5.5.2.3.12

5.5.2.3.12
STKM reception with parental control and with PIN defined in the card

The test is not exhaustive and tests only one rating-type. 

The rating-type is 0x00 and we work with the following rating values:

0x04 : minimum age = 7 years old
0x07 : minimum age = 10 years old
0x09 : minimum age  = 12 years old
0x0B : minimum age = 14 years old
0x0D  : minimum age = 16 years old
0x0F : minimum age  = 18 years old 
	Test Case Id
	BCAST-1.0-DIST-int-457 

	Test Object
	· BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	· BSM / BSDA sends several STKMs to the terminal / smartcard with different parental rating-value

	Specification Reference
	· SPCP spec: 6.6.5, 6.7; 6.7.3.9.1

	SCR Reference
	· BCAST-SPCP-C-005, BCAST-SC_ParentalControl-C-033, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-019, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-025, BCAST-SCSPCP-C-026

	Tool
	· None

	Test code
	· None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
· The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001

	Test Procedure
	BSM sends a Parental Control Message with a setting of parental control in the card: Level_granted is 0x0B and rating-type 0x00 with a PINCODE encrypted in the KEMAC (PINCODE = 020579 as example given in the SPCP TS specification)

BSM sends a LTKM for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001; KV is set from TSlow= 0x00 FF to TShigh= 0x015F; security_policy_extension = 0x04

BSM/BSDA pushes STKM over UDP to the terminal / smartcard, with different rating values:

From TS= 0100 to TS= 010F : rating_value is 0x04
From TS = 0110 to TS = 011F: rating_value is 0x0F
From TS = 0120 to TS= 012F : rating_value is 0x07
From TS = 0130 to TS= 013F : rating_value is 0x0D
From TS = 0140 to TS= 014F : rating_value is 0x09
From TS = 0150 to TS= 015F : rating_value is 0x0B

	Pass-Criteria
	1. The video is displayed during 2,50 mns

2. Then a message to the user is sent for the verification of PIN: verify PIN

3. Pin code is correctly entered (value of PINCODE 020579) and then 

4. Video is displayed during 5 mns 

5. Then a message to the user is sent for the verification of PIN: verify PIN

6. Pin code is correctly entered (value of PINCODE 020579) and then

7. Video is displayed during 7.50 mns 
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