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1. Scope

This document provides the Enabler Implementation Conformance Statement (EICS) for Smartcard implementations of Smartcard-Web-Server 1.1 Enabler Release. This EICS pertains to both OMA Smartcard-Web-Server Version 1.1 SCWS Admin Client & SCWS Server implementations.

2. References

2.1 Normative References

	[ERELD]
	”Enabler Release Definition for Smartcard-Card-Web-Server”, Open Mobile Alliance(, OMA-ERELD-Smartcard_Web_Server-V1_ URL:http:www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt


2.2 Informative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.4, Open Mobile Alliance™,
OMA-IOP-Process-V1_4, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.5, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_5, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	BIP
	Bearer Independent Protocol as defined in ETSI [TS 102.223]

	Browser
	A program used to view (x) HTML or other media type documents.

	CSIM
	A Cdma2000 Subscriber Identify Module is an application defined in [3GPP2 C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	Device (or Terminal)
	A voice and/or data terminal that uses a Wireless Bearer for data transfer.  Terminal types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication and unattended data-only terminals (e.g., vending machines).

	Enabler Release
	Collection of specifications that combined together form an enabler for a service area, e.g. a download enabler, a browsing enabler, a messaging enabler, a location enabler, etc.  The specifications that are forming an enabler should combined fulfil a number of related market requirements.

	HTTPS
	A short term for HTTP over TLS

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	Minimum Functionality Description
	Description of the guaranteed features and functionality that will be enabled by implementing the minimum mandatory part of the Enabler Release.

	Network Operator
	An entity that is licensed and allocated frequency to operate a public mobile wireless telecommunications network for the purpose of providing publicly available commercial services.

	R-UIM
	A Removable User Identity Module is a standalone module defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate security.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	Smart card
	This is a portable tamper resistant device with an embedded microprocessor chip. A smart card is used for storing data (e.g. access codes, user subscription information, secret keys etc.) and performing typically security related operations like encryption and authentication. A smart card may contain one or more network authentication applications like the SIM (Subscriber Identification Module), USIM, R-UIM (Removable – User Identification Module), CSIM (CDMA SIM).

	Smart card application
	An application that executes in the smart card

	Smart card issuer
	The entity that gives/sales the smart card to the user (e.g. network operator for a SIM card)

	Smart Card Web Server
	A Web server running in the smart card

	UICC
	UICC is the smart card defined for the ETSI standard [TS 102.221]. It is a platform to resident applications (e.g. USIM, CSIM or ISIM).

	URI
	Uniform Resource Identifiers (URI, see [RFC1630]) provides a simple and extensible means for identifying a resource. URI syntax is widely used to address Internet resources over the web but is also adapted to local resources over a wide variety of protocols and interfaces.

	URL
	The specification is derived from concepts introduced by the World-Wide Web global information initiative, whose use of such objects dates from 1990 and is described in "Universal Resource Identifiers in WWW", RFC 1630. The specification of URLs (see [RFC1738]) is designed to meet the requirements laid out in "Functional Requirements for Internet Resource Locators".

	User
	Person who interacts with a user agent to view, hear or otherwise use a resource

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.

	Web Page
	A document viewable by using a web browser or client application which is connected to the page server 

	Web server
	A server process running on a processor, which sends out web pages in response to HTTP requests from browsers.


3.3 Abbreviations

	APDU
	Application Protocol Data Units

	CSIM
	CDMA SIM

	EICS
	Enabler Implementation Conformance Statement

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	IP
	Internet Protocol

	OMA
	Open Mobile Alliance

	OMA
	Open Mobile Alliance

	R-UIM
	Removable User Identity Module

	SCWS
	Smart Card Web Server

	TCP
	Transmission Control Protocol

	TLS
	Transport Layer Security

	(U)SIM
	(Universal) Subscriber Identity Module


4. Implementation Information

This document outlines the conformance requirement structure for Smartcard devices as defined by Open Mobile Alliance across all specifications included in the Smartcard-Web-Server 1.1 Enabler Release.  The structure defines the conformance requirements collected from the technical specifications included in the release into a summary table.  In other words, the products can identify implementation of the high level requirements in terms of mandatory features and optional features of the technical specifications.
4.1 Device Information

	Manufacturer
	< Manufacturer of the device>

	Device Type
	Smartcard

	Device Model
	< Model name of the device>

	Contact 
	< Contact information for the manufacturer>

	Date
	< Date when the proforma has been completed>


Table 1 – Information on the device involved in the testing

4.2 Feature Support Overview

	Feature
	SCWS Admin Client Mandatory
	SCWS Admin Client Optional
	SCWS Server Mandatory
	SCWS Server Optional

	ADM_C_M_01
	
	
	
	

	ADM_C_M_02
	
	
	
	

	ADM_C_M_03
	
	
	
	

	ADM_C_M_04
	
	
	
	

	ADM_C_M_05
	
	
	
	

	ADM_C_M_06
	
	
	
	

	ADM_C_M_07
	
	
	
	

	ADM_C_M_08
	
	
	
	

	ADM_C_M_08_A
	
	
	
	

	ADM_C_M_08_B
	
	
	
	

	ADM_C_M_08_C
	
	
	
	

	ADM_C_M_09
	
	
	
	

	ADM_C_M_10
	
	
	
	

	ADM_C_M_11
	
	
	
	

	ADM_C_M_99
	
	
	
	

	ADM_C_O_01
	
	
	
	

	ADM_C_O_02
	
	
	
	

	S_M_01
	
	
	
	

	S_M_02
	
	
	
	

	S_M_03
	
	
	
	

	S_M_04
	
	
	
	

	S_M_05
	
	
	
	

	S_M_06
	
	
	
	

	S_M_07
	
	
	
	

	S_M_08
	
	
	
	

	S_M_09
	
	
	
	

	S_M_10
	
	
	
	

	S_M_11
	
	
	
	

	S_M_12
	
	
	
	

	S_M_13
	
	
	
	

	S_M_14
	
	
	
	

	S_M_15
	
	
	
	

	S_M_16
	
	
	
	

	S_M_17
	
	
	
	

	S_M_18
	
	
	
	

	S_M_19
	
	
	
	

	S_M_20
	
	
	
	

	S_M_21
	
	
	
	

	S_M_22
	
	
	
	

	S_M_23
	
	
	
	

	S_M_98
	
	
	
	

	S_M_99
	
	
	
	

	S_O_01
	
	
	
	

	S_O_02
	
	
	
	

	S_O_03
	
	
	
	

	S_O_04
	
	
	
	

	S_O_05
	
	
	
	

	S_O_06
	
	
	
	

	S_O_07
	
	
	
	

	S_O_08
	
	
	
	

	S_O_09
	
	
	
	

	S_O_10
	
	
	
	

	S_O_11
	
	
	
	


Table 2 – Overview of the features supported by the Smartcard device

5. Smartcard Enabler Implementation Statement

The notation in the table below is according to [OMAIOP].

Support column shall be marked “YES” for those features that are supported by the device.

5.1 Support for SCWS Admin Client Specification

The following table addresses features of specification SCWS Admin Client
	Item
	Function
	Reference
	Requirement
	Support

	SCWS-AC-001-M
	Using BIP or TCP/IP

	13.3.2
	SCWS-AC-002 or

SCWS-AC-003
	

	SCWS-AC-002-O
	Administration session over BIP

	13.3.2.1
	
	

	SCWS-AC-003-O
	Administration session over TCP/IP

	13.3.2.2
	
	

	SCWS-AC-004-M
	Admin-server settings:

Default configuration resources
	13.3.2.3
	
	

	SCWS-AC-005-M
	Triggering of the administration client by an SMS MO
	13.3.2.4
	
	

	SCWS-AC-006-O
	Trigger the administration session by a local event
	13.3.2.5
	
	

	SCWS-AC-007-M
	Verify that all mandatory fields of HTTP POST request of card administration agent are present and valid
	13.3.2.6.1
	
	

	SCWS-AC-008-M
	Retry management

Resume mode
	13.3.2.8
	
	

	SCWS-AC-009-M
	Retry management
SMS-MO emitted if the administration session is abandoned
	13.3.2.8
	
	

	SCWS-AC-010-M
	Support for all tags that are used for remote administration and retry management
	13.3.2.9
	
	

	SCWS-AC-011-M
	Support for PSK-TLS
	11.1.3
	
	

	SCWS-AC-012-M
	Support for Fragment Negotiation in TLS
	11.1.3
	
	

	SCWS-AC-013-M
	Support for each authorized entities to be able to control what content and which smart card applications can be accessed under a given URI.
	‎13.3.2
	
	

	SCWS-AC-014-M
	Support for TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher suite
	‎11.1.1.1‎ 

	
	

	SCWS-AC-015-M
	Support for TLS_PSK_WITH_AES_128_CBC_SHA cipher suite
	‎11.1.1.1‎ 

	
	

	SCWS-AC-016-M
	Support for TLS_PSK_WITH_NULL_SHA cipher suite
	‎11.1.1.1‎ 

	
	

	SCWS-AC-017-M
	Compliance with HTTP 1.1
	‎13.3.2
	
	


Table 3 – Support for SCWS Admin Client Specification Feaures

5.2 Support for SCWS Server Specification

The following table addresses features of specification SCWS Server
	Item
	Function
	Reference
	Requirement
	Support

	SCWS-S-001-M
	SCWS URL with a length of at least 1024 characters is supported
	Section 5

Section 7
	
	

	SCWS-S-002-M
	Support for Dynamic Content
	Section 6
	
	

	SCWS-S-003-M
	Support for local transport protocols with the client device
	Section 7

Section 8
	SCWS-S-004 or

SCWS-S-005
	

	SCWS-S-004-O
	Support for the BIP transport protocol
	Section 7.1

Section 8.1
	SCWS-S-006
	

	SCWS-S-005-O
	Support for TCP/IP transport protocol
	Section 7.2

Section 8.2
	
	

	SCWS-S-006-O
	Support for local BIP channels with the connecting device
	Section 8.1.1
	
	

	SCWS-S-007-M
	Support for Concurrency with other CAT application 
	Section 8.1.1.1
	
	

	SCWS-S-008-M
	Compliance with HTTP 1.1 
	Section 9
	
	

	SCWS-S-009-M
	Implement HTTP GET Request
	Section 9.2
	
	

	SCWS-S-010-M
	Implement HTTP HEAD Request
	Section 9.2
	
	

	SCWS-S-011-M
	Implement HTTP POST Request
	Section 9.2
	
	

	SCWS-S-012-M
	Implement HTTP DELETE Request
	Section 9.2
	
	

	SCWS-S-013-M
	Support for HTTP Authorisation response header
	Section 9.3
	
	

	SCWS-S-014-M
	Support for HTTP WWW-Authenticate request header 
	Section 9.3
	
	

	SCWS-S-015-M
	Support for HTTP Basic authentication
	Section 10
	
	

	SCWS-S-016-O
	Support for HTTP Digest authentication
	Section 10
	
	

	SCWS-S-017-O
	Implement the TLS protocol
	Section 11.1
	SCWS-S-020
	

	SCWS-S-018-O
	Support for server public key pair and certificate
	Section 11.1.2
	
	

	SCWS-S-019-O
	Implement the PSK-TLS protocol
	Section 11.1.1
	SCWS-S-020
	

	SCWS-S-020-O
	Support for Fragment Negotiation in TLS
	Section 11.1.3
	
	

	SCWS-S-021-O
	Deliver an ACP data object
	Section 12.1
	
	

	SCWS-S-022-M
	Support all SCWS administration commands 
	Section 13.1
	
	

	SCWS-S-023-M
	Support for the lightweight administration protocol
	Section 13.3.1
	
	

	
	
	
	
	

	SCWS-S-024-O
	Support for UICC File access with URI
	Appendix E
	
	

	SCWS-S-025-O
	Support for SCWS Content Audit
	Appendix G
	
	

	SCWS-S-026-O
	Support for Pipelined administrative commands
	Appendix I
	
	

	SCWS-S-027-O
	Support for self care administration 


	Appendix H
	
	

	SCWS-S-028-M
	Implement HTTP PUT Request
	Section ‎9.2
	
	

	SCWS-S-029-M
	Support for directory DELETE
	Section ‎13.1.2‎

	
	

	SCWS-S-030-M
	Support for Content-Type, Content-Encoding, Content-Language request headers
	Section ‎13.1.1‎

	
	

	SCWS-S-031-M
	Support for Conditional GET based on the If-Match and If-none-Match request header related to caching mechanism
	Section ‎9.5

	
	

	SCWS-S-032-M
	Support for ETag response header related to caching mechanism
	Section ‎9.5

	
	

	SCWS-S-033-O
	Support for Session Resume as defined in TLS
	Section ‎11.1.3
	
	

	SCWS-S-034-O
	Support for Multiple Audit Commands
	‎Appendix ‎G.5
	
	


Table 4 – Support for SCWS Server Specification Feaures

Appendix A. Change History
(Informative)

A.1 Drafte Version History

	Reference
	Date
	Description

	OMA-EICS-Smartcard_Web_Server_Smartcard-V1_1-20080805-D
	05 Aug 2008
	First Draft 

	
	05 Aug 2008
	Editorial change on SCR Function § 5.2 and § 5.1

	OMA-EICS-Smartcard_Web_Server_Smartcard-V1_1-20080923-D
	23 Sept 2008
	Remove Status column add the M or O suffix on the SCR IDs.

	OMA-EICS-Smartcard_Web_Server_AdminServer-V1_0-20080925-D
	25 Sept 2008
	Move M or O from prefix to suffix on the SCR IDs.
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