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1. Scope

OMA IOP-BRO as a sub-working group (SWG) to OMA IOP WG, has compiled this report to summarize the efforts done to prove the interoperability aspects of the OMA Secure Removable Media V1.0 enabler, as they are being considered for approval by the OMA Technical Plenary as an OMA Enabler Release.

The content in this report is compiled based on input from Enabler Test Reports as an outcome from TestFests for Secure Removable Media V1.0.

This document provides information needed by the OMA Technical Plenary to consider the approval of Secure Removable Media V1.0 from an IOP perspective.
2. References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.7, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_7, URL:http://www.openmobilealliance.org/

	[SRM_EICS]
	Secure Removable Media version 1.0 Enabler Implementation Conformance Statement (EICS), Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[ERELD]
	"Enabler Release Definition for Secure Removable Media", Version 1.0, Open Mobile Alliance™,
OMA-ERELD-SRM V1_0, URL:http://www.openmobilealliance.org/ 

	[SRM_SPEC]
	"Secure Removable Media Specification ", Version 1.0, Open Mobile Alliance™,
OMA-TS-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[ETS]
	"Enabler Test Specification for Secure Removable Media", Version 1.0, Open Mobile Alliance™,
OMA-ETS-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[ET-RPT#25]
	"Enabler Test Report for Secure Removable Media – TestFest#25", Version 1.0, Open Mobile Alliance™,
OMA-ET_RPT-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[ET-RPT#26]
	"Enabler Test Report for Secure Removable Media – TestFest#26", Version 1.0, Open Mobile Alliance™,
OMA-ET_RPT-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[EVP]
	"Enabler Validation Plan for Secure Removable Media", Version 1.0, Open Mobile Alliance™,
OMA-EVP-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Content Issuer
	The entity making content available to the DRM Agent in a Device.

	Device
	Entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation

	DRM Agent
	Entity in the Device that manages permissions for media objects

	DRM Content
	Media objects that are consumed according to a set of permissions in Rights

	Enabler Release
	Collection of specifications that combined together form an enabler for a service area, e.g. a download enabler, a browsing enabler, a messaging enabler, a location enabler, etc.  The specifications that are forming an enabler should combined fulfil a number of related market requirements.

	Minimum Functionality Description
	Description of the guaranteed features and functionality that will be enabled by implementing the minimum mandatory part of the Enabler Release.

	Rights
	Collection of permissions and constraints defining under which circumstances access is granted to DRM Content. Rights may include the associated state information

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions and other attributes which are linked to Protected Content.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent (e.g. secure memory card, smart card)

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights in Secure Removable Media, for delivering Rights from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media

	TestFest
	Multi-lateral interoperability testing event

	Trusted Zone
	An OMA staff function to provide a neutral confidential information and results collection service to OMA Members. The Trusted Zone is responsible for all reports resulting from an OMA Test Event and to ensure that all general reports cannot attributed to any one individual participating company.


3.3 Abbreviations

	AD
	Architecture Document

	CRL
	Certificate Revocation List

	DRM
	Digital Rights Management

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	ETSI
	European Telecommunications Standards Institute

	MAC
	Message Authentication Code

	MMCA
	MultiMediaCard Association

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	RI
	Rights Issuer

	RO
	Rights Object

	SD
	Secure Digital

	SDA
	SD Card Association

	SIM
	Subscriber Identity Module

	S-MMC
	Secure MultiMediaCard

	SRM
	Secure Removable Media

	USIM
	Universal Subscriber Identity Module


4. Summary
This report gives details of the testing carried out for the enabler and eventual findings made in connection to the testing regarding interoperability of different implementations (clients, servers) according to [SRM_SPEC].

The work and reporting has followed the OMA IOP processes and policies [IOPPROC].

The SRM v1.0 enabler has been tested at TestFests 25 and 26.
Each of these testing activities as generated an Enabler Test Report that has been the input for this report. These reports are enumerated and listed in the References section.

As is shown in the information below the results fulfil the criteria in [IOPPROC] to be recommended as an Approved Enabler to OMA Technical plenary.
Based on this evidence, the OMA-IOP-BRO recommends approval of the SRM v1.0 enabler.

5. Testing of Secure Removable Media v1.0
5.1 Documentation

This chapter lists the details of the enabler and any documentation, tools or test suites used to prove the enabler.

	Enabler:
	Secure Removable Media Version 1.0

	Process:
	OMA Interoperability Policy and Process [IOPPROC]

	Type of Testing
	Interoperability Testing

	Implementations tested:
	DRM Agents and SRM Agents

	Validation Plan:
	OMA-EVP-SRM-V1_0-20081106-C Enabler Validation Plan [EVP]

	Test Specification:
	OMA-ETS-SRM-V1_0-20080428-C Enabler Test Specification [ETS]

	Test Tool:
	<List the version of eventual test tools used, if any>

	Test Code:
	<List the version of eventual test code used, if any>

	# of TestFests:
	2 (TestFest-25, TestFest-26)

	# of Bilateral Test sessions:
	0


Table 1: Test Documentation

5.2 Test Case Statistics

This chapter lists the statistics for Enabler Validation Test Cases defined by [EVP] 

The following status is used in the tables below:

· Runs (R): Used to indicate the total number of times the test case have been run (R = P + F + I).
· Pass (P): Used to indicate how many times the test case have been run and successfully passed.

· Fail (F): Used to indicate how many times the test cases have been run and failed (used when the failure reason is known).

· Inconclusive (I): Used to indicate how many times the test cases have been run and did not pass due to other nature than conclusive implementation or specification failure (e.g.: the failure reason cannot be clearly determined).

· Not Applicable (N/A): Used to indicate how many times the test cases have not be run due to lack of support for the required functionality to run this test case by one or more involved implementations.

· Out of Time (O): Used to indicate how many times the test cases have not been run due to lack of time.

· Problem Report (PR): Used to indicate how many PRs have been issued for the test case.

· Note: Used to indicate the cause of the Inconclusive or Failed results.

	Test Case Id
	Description
	Test Counts
	PR
	Note

	
	
	R
	P
	F
	I
	N/A
	O
	
	

	SRM-1.0-INT-001
	To test that the DRM Agent and SRM Agent exchange information about each other with the SRM Hello message.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-002
	To test that DRM Agent and SRM Agent mutually authenticate with MAKE process comprised of the Authentication and Key Exchange messages.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-003
	To test that both DRM Agent and SRM Agent generate the key materials (Session Key and MAC Key) with the KDF (Key Derivation Function) 
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-004
	To test that both the DRM Agent and SRM Agent properly generate a new MAC key when transferring messages that require integrity protection.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-005
	To test that the DRM Agent and SRM Agent change to a different SAC 
	2
	2
	0
	0
	3
	0
	
	

	SRM-1.0-INT-006
	To test that DRM Agent reads an SRM’s CRL information.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-007
	To test that DRM Agent replaces the current CRL in the SRM with the CRL in the Device.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-008
	To test that DRM Agent retrieves the CRL in the SRM.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-009
	To test that DRM Agent requests an SRM Agent to generate a nonce, and the SRM Agent returns the value.
	0
	0
	0
	0
	5
	0
	
	

	SRM-1.0-INT-010
	To test that DRM Agent requests an SRM Agent to generate a nonce, and the SRM Agent returns the value.
	0
	0
	0
	0
	5
	0
	
	

	SRM-1.0-INT-011
	To test that Rights are moved from a Device to an SRM 
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-012
	To test that Rights are moved from an SRM to a Device 
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-013
	To test that a Rights Object with a Move permission is generated and used correctly.
	0
	0
	0
	0
	3
	0
	
	

	SRM-1.0-INT-014
	To test that the DRM Agent receives the REK of Rights from the SRM Agent and consumes the associated DRM Content
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-015
	To test that the DRM Agent properly requests the SRM to update State Information in the SRM 
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-016
	To test that the DRM Agent reads a Handle list from the SRM
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-017
	To test that the DRM Agent reads Rights Information including the Rights Meta Data, Rights Object Container, and State Information from the SRM
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-018
	To test that the DRM Agent reads a List of Rights Information including the Rights Meta Data, Rights Object Container, and State Information from the SRM with the Rights Information List Query message.
	0
	0
	0
	0
	5
	0
	
	

	SRM-1.0-INT-019
	To test that the DRM Agent removes a Handle from the SRM 
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-020
	To test that the DRM Agent enables Rights in the SRM with the Rights Enablement message.
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-021
	To test that the DRM Agent removes Rights from the SRM 
	5
	5
	0
	0
	0
	0
	
	

	SRM-1.0-INT-022
	To test that the DRM Agent reads the WBXML Dynamic Code Pages from the SRM 
	2
	2
	0
	0
	3
	0
	
	

	SRM-1.0-INT-023
	To test that the DRM Agent stores an updated WBXML Dynamic Code Page on the SRM
	2
	2
	0
	0
	3
	0
	
	

	SRM-1.0-INT-024
	To test that the DRM Agent stores a Rights Issuer certificate chain in the SRM
	2
	2
	0
	0
	3
	0
	
	

	SRM-1.0-INT-025
	To test that the DRM Agent reads a Rights Issuer certificate chain from the SRM
	2
	2
	0
	0
	3
	0
	
	

	SRM-1.0-INT-026
	To test that the DRM Agent removes a Rights Issuer certificate chain from the SRM
	2
	2
	0
	0
	3
	0
	
	


Table 2: Test Case Statistics

5.3 Test Evidence

Testing of implementations based upon version 1.0 of the Secure Removable Media enabler has been conducted at the following TestFests:

· TestFest #25, Helsinki, Finland, 5th – 12th September 2008
· TestFest #26, Seoul, Korea, 13th – 21st November 2008
More details in regards to the concerned TestFests can be found below.

5.3.1 TestFest #25 Test Summary Data
	Test Report
	[ET_RPT] - OMA-EnablerTestReport-TestFest-25-Sep2008-SRM-10-20081022

	Date of TestFest
	5th – 12th September 08

	Location of the TestFest
	Helsinki, Finland

	Number of OMA member companies attending the TestFest:
	4

	Number of Clients Products:
	3

	Number of Server Products:
	1

	Number of test sessions completed: 
	3 of 3


Table 3: TestFest 25 Information

5.3.2 TestFest #26 Test Summary Data
	Test Report
	[ET_RPT] – OMA-EnablerTestReport-TestFest-26-Nov2008-SRM-10-20081201

	Date of TestFest
	13th – 21st November 08

	Location of the TestFest
	Seoul, Korea

	Number of OMA member companies attending the TestFest:
	3

	Number of Clients Products:
	2

	Number of Server Products:
	1

	Number of test sessions completed: 
	2 of 2


Table 4: TestFest 26 Information

5.3.3 Test Case Summary from all TestFests
This chapter gives an overview of the result for all Enabler Validation Test Cases defined by [EVP] from all TestFests.

The following status is used in the tables below:

· Total number of TCs: Used in the summary to indicate how many test cases there are in total.

· Number of passed: Used in the summary to indicate how many of the total test cases that successfully has been passed.

· Number of failed: Used in the summary to indicate how many of the total test cases that has failed.

· Number of N/A: Used in the summary to indicate how many of the total test cases that has not be run due to that the implementation(s) do not support the functionality required to run this test case.

· Number of OT: Used in the summary to indicate how many of the total test cases that have not be run due to no time to run the test case.

· Number of INC: Used to indicate how many times the test cases have been run and did not pass due to other nature than conclusive implementation or specification failure (e.g.: the failure reason cannot be clearly determined).

	TestFest #
	Total # TCs
	# Passed
	# Failed
	# N/A
	# OT
	# INC

	25
	26
	48
	0
	30
	0
	0

	26
	26
	44
	0
	6
	0
	0

	Totals
	26
	92
	0
	36
	0
	0


Table 5: Summary TestFest Information

5.4 Secure Removable Media V1.0 PR Status
	PR#
	State
	Resolution
	Description
	Severity

	1
	RESOLVED
	Resolved with CR OMA-DRM-2008-486R03
	WBXML codes added, namespace prefix removed
	1

	2
	RESOLVED
	Resolved with CR OMA-DRM-2008-0487R01
	WBXML codes added, namespace prefix removed
	2

	3
	REJECTED
	None
	PR was considered not relevant.
	1

	4
	REJECTED
	None
	PR resolution would be a significant change to the specifications and is considered out of scope of SRM v1.0.
	1

	5
	REJECTED
	None
	PR was considered not relevant.
	1

	6
	REJECTED
	None
	PR was considered not relevant.
	1


Table 6: Summary of Problem Report Statuses

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-IOP_RPT-SRM_V1_0-20090108
	08 Jan 2009
	2, 3, 5.1, 5.2, 5.3 
	Trusted Zone initial draft: Populated with TestFest results data, references & definitions.

	OMA-IOP_RPT-SRM-V1_0-20090208-D
	8 Fev 2009
	1, 4, 5.4
	Approval by IOP BRO after DRM TWG update
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