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1 Reason for Change

R01: Smartcard is USIM or CSIM is written in precondition instead of test object as requested by Nokia, Missing SCR reference concerning the Terminal are added. Simplify the SCR references as requested by Nokia.
This CR proposes some test cases for the Smartcard centric Audience measurement to be included in the ETS for BCAST1.1.
2 Impact on Backward Compatibility

There is no impact on backward compatibility
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1. Add new section for Audience Measurement 5.8

5.8 Audience Measurement
5.8.1 Smartcard-Centric Audience Measurement
5.8.1.1 Registration Process and Opt_in trigger process using SMS-PP bearer
	Test Case Id
	BCAST-1.1-SC-AM-int-101 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the registration process of the Smartcard-centric Audience Measurement.

Test the OPT-IN Process of the Smartcard-centric Audience Measurement using a OPT_IN_NOTIFICATION_TRIGGER

	Specification Reference
	Services 5.20.2.1.1 and 5.20.2.1.2

	SCR Reference
	BCAST-AM-SC-002, BCAST-AM-M-025, BCAST-AM-SC-006, BCAST-AM-M-029, BCAST-AM-SC-018, BCAST-AM-SC-021, BCAST-AM-M-036, BCAST-AM-M-040, BCAST-AM-C-029, BCAST-AM-C-030

	ETR Reference
	AMS-001, AMS-002, AMS-004, AMS-009, AMS-011

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM.
The registration has never been performed. Kamue, Kamus and UserId have not been set in the Smartcard.
Address of the SMSC is set in the Smartcard.

TPDA address of the BCAST AM-M is set in the Smartcard

A key Km is stored in the Smartcard

The server stores Km keys associated to each card.
The key version for the KIc field of the SMS shall be set to 0x00 for the server and the Smartcard.

The key version for the KID field of the SMS shall be set to 0x00 for the server and the Smartcard.

The Audience Measurement PIN is ‘1234’



	Test Procedure
	1. The Handset is power-on.

2. BCAST AM-C sends to the Terminal a proactive command PROVIDE_LOCAL_INFORMATION (IMEI) to request the IMEI to the Terminal

3. The Terminal sends the IMEI value in the response of the PROVIDE_LOCAL_INFORMATION to the card

4. BCAST AM-C sends a REGISTRATION_REQUEST in a SMS-MO using the address of SMSC and TPDA of BCAST AM-M stored in the Smartcard. The Smartcard inserts in the REGISTRATION_REQUEST message
a. The IMSI of the card stored in the Smartcard
b. The ICCID of the card stored in the Smartcard

c. The IMEI received from the Terminal

d. A random value (CardRandom)

5. The BCAST AM-M sends back a REGISTRATION-RESPONSE in a class 2 SMS-MO using the address of the Smartcard corresponding to the IMSI and a TAR value equal to ‘B2 02 02’. The server inserts in the REGISTRATION_RESPONSE message:

a. A unique Identifier UserID 

b. A random value (ServerRandom)

6. The Server computes Kamue and Kamus
7. The Smartcard at the reception of REGISTRATION_ RESPONSE message computes Kamue and Kamus

8. To test the successful establishment of Keys and then the communication between AM-M server and AM-C, a secure SMS is sent to the Smartcard with a text to be display on the terminal. Then OPT_IN_TRIGGER message is sent from the server AM-M to the AM-C in the Smartcard using a secured packet SMS-PP. In the command header of the Secure SMS, the security parameters are set in the following way:

a. SPI indicates Digital signature (to test Kamus), ciphering, no counter, POR sent to the SE with Digital signature and ciphering

b. KIc indicates uses of DES with mode 00, and key reference to be used (0x00).

c. KID indicates uses of DES with mode 00, and key reference to be used (0x00)
d. The TAR value is for Smartcard-centric Audience measurement (B2 02 02).

The secured data contain the OPT_IN_INVITATION_TRIGGER with the following text in English language:
“Registration test is OK.”

9. The AM-C requests the Audience’s measurement PIN to the user, using a proactive command (implementation dependant)

10. The user enters the Audience measurement PIN ‘1234’

11. The AM-C in the Smartcard sends a proactive command (should be GET INKEY) to the terminal to display the text received in the OPT_IN_INVITATION_TRIGGER message and request the consent of user for a campaign. 
12. The user accepts the campaign entering the text requested on the display.

13. The AM-C sends back a SMS with the OPT_IN_STATE_NOTIFICATION message with the Opt_in state value to 0x01



	Pass-Criteria
	1. Reception on the server side (AM-M) of the POR of the SMS without error of decryption and signature.
2. The AM PIN is requested on the handset display.
3. Display on the handset: “Registration is OK.”, following by a request of consent for a campaign.
4. The AM-M receives an Opt-in state indicating that the user has Opt-in.


5.8.1.2 Configuration process, activation and reporting using SMS-PP bearer in Push Mode
	Test Case Id
	BCAST-1.1-SC-AM-int-102 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the configuration of AM-C, the activation of  AM function in AM-C and the reporting for Smartcard-centric Audience Measurement

	Specification Reference
	Services 5.20.2.1.3, Services 5.20.2.1.4, Services 5.20.2.1.5, Services 5.20.2.1.6,

	SCR Reference
	BCAST-AM-SC-001, BCAST-AM-SC-017, BCAST-AM-M-024, BCAST-AM-SC-018, BCAST-AM-SC-021, BCAST-AM-M-036, BCAST-AM-M-040, BCAST-AM-C-030

	ETR Reference
	AMS-001, AMS005, AMS-006, AMS-008, AMS-012, AMS-013, AMS-015

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM

The test BCAST-1.1-SC-AM-int-101 has been performed successfully. The user has Opt-in for the campaign. Reception of Mobile TV encrypted contents using the Smartcard profile. Minimum 2 channels available, with Key_domain_id= MCC1 || MNC1; SEK/PEK_ID Key group part = 0001 for channel 1 and SEK/PEKID Key group part = 0002 for channel 2

	Test Procedure
	1. The Server AM-M sends CONFIGURATION message using secure SMS-PP and containing the following parameters:
a. Reporting bearer: SMS-PP

b. SMSC address 

c. TPDA address

d. Reporting mode: Push

e. Reporting frequency: 1 hour
f. Reporting trigger: 20 bytes (the reporting will be sent in short term)
g. No additional metrics

2. The server sends an AUDIT_REQUEST command with the tag ‘E5’ (buffer filling level) to verify that the buffer is empty.

3. The AM-C sends a AUDIT_RESPONSE command with the buffer filling level set to 0x00
4. The server AM-M sends ACTIVATION message with an activation state set to 0x01.
5. The user zaps from one channel to other  (1 time)
6. The server sends an AUDIT_REQUEST command with the tag ‘E5’ (buffer filling level) to verify that the buffer is no more empty.

7. The AM-C sends a AUDIT_RESPONSE command with the buffer filling level set to a value1 > 0x00

8. The user zaps from one channel to other  (2 times)

9. The server sends an AUDIT_REQUEST command with the tag ‘E5’ (buffer filling level) to verify that the buffer is filling.

10. The AM-C sends a AUDIT_RESPONSE command with the buffer filling level set to a value2 >Value1

11. The user zaps from one channel to other  (1 time)

12. The AM-C sends a report to AM-M in a SMS

13. The AM-M sends a REPORTING_RESPONSE with a reporting message state set to ‘0x00’ (successful)
14. The server sends an AUDIT_REQUEST command with the tag ‘E5’ (buffer filling level) to verify that the buffer has been flushed.

15. The AM-C sends a AUDIT_RESPONSE command with the buffer filling level set to value3 < value2

	Pass-Criteria
	1. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level set to 0x00

2. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level value1 > 0x00

3. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level value2 >Value1

4. Reception on the server side (AM-M) of report in a SMS containing the 4 zapping events.
5. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level value3 < value2


5.8.1.3 Opt_in Message using SMS-PP bearer
	Test Case Id
	BCAST-1.1-SC-AM-int-103 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the OPT-IN state update in the Smartcard for Smartcard-centric Audience Measurement. An Opt-out is sent to the card that will stop the reporting process. An Opt_in is sent to the card and the reporting process resumes.

	Specification Reference
	Services 5.20.2.1.2

	SCR Reference
	BCAST-AM-SC-005, BCAST-AM-M-028, BCAST-AM-SC-018, BCAST-AM-SC-021, BCAST-AM-M-036, BCAST-AM-M-040, BCAST-AM-C-030

	ETR Reference
	AMS-001, AMS-003, AMS-010

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM 

The test BCAST-1.1-SC-AM-int-101 has been performed successfully. The user has Opt-in for the campaign. The test BCAST-1.1-SC-AM-int-102 has been performed successfully.

	Test Procedure
	1. The user resumes the zapping from one channel to the other and reports are sent to the AM-M every 4 zapping events more or less.

2. The Server AM-M sends an OPT-IN message using secure SMS-PP.
a. The opt-in state sent in the message is opt-out (0x00)

3. At the reception of the OPT_IN message, the AM_C stops the sending of reports even though the zapping is carried on.

4. The server AM-M sends an AUDIT_REQUEST command  with the tag ‘E5’ (buffer filling level) to verify the level of the buffer

5. The AM-C sends a AUDIT_RESPONSE command with the buffer filling level set to value 1

6. The zapping is carried on

7. The server AM-M sends an AUDIT_REQUEST command  with the tag ‘E5’ (buffer filling level) to verify that  level of the buffer is unchanged.

8. The AM-C sends a AUDIT_RESPONSE command with the buffer filling level set to value 2 = value1

9. The Server AM-M sends an OPT-IN message using secure SMS-PP.

a. The opt-in state sent in the message is opt-in (0x01)

10. The zapping is carried on. At the reception of the OPT_IN message, the AM_C resumes the sending of reports.

	Pass-Criteria
	1. Reception on the server side (AM-M) of several reports in SMS containing 4 zapping events more or less.
2. After sending of OPT_IN message for Opt-out, the reception of SMS with reports stops.

3. The two buffers filling level received are identical.

4. After sending of OPT_IN message for Opt-in, the reception of SMS with reports resumes.


5.8.1.4 Configuration process, activation and reporting using SMS-PP bearer in Push Mode with additional metrics

	Test Case Id
	BCAST-1.1-SC-AM-int-104 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the configuration of AM-C, the activation of  AM function in AM-C and the reporting with location information for Smartcard-centric Audience Measurement

	Specification Reference
	Services 5.20.2.1.3, Services 5.20.2.1.4, Services 5.20.2.1.5, Services 5.20.2.1.6,

	SCR Reference
	BCAST-AM-SC-001, BCAST-AM-SC-017, BCAST-AM-M-024, BCAST-AM-SC-018, BCAST-AM-SC-021, BCAST-AM-M-036, BCAST-AM-M-040, BCAST-AM-C-030

	ETR Reference
	AMS-001, AMS005, AMS-006, AMS-008, AMS-012, AMS-013, AMS-015

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM 

The test BCAST-1.1-SC-AM-int-101 has been performed successfully. The user has Opt-in for the campaign. Reception of Mobile TV encrypted contents using the Smartcard profile. Minimum 2 channels available, with Key_domain_id= MCC1 || MNC1; SEK/PEK_ID Key group part = 0001 for channel 1 and /PEKID Key group part = 0002 for channel 2

The location type supported by the couple Terminal/Smartcard is 3GPP location for USIM and 3GPP2 for CSIM

	Test Procedure
	1. The server sends an AUDIT_REQUEST command with the tag ‘E3’ (location type supported).

2. The AM-C sends an AUDIT_RESPONSE command with the location types supported by the couple Terminal/Smartcard. (3GPP for USIM and 3GPP2 for CSIM)
3. The Server AM-M sends CONFIGURATION message using secure SMS-PP and containing the following parameters:

a. Reporting bearer: SMS-PP

b. SMSC address 

c. TPDA address

d. Reporting mode: Push

e. Reporting frequency: 1 hour

f. Reporting trigger: 40 bytes (the reporting will be sent in short term)

g. Location Type: 3GPP (0x01) if the Smartcard is USIM and 3GPP2 (0x02) if Smartcard is CSIM

h. Additional metrics indicates that Location_In is needed
4. The server AM-M sends ACTIVATION message with an activation state set to 0x01.

5. The user zaps from one channel to other  (x times)

6. AM_C sends a proactive command PROVIDE_LOCAL_INFORMATION to the Terminal to get the location at each zapping.

7. The Terminal sends the Location information in the response.

8. The AM-C sends a report to AM-M in a SMS containing the Location_In information for each zapping.
9. The AM-M sends a REPORTING_RESPONSE with a reporting message state set to ‘0x00’ (successful)

	Pass-Criteria
	1. Reception on the server side (AM-M) of report in a SMS containing the x zapping events with Location_In information.


5.8.1.5 Reporting using SMS-PP bearer in Pull Mode without additional metrics

	Test Case Id
	BCAST-1.1-SC-AM-int-105 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the configuration of AM-C, the activation of  AM function in AM-C and the reporting with location information for Smartcard-centric Audience Measurement

	Specification Reference
	Services 5.20.2.1.3, Services 5.20.2.1.4, Services 5.20.2.1.5, Services 5.20.2.1.6,

	SCR Reference
	BCAST-AM-SC-001, BCAST-AM-SC-017, BCAST-AM-M-024, BCAST-AM-SC-018, BCAST-AM-SC-021, BCAST-AM-M-036, BCAST-AM-M-040, BCAST-AM-C-030

	ETR Reference
	AMS-001, AMS-005, AMS-007, AMS-012, AMS-014

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM 

The test BCAST-1.1-SC-AM-int-101 has been performed successfully. The user has Opt-in for the campaign. Reception of Mobile TV encrypted contents using the Smartcard profile. Minimum 2 channels available, with Key_domain_id= MCC1 || MNC1; SEK/PEK_ID Key group part = 0001 for channel 1 and /PEKID Key group part = 0002 for channel 2

The test BCAST-1.1-SC-AM-int-104 has been performed successfully

	Test Procedure
	1. The Server AM-M sends CONFIGURATION message using secure SMS-PP and containing the following parameters:

a. Reporting bearer: SMS-PP

b. SMSC address 

c. TPDA address

d. Reporting mode: Pull
e. Reporting trigger: 100 bytes 

f. No Additional metrics 
2. The user zaps from one channel to other  (x times)

3. The AM-M sends a REPORTING_REQUEST message using secure SMS-PP

4. The AM-C sends a report to AM-M in a SMS.
5. The AM-M sends a REPORTING_RESPONSE with a reporting message state set to ‘0x00’ (successful)

	Pass-Criteria
	1. Reception on the server side (AM-M) of report in a SMS containing the x zapping events.


5.8.1.6 Registration Process and Opt_in trigger process using security at application level
	Test Case Id
	BCAST-1.1-SC-AM-int-106 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the registration process of the Smartcard-centric Audience Measurement.

Test the OPT-IN Process of the Smartcard-centric Audience Measurement using a OPT_IN_NOTIFICATION_TRIGGER

	Specification Reference
	Services 5.20.2.1.1 and 5.20.2.1.2

	SCR Reference
	BCAST-AM-SC-002, BCAST-AM-M-025, BCAST-AM-SC-006, BCAST-AM-M-029, BCAST-AM-SC-018, BCAST-AM-SC-022, BCAST-AM-M-036, BCAST-AM-M-041, BCAST-AM-C-030

	ETR Reference
	AMS-001, AMS-002, AMS-004, AMS-009, AMS-011

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM 

The registration has never been performed. Kamue, Kamus and UserId have not been set in the Smartcard.

Address of the SMSC is set in the Smartcard.

TPDA address of the BCAST AM-M is set in the Smartcard

A key Km is stored in the Smartcard

The server stores Km keys associated to each card.

The Audience Measurement PIN is ‘1234’



	Test Procedure
	1. The Handset is power-on.

2. BCAST AM-C sends to the Terminal a proactive command PROVIDE_LOCAL_INFORMATION (IMEI) to request the IMEI to the Terminal

3. The Terminal sends the IMEI value in the response of the PROVIDE_LOCAL_INFORMATION to the card

4. BCAST AM-C sends a REGISTRATION_REQUEST in a SMS-MO using the address of SMSC and TPDA of BCAST AM-M stored in the Smartcard. The Smartcard inserts in the REGISTRATION_REQUEST message

a. The IMSI of the card stored in the Smartcard

b. The ICCID of the card stored in the Smartcard

c. The IMEI received from the Terminal

d. A random value (CardRandom)

5. The BCAST AM-M sends back a REGISTRATION-RESPONSE in a class 2 SMS-MO using the address of the Smartcard corresponding to the IMSI and a TAR value equal to ‘B2 02 02’. The server inserts in the REGISTRATION_RESPONSE message:

a. A unique Identifier UserID 

b. A random value (ServerRandom)

6. The Server computes Kamue and Kamus

7. The Smartcard at the reception of REGISTRATION_ RESPONSE message computes Kamue and Kamus. To test the successful establishment of Keys and then the communication between AM-M server and AM-C, a secure OPT_IN_TRIGGER message is sent from the server AM-M to the AM-C in the Smartcard using applicative security and SMS-PP bearer.  The OPT_IN_INVITATION_TRIGGER message is sent encrypted and signed (tag ‘C3’), the key set used is Kamue and Kamus.
The secured message payload contain the following prompt message in English language:

“Registration test is OK.”

8. The AM-C requests the Audience’s measurement PIN to the user, using a proactive command (implementation dependant)

9. The user enters the Audience measurement PIN ‘1234’

10. The AM-C in the Smartcard sends a proactive command (should be GET INKEY) to the terminal to display the text received in the OPT_IN_INVITATION_TRIGGER message and request the consent of user for a campaign. 

11. The user accepts the campaign entering the text requested on the display.

12. The AM-C sends back a SMS with the OPT_IN_STATE_NOTIFICATION message with the Opt_in state value to 0x01



	Pass-Criteria
	1. The AM PIN is requested on the handset display.

2. Display on the handset: “Registration is OK.”, following by a request of consent for a campaign.

3. The AM-M receives an Opt-in state indicating that the user has Opt-in.


5.8.1.7 Configuration process, activation and reporting using HTTP bearer in Push Mode using security at applicative level
	Test Case Id
	BCAST-1.1-SC-AM-int-107 

	Test Object
	AM-server/Terminal/Smartcard. 

	Test Case Description
	Test the configuration of AM-C, the activation of  AM function in AM-C and the reporting for Smartcard-centric Audience Measurement

	Specification Reference
	Services 5.20.2.1.3, Services 5.20.2.1.4, Services 5.20.2.1.5, Services 5.20.2.1.6,

	SCR Reference
	BCAST-AM-SC-001,  BCAST-AM-SC-017, BCAST-AM-M-024,  BCAST-AM-SC-018, BCAST-AM-SC-019, BCAST-AM-SC-022, BCAST-AM-M-036, BCAST-AM-M-037, BCAST-AM-M-041, BCAST-AM-C-031

	ETR Reference
	AMS-001, AMS005, AMS-006, AMS-008, AMS-012, AMS-013, AMS-015

	Tool
	None

	Test code
	None

	Preconditions
	Smartcard is USIM or CSIM 

The test BCAST-1.1-SC-AM-int-106 has been performed successfully. The user has Opt-in for the campaign. Reception of Mobile TV encrypted contents using the Smartcard profile. Minimum 2 channels available, with Key_domain_id= MCC1 || MNC1; SEK/PEK_ID Key group part = 0001 for channel 1 and SEK/PEKID Key group part = 0002 for channel 2

	Test Procedure
	1. The Server AM-M sends CONFIGURATION message (tag ‘C6’) using SMS-PP and security at applicative level and containing the following parameters:

a. Reporting bearer: HTTP
b. BCAST AM-M address
c. Reporting mode: Push

d. Reporting frequency: 1 hour

e. Reporting trigger: 20 bytes (the reporting will be sent in short term)

f. No additional metrics

2. The server sends an AUDIT_REQUEST command (tag ‘CB’) using SMS-PP with the tag ‘E5’ (buffer filling level) in the tag list to verify that the buffer is empty.

3. The AM-C sends a AUDIT_RESPONSE command (tag ‘CC’) using SMS-PP with the buffer filling level set to 0x00

4. The server AM-M sends ACTIVATION message (tag ‘C7’) using SMS-PP with an activation state set to 0x01.

5. The user zaps from one channel to other  (1 time)

6. The server sends an AUDIT_REQUEST command (tag ‘CB’) using SMS-PP with the tag ‘E5’ (buffer filling level) in the tag list to verify that the buffer is no more empty.

7. The AM-C sends a AUDIT_RESPONSE command (tag ‘CC’) using SMS-PP with the buffer filling level set to a value1 > 0x00

8. The user zaps from one channel to other  (2 times)

9. The server sends an AUDIT_REQUEST command (tag ‘CB’) using SMS-PP with the tag ‘E5’ (buffer filling level) in the tag list to verify that the buffer is filling.

10. The AM-C sends a AUDIT_RESPONSE command (tag ‘CC’) using SMS-PP with the buffer filling level set to a value2 >Value1

11. The user zaps from one channel to other  (1 time)

12. The AM-C opens a channel using the Bearer Independent Protocol. The AM-C sends the proactive command OPEN CHANNEL related to default (network) bearer to the terminal. The parameters are : BCAST AM-M Address as data destination address
13. The AM-C sends a report to AM-M in a POST message
14. The AM-M sends a REPORTING_RESPONSE with a reporting message state set to ‘0x00’ (successful) over HTTP.
15. The server sends an AUDIT_REQUEST command (tag ‘CB’) using SMS-PP with the tag ‘E5’ (buffer filling level) in the tag list to verify that the buffer has been flushed.

16. The AM-C sends a AUDIT_RESPONSE command (tag ‘CC’) using SMS-PP with the buffer filling level set to value3 < value2

	Pass-Criteria
	1. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level set to 0x00

2. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level value1 > 0x00

3. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level value2 >Value1

4. Reception on the server side (AM-M) of report over HTTP containing the 4 zapping events.

5. Reception on the server side (AM-M) of AUDIT_RESPONSE command with the buffer filling level value3 < value2
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