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1 Reason for Change

This CR intends to add authentication test cases to the CPNS 1.1 ETS.
2 Impact on Backward Compatibility

There is no impact.
3 Impact on Other Specifications

There is no impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested for the group to review and agreed or provide comments to the test cases.
6 Detailed Change Proposal

Change 1:  Test cases for the authentication
7. CPNS Interoperability Test Cases

7.1 CPNS-1.0-int-1

	Test Case Id
	CPNS-1.0-int-1 

	Test Object
	PN GW and CPNS Server

	Test Case Description
	PN GW authentication without identity module (i.e., a SIM/USIM/ISIM)

	Specification Reference
	[TS_Core] section 7.5.5, 8
.?

	SCR Reference
	<Reference to explicitly tested SCR items, e.g. xxx-C-001-M>

	ETR Reference
	AU-001

	Tool
	None

	Test code
	None

	Preconditions
	· State:

· The PN GW has no identity module (i.e., a SIM/USIM/ISIM)


	Test Procedure
	1. The user enters the ID of the CPNS server 
2. The PN GW sends the Connect Request with his CPNS Entity ID and random_PN GW 

The CPNS Server responds with a PN GW Authentication Request with random_server

PN GW responds with Authentication Response and Server Authentication Request including the PN GW ID and hash_PN GW
.

CPNS sends the Authentication Response including the hash_server

PN GW authenticates the CPNS Server 


	Pass-Criteria
	3. The CPNS server accepts the authentication of the PN GW
The PN GW accpets the authentication of the CPNS server 


Table 1: Test Information for CPNS-1.0-int-1 Interoperability Test

7.2 CPNS-1.0-int-2

	Test Case Id
	CPNS-1.0-int-2 

	Test Object
	PN GW and CPNS Server

	Test Case Description
	PN GW authentication without Security Common Functions

	Specification Reference
	[TS_Core] section 6.3.3

	SCR Reference
	<Reference to explicitly tested SCR items, e.g. xxx-C-001-M>

	ETR Reference
	AU-006

	Tool
	None

	Test code
	None

	Preconditions
	· The PN GW has no support of Security Common Functions
· State:
· User is already registered at the CPNS Server

	Test Procedure
	4. The user enters the ID of the CPNS server, User ID and Password
The CPNS Server accepts the authentication and creates and stores the EUKey
CPNS sends the Key Delievery Message
PN GW stores the EUKey
 



	Pass-Criteria
	5. The CPNS server generates the EUKey, store it and return it to the PN GW
The PN GW receives the EUKey and stores it


Table 1: Test Information for CPNS-1.0-int-2 Interoperability Test

7.3 CPNS-1.0-int-3
	Test Case Id
	CPNS-1.0-int-3 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	Key Assignment for PNE with UI Capabilities

	Specification Reference
	[TS_Core] section 6.3.1

	SCR Reference
	<Reference to explicitly tested SCR items, e.g. xxx-C-001-M>

	ETR Reference
	AU-002, AU-004

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE has an UI capable of entering the User ID and Password

· State:

· The PN GW and CPNS Server were already mutually authenticated
· The PNE is already paired with the PN GW but still has no information about Entity


	Test Procedure
	6. User Request registration of User ID and Password at the PN GW
7. The PN GW sends a ID_PWD Registration Request Message
The CPNS Server responds with ID_PWD Registration Response Message
The user inserts User ID and Password on the PNE order it to request the EUKey to the PN GW via a Key Request Message
The PN GW relays the Key Request Message to the CPNS Server
The CPNS Server creates and stores the EUKey and sends a Key Delivery Message to PN GW

The PN GW relays the Key Delivery Message to the PNE

The PNE receives the Key Delivery Message and stores the EUKey


	Pass-Criteria
	8. The CPNS server generates the EUKey, store it and return it to the PNE
The PNE receives the EUKey and stores it 


Table 1: Test Information for CPNS-1.0-int-3 Interoperability Test

7.4 CPNS-1.0-int-4
	Test Case Id
	CPNS-1.0-int-4 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	Key Assignment for PNE without UI Capabilities

	Specification Reference
	[TS_Core] section 6.3.2.1

	SCR Reference
	<Reference to explicitly tested SCR items, e.g. xxx-C-001-M>

	ETR Reference
	AU-002, AU-005

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE has no UI capability to enter the User ID and Password

· State:

· The PN GW and CPNS Server were already mutually authenticated

· The PNE is already paired with the PN GW but still has no information about Entity

	Test Procedure
	9. The PN GW sends Subscription & Registration Request Message with User ID, Password and Subscription information
The CPNS Server responds with Subscription & Registration Response Message 
The PN GW sends the ID & Password Installation Request Message to the PNE
The PNE stores the received User ID and hash of user-password on a Secure Storage in the PNE and sends an ID & Password Response to the PN GW with information about how to handling
The PN GW sends a Key Assignment Trigger to the PNE
The PNE verifies successfully that the trigger is sent by the user of the PNE

The PNE sends the Key Assignment Request to the PN GW

The PN GW relays the Key Assignment Request to the CPNS Server
The CPNS verifies the Key Assignment Request and generates the KEK and the PNE Key

The CPNS Server sends the Key Assignment Response to the PN GW with handling information, security information and encrypted PNE Key with KEK

The PN GW relays the Key Assignment Response to the PNE

The PNE generates the KEK, decrypts the PNE Key and stores it on a Secure Storage

	Pass-Criteria
	10. The CPNS server stores the User ID and hash of user password 
The CPNS server successfully generate the PNE Key and KEK
The PNE stores at a Secure Storage the user-id and hash of the user password
The PNE stores at a Secure Storage the PNE Key 


Table 1: Test Information for CPNS-1.0-int-4 Interoperability Test













�The messages for the PN GW and CPNS server authentication are not yet defined...


�The TS says in step 3 it uses the EUKey to calculate the hash however on 5.3.1 is said that the EUKey is assigned after the User ID and password. This is impossible since the User ID is created only after the authentication of the PN GW.


�There is no authentication of the CPNS server


�Not sure if needed but how does the PNE finds the PN GW?
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