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1 Reason for Change

This CR proposes to add few basic interoperability test cases related to functionality introduced by DRM Enabler version 2.2.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP-BRO and DRM working groups are kindly asked to review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add the following sections
6.6 DRM-2.2-int-006 (Includes Optional Features)
	Test Case ID
	DRM-2.2-int-6

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test the <access> permission with <access-code> requirement for a DCF. 

	Specification Reference
	[DRMREL-v2.2] Section 5.5.3, 5.4.1, 5.4.7

	SCR Reference
	DRM-REL-GEN-C-041, DRM-REL-GEN-C-042
DRM-REL-GEN-S-022, DRM-REL-GEN-S-023

	ETR Reference
	REL-001, REL-002

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent.

· One RI Server.

· State:

· There is a multi-part DCF stored on the terminal. DCF consists of two DRM containers: one for the executable content (game) and one for its associated content (additional features). 
· The RI has issued an RO containing <execute> permission to execute the game without any restrictions. RO also contains <access> permission linked to the additional game features. <access> permission contains <access-code> requirement.
· There is no same entry as the RO in replay cache on the DRM Agent.

	Test Procedure
	User requests a RO for the DCF residing on the terminal.

User tries to use the DCF.

	Pass-Criteria
	RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered successfully to the DRM Agent.

The DRM Agent allows accessing the DCF according to the <execute> permission.
The DRM Agent prompts for an access code when game (a user inside the game) tries to excersise <access> permission.
The DRM Agent allows accessing the DCF accoding to the <access> permission when associated access-code is entered correctly.


Table 1: Test Information for 006 Interoperability Test
6.7 DRM-2.2-int-007 (Includes Optional Features)
	Test Case ID
	DRM-2.2-int-7

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test MPEG2DCF format: requesting RO for MPEG2DCF

	Specification Reference
	[DRMCF-v2.2] Section 8.2

	SCR Reference
	DRM-CLI-202, DRM-CLI-203, DRM-CLI-206

	ETR Reference
	MPEG2DCF-001, MPEG2DCF-003

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent.

· One RI Server.
· State:
· There is a MPEG2DCF stored on the terminal.

· RI has issued an RO containing <play> permission to render MPEG-2 transport stream without any restrictions.

· There is no same entry as the RO in replay cache on the DRM Agent.

	Test Procedure
	User requests and receives the RO for the MPEG-2 transport stream in MPEG2DCF format.

	Pass-Criteria
	The DRM Agent properly parses the MPEG2DCF (i.e. CA descriptor and associated EMMs) and extracts information that is necessary to request the RO.

RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered successfully to the DRM Agent. 


Table 2: Test Information for 007 Interoperability Test
6.8 DRM-2.2-int-008 (Includes Optional Features)

	Test Case ID
	DRM-2.2-int-8

	Test Object
	DRM Agent, MPEG2DCF streaming server

	Test Case Description
	To test the MPEG2DCF format: descrambling of MPEG2DCF

	Specification Reference
	[DRMCF-v2.2] Section 8.2

	SCR Reference
	DRM-CLI-201, DRM-CLI-202, DRM-CLI-203, DRM-CLI-204

	ETR Reference
	MPEG2DCF-001, MPEG2DCF-002

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent.

· One RI Server
· State:

· There is a MPEG2DCF stored on the terminal.

· RI has issued an RO containing <play> permission to render MPEG-2 transport stream without any restrictions.

· There is no same entry as the RO in replay cache on the DRM Agent.
· Continuation of:

· DRM-2.2-int-007

	Test Procedure
	User tries to render MPEG-2 transport stream received in MPEG2DCF format.

	Pass-Criteria
	The DRM Agent correctly parses MPEG2DCF and descrambles MPEG-2 transport stream in MPEG2DCF format.


Table 3: Test Information for 008 Interoperability Test
6.9 DRM-2.2-int-009 (Includes Optional Features)

	Test Case ID
	DRM-2.2-int-9

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test the enforced playout of advertisements with MPEG2DCF format (content_control_information access criteria descriptor testing)

	Specification Reference
	[DRMCF-v2.2] Section 8.2.4.1.1

	SCR Reference
	DRM-CLI-201, DRM-CLI-202, DRM-CLI-203, DRM-CLI-204, DRM-CLI-205

	ETR Reference
	MPEG2DCF-001, MPEG2DCF-002, MPEG2DCF-004

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent.

· RI Server
· State:

· There is a MPEG2DCF stored on the terminal.
· Key Stream Message ECMs in MPEG2DCF contain one or more content_control_information access criteria descriptors.

· MPEG-2 stream contains advertisement content inserted immediately after content_control_information access criteria descriptor with lock_control_bit set to “1”. Advertisement content ends immediately after next content_control_information access criteria descriptor with lock_control_bit set to “0”.
· RI has issued an RO containing <play> permission to render MPEG-2 transport stream without any restrictions.

· There is no same entry as the RO in replay cache on the DRM Agent.

· Continuation of:

· DRM-2.2-int-008

	Test Procedure
	1. User requests a RO for the MPEG2DCF residing on the terminal.
2. User tries to use the MPEG2DCF

3. User tries to fast forward the content.

4. Advertisement content shows up. User tries to fast forward the advertisement.
5. After advertisement content has been played out, user tries to fast forward again.

	Pass-Criteria
	The DRM Agent allows fast forwarding of the normal content.
The DRM Agent prohibits fast forwarding of the advertisement content.  After advertisement content has been played out,  the DRM Agent enables fast forwarding again.


Table 4: Test Information for 009 Interoperability Test
6.10 DRM-2.2-int-010 (Includes Optional Features)
	Test Case ID
	DRM-2.1-int-10

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test the enforced playout of advertisements with MPEG2DCF format (Enforced Advertising Service ECM testing)

	Specification Reference
	[DRMCF-v2.2] Section 8.2.4.5

	SCR Reference
	DRM-CLI-201, DRM-CLI-202, DRM-CLI-203, DRM-CLI-204, DRM-CLI-205

	ETR Reference
	MPEG2DCF-001, MPEG2DCF-002, MPEG2DCF-005

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent.
· One RI Server.

· State:

· There is a MPEG2DCF stored on the terminal.

· RI has issued an RO containing <play> permission to render MPEG-2 transport stream without any restrictions.

· There is no same entry as the RO in replay cache on the DRM Agent.
· MPEG2DCF contains Enforced Advertising Service ECM

· ECM contains asset ID of the advertisement content stored on the Device in another MPEG2DCF or DCF file.
· policy() indicates that advertisement is to be played for 15 seconds.

· Continuation of:

· DRM-2.2-int-008

	Test Procedure
	User requests a RO for the MPEG2DCF residing on the terminal.

User tries to use the MPEG2DCF.

	Pass-Criteria
	RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered successfully to the DRM Agent.

The DRM Agent shows 15 seconds advertisement to the user when Enforced Advertising Service ECM is received while rendering the MPEG2DCF.


Table 5: Test Information for 010 Interoperability Test
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