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1 Reason for Change

In addition to TLS1.0, SCWS 1.2 Technical Specification references TLS1.1 and TLS1.2. This change request intends to update the SCWS 1.2 ETS to add test cases to test these new versions of the TLS protocol and the associated cipher suites
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC-SCT kindly asks the members of IOP-BRO to review this Change Request and to update the ETS document accordingly.

6 Detailed Change Proposal

Change 1:   Updates in the test cases related to TLS test group (Section 6.2.3)

6.2.3 TLS test group

6.2.3.1 SCWS-1.0-int-600 TLS 1.0 and TLS_PSK_WITH_3DES_EDE_CBC_SHA

	Test Case Id
	SCWS-1.0-int-600

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.0 and the cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004,  SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-014, SCWS-AC-019
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-007, SCWS-AS-010
SCWS-S-012, SCWS-S-022

	ETR Reference
	 
 

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smartcard with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smartcard card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smartcard card administration agent and remote admin server are configured to process admin session throught TLS 1.0 and cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.

· 

	Test Procedure
	1. In Remote admin SCWS Server, 
1.1. Select Terminal destination address.
1.2. Select portal ‘oma-600’.

1.3. Start then wait download finished. 

2. In Terminal, select WAP browser.

2.1. Select the SCWS test portal link (eg http:/localhost:3516/index.html)

2.2. Verify the pass criteria below.

	Pass-Criteria
	The portal ‘oma-600’ is displayed.


6.2.3.2 SCWS-1.0-int-601 TLS 1.0 and TLS_PSK_WITH_AES_128_CBC_SHA

	Test Case Id
	SCWS-1.0-int-601

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.0 and the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-015, SCWS-AC-019
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-008, SCWS-AS-010
SCWS-S-012, SCWS-S-022

	ETR Reference
	
 

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smartcard with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smartcard card administration agent is configured with remote admin SCWS Server parameters (ip-address, port...).

· Smartcard card administration agent and remote admin server are configured to process admin session throught TLS 1.0 and cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

· 

	Test Procedure
	1. In Remote admin SCWS Server, 
1.1. Select Terminal destination address.

1.2. Select portal ‘oma-601’.

1.3. Start then wait download finished. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal link (eg http:/localhost:3516/index.html)

2.2. Verify the pass criteria below.

	Pass-Criteria
	The portal ‘oma-601’ is displayed.


6.2.3.3 SCWS-1.1-int-602 TLS 1.0 and TLS_PSK_WITH_NULL_SHA

	Test Case Id
	SCWS-1.1-int-602

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.0 and the cipher suite TLS_PSK_WITH_NULL_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-016, SCWS-AC-019
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-009, SCWS-AS-010
SCWS-S-012, SCWS-S-022

	ETR Reference
	
 

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smartcard with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smartcard card administration agent is configured with remote admin SCWS Server parameters (ip-address, port...).

· Smartcard card administration agent and remote admin server are configured to process admin session throught TLS 1.0 and cipher suite TLS_PSK_WITH_NULL_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.

1.2. Select portal ‘oma-601’.

1.3. Start then wait download finished.

1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
1.1. Select the SCWS test portal path (/index.html)

1.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using TLS 1.0 and the cipher suite TLS_PSK_WITH_NULL_SHA

2. The portal ‘oma-601’is displayed.


6.2.3.4 SCWS-1.2-int-603 TLS1.1 and TLS_PSK_WITH_3DES_EDE_CBC_SHA
	Test Case Id
	SCWS-1.2-int-603

	Test Object
	Remote admin SCWS Server, SCWS admin client

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.1 and the cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-014, SCWS-AC-020
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-007, SCWS-AS-011
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_08_A, ADM_C_M_09, ADM_C_M_11, ADM_C_O_04,

ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_M_06_A, ADM_S_O_02,

S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.1 and cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-600’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-600’ correctly downloaded using the TLS 1.1 with the cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.
2. The portal ‘oma-600’ is displayed.


6.2.3.5 SCWS-1.2-int-604 TLS 1.1 and TLS_PSK_WITH_AES_128_CBC_SHA

	Test Case Id
	SCWS-1.2-int-604

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.1 and the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-015, SCWS-AC-020
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-008, SCWS-AS-011
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_08_B, ADM_C_M_09, ADM_C_M_11, ADM_C_O_04,

ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_M_06_B, ADM_S_O_02,

S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.1 and cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-601’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using the TLS 1.1 with the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.
2. The portal ‘oma-601’ is displayed.


6.2.3.6 SCWS-1.2-int-605 TLS1.1 and TLS_PSK_WITH_NULL_SHA

	Test Case Id
	SCWS-1.2-int-605

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.1 and the cipher suite TLS_PSK_WITH_NULL_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-016, SCWS-AC-020
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-009, SCWS-AS-011
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_08_C, ADM_C_M_09, ADM_C_M_11, ADM_C_O_04,

ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_M_06_C, ADM_S_O_02,

S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.1 and cipher suite TLS_PSK_WITH_NULL_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-601’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser.
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using the TLS 1.1 with the cipher suite TLS_PSK_WITH_NULL_SHA.
2. The portal ‘oma-601’ is displayed.


6.2.3.7 SCWS-1.2-int-606 TLS1.2 and TLS_PSK_WITH_3DES_EDE_CBC_SHA
	Test Case Id
	SCWS-1.2-int-606

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.2 and the cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-014, SCWS-AC-021
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-007, SCWS-AS-012
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_08_A, ADM_C_M_09, ADM_C_M_11, ADM_C_O_05,

ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_M_06_A, ADM_S_O_03,

S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.2 and cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-600’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-600’ correctly downloaded using the TLS 1.2 with the cipher suite TLS_PSK_WITH_3DES_EDE_CBC_SHA.
2. The portal ‘oma-600’ is displayed.


6.2.3.8 SCWS-1.2-int-607 TLS 1.2 and TLS_PSK_WITH_AES_128_CBC_SHA

	Test Case Id
	SCWS-1.2-int-607

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.2 and the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-015 SCWS-AC-021
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-008, SCWS-AS-012
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_08_B, ADM_C_M_09, ADM_C_M_11, ADM_C_O_05,

ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_M_06_B, ADM_S_O_03,

S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.2 and cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-601’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using the TLS 1.2 with the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.
2. The portal ‘oma-601’ is displayed.


6.2.3.9 SCWS-1.2-int-608 TLS1.2 and TLS_PSK_WITH_NULL_SHA

	Test Case Id
	SCWS-1.2-int-608

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.2 and the cipher suite TLS_PSK_WITH_NULL_SHA.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-016, SCWS-AC-021
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-009, SCWS-AS-012
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_08_C, ADM_C_M_09, ADM_C_M_11, ADM_C_O_05,

ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_M_06_C, ADM_S_O_03,

S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.2 and cipher suite TLS_PSK_WITH_NULL_SHA.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-601’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using the TLS 1.2 with the cipher suite TLS_PSK_WITH_NULL_SHA.
2. The portal ‘oma-601’ is displayed.


6.2.3.10 SCWS-1.2-int-609 TLS 1.2 and TLS_PSK_WITH_AES_128_CBC_SHA256
	Test Case Id
	SCWS-1.2-int-609

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.2 and the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA256.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-022, SCWS-AC-021
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-013, SCWS-AS-012
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_09, ADM_C_M_11, ADM_C_O_05, ADM_C_O_06,
ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_O_03, ADM_S_O_04,
S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.2 and cipher suite TLS_PSK_WITH_AES_128_CBC_SHA256.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-601’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using the TLS 1.2 with the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA256.
2. The portal ‘oma-601’ is displayed.


6.2.3.11 SCWS-1.2-int-610 TLS1.2 and TLS_PSK_WITH_NULL_SHA256
	Test Case Id
	SCWS-1.2-int-610

	Test Object
	Remote admin SCWS Server, SCWS admin client.

	Test Case Description
	The purpose is to verify that administration session is correctly processed using TLS communication channel using TLS 1.2 and the cipher suite TLS_PSK_WITH_NULL_SHA256.

	Specification Reference
	[SCWS-TS] Chapter 11

	SCR Reference
	SCWS-AC-001, SCWS-AC-004, SCWS-AC-007, SCWS-AC-010, SCWS-AC-011, SCWS-AC-012, SCWS-AC-023, SCWS-AC-021
SCWS-AS-001, SCWS-AS-002, SCWS-AS-003, SCWS-AS-005, SCWS-AS-014, SCWS-AS-012
SCWS-S-012, SCWS-S-022

	ETR Reference
	ADM_C_M_01, ADM_C_02, ADM_C_M_03, ADM_C_M_06, ADM_C_M_08, ADM_C_M_09, ADM_C_M_11, ADM_C_O_04, ADM_C_O_07,
ADM_S_M_01, ADM_S_M_03, ADM_S_M_08, ADM_S_O_02, ADM_S_O_05,
S_M_05, S_M_12, S_M_13, S_M_17, 

D_M_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.2.1, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal

· Smart Card with SCWS server and SCWS admin client 

· Remote admin SCWS Server

· Prerequisite for this test:

· Smart Card card administration agent is configured with remote admin server parameters (ip-address, port...).

· Smart Card card administration agent and remote admin server are configured to process admin session through TLS 1.2 and cipher suite TLS_PSK_WITH_NULL_SHA256.

	Test Procedure
	1. In Remote admin SCWS Server

1.1. Select Terminal destination address.
1.2. Select portal ‘oma-601’.
1.3. Start then wait download finished.
1.4. Verify the pass criteria 1. 

2. In Terminal, select WAP browser
2.1. Select the SCWS test portal path (/index.html)
2.2. Verify the pass criteria 2.

	Pass-Criteria
	1. The portal ‘oma-601’ correctly downloaded using the TLS 1.2 with the cipher suite TLS_PSK_WITH_NULL_SHA256.
2. The portal ‘oma-601’ is displayed.
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