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1 Reason for Change

This CR intends to add the PN Establishment test cases to the CPNS 1.0 ETS including the test case reviewed in Budapest.
2 Impact on Backward Compatibility

There is no impact.
3 Impact on Other Specifications

There is no impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested for the group to review and agreed or provide comments to the test cases.
6 Detailed Change Proposal

Change 1:  Test cases for the PNE Establishment
7.3 PN Management

7.3.1 PN Establishment
7.3.1.1 PNE Initiated
	Test Case Id
	CPNS-1.0-int-5 

	Test Object
	PNE1, PNE2, PN GW and CPNS Server

	Test Case Description
	PN Establishement initiated by the PNE 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M

	ETR Reference
	PNM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE1, PNE2 and PN GW are physically paired;
· PNE2 has UI, PNE1 has no UI
· PAN between PNE1 and PN GW is not secure
· State:

· User is already register
· The Entity Discovery was already made
· All devices have already EUKey

	Test Procedure
	User starts the PN Establishement at PNE 2;
PNE 2 sends a PNSetupRequest to the PN GW with device capabilities and “All” as type of PN Setup;
PN GW sends the PNSetupRequest message to PNE 1
PNE1 accepts the request and sends the PNSetupResponse message to PN GW

PN GW creates the PN Inventory with routing tables and sends PNSetupRequest to the CPNS Server;

CPNS Server creates LocalEUKey_PNE and sends AuthenticationRequest message to the PN GW;
PN GW decrypts and stores the LocalEUKey_PNE1 and LocalEUKey_PNE2 and relays the AuthenticationRequest message to PNE2;

PNE2 decrypts and stores the LocalEUKey securely and replies with AuthenticationResponse;

PN GW relays the AuthenticationRequest message to PNE1;

PNE1 decrypts and stores the LocalEUKey and replies with AuthenticationResponse message;

PN GW relays one AuthenticationResponse message to the CPNS Server;

CPNS Server calculates session key and hash values for each PNE, register the PN Inventory and sends PNSetupResponse to the PN GW with both hash_serverPNE1 and hash_serverPNE2;

PN GW stores the PN Inventory locally and sends PNSetupResponse message to PNE2 and PNEstablishementNotify message to PNE1, each one with the PN Inventory and the respective hash server;
Each PNE authenticates the CPNS Server and stores the PN Inventory



	Pass-Criteria
	1. The CPNS server, the PN GW, PNE1 and PNE2 store correctly the PN Inventory with the 4 CPNS entities



Table 1: Test Information for CPNS-1.0-int-5 Interoperability Test
7.3.1.2 PN GW Initiated
	Test Case Id
	CPNS-1.0-int-6 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PN Establishment initiated by the PN GW

	Specification Reference
	[TS_Core] section 6.6.1.2

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· PNE has no UI
· PAN between PNE1 and PN GW is not secure
· State:

· User is already register

· The Entity Discovery was already made

· All devices have already EUKey

	Test Procedure
	2. User starts the PN Establishement at PN GW;

PN GW sends a PNSetupRequest to the PNE with device capabilities and “All” as type of PN Setup;

PNE accepts the request with PNSetupResponse message to PN GW
PN GW creates the PN Inventory with routing tables and sends PNSetupRequest to the CPNS Server;

CPNS Server creates LocalEUKey_PNE and sends it ciphered within an AuthenticationRequest message to the PN GW;

PN GW decrypts and stores the LocalEUKey_PNE and relays the AuthenticationRequest message to PNE;

PNE decrypts and stores the LocalEUKey securely and replies with AuthenticationResponse message;

PN GW relays the AuthenticationResponse message to the CPNS Server;

CPNS Server calculates session key and hash values for each PNE, register the PN Inventory and sends PNSetupResponse to the PN GW with hash_serverPNE;

PN GW stores the PN Inventory locally and sends PNEstablishementNotify message to PNE with the PN Inventory and the respective hash server;

The PNE authenticates the CPNS Server and stores the PN Inventory



	Pass-Criteria
	3. The CPNS server, the PN GW and PNE store correctly the PN Inventory with the 3 CPNS entities



Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test

7.3.2 PNE Management

7.3.1.3 PN GW Inviting
	Test Case Id
	CPNS-1.0-int-7 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PNE Management PN GW inviting

	Specification Reference
	[TS_Core] section 6.6.2.1

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· State:

· User is already register

· The Entity Discovery was already made

· All devices have already EUKey

	Test Procedure
	4. User triggers at the PN GW the PNE Invitation;

PN GW sends a PNActionRequest to the PNE with Command 2;

PNE accepts the request with PNActionResponse message to PN GW
PN GW sends PNActionRequest to the CPNS Server;

CPNS Server sends AuthenticationRequest message to PN GW to authenticate invited PNE
PN GW forward AuthenticationRequest message to PNE;

PNE generates authentication data using its EUKey and send it within a Authentication Response to the CPNS Server via PN GW;

PN GW forwards the Authentication Response to the CPNS Server;



	Pass-Criteria
	5. The CPNS server, the PN GW and PNE store correctly the PN Inventory with the 3 CPNS entities




Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test

7.3.1.4 PNE Inviting
	Test Case Id
	CPNS-1.0-int-8 

	Test Object
	PNE1, PNE2, PN GW and CPNS Server

	Test Case Description
	PNE Management PNE inviting

	Specification Reference
	[TS_Core] section 6.6.2.2

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE1, PNE2 and PN GW are physically paired;
· State:

· User is already register

· The Entity Discovery was already made

· All devices have already EUKey

	Test Procedure
	6. PNE1 sends PNActionRequest message with Command 2;

PN GW sends a PNActionRequest to the PNE2;

PNE2 replies with PNActionResponse message to PN GW

PN GW sends PNUpdateRequest to the CPNS Server;

CPNS Server sends AuthenticationRequest message to PN GW to authenticate invited PNE2
PN GW forward AuthenticationRequest message to PNE2;

PNE2 generates the authentication data using the EUKey and sends the AuthenticationResponse to the CPNS Server via PN GW 

PN GW forwards the Authentication Response to the CPNS Server;

PN GW sends PNUpdateNotification to PNE 1 including PNE2 information



	Pass-Criteria
	7. PNE2 is correctly added to the PN by being visible on the 4 PN Inventories



Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test

7.3.1.5 PNE Joining
	Test Case Id
	CPNS-1.0-int-9 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PNE Management PNE Joining

	Specification Reference
	[TS_Core] section 6.6.2.3

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· State:

· User is already register

· The Entity Discovery was already made and PNE got the list of PNs the PN GW belongs to 

· All devices have already EUKey

	Test Procedure
	8. User requests PNE to send PNActionRequest message with Command 1 to PN GW;

PN GW sends PNUpdateRequest to the CPNS Server;

CPNS Server sends AuthenticationRequest message to PN GW to authenticate invited PNE;
PN GW forward AuthenticationRequest message to PNE;

PNE generates the authentication data using the EUKey and sends the AuthenticationResponse to the CPNS Server via PN GW 

PN GW forwards the Authentication Response to the CPNS Server;

CPNS Server updates the PN inventory;
CPNS Server sends PNUpdateResponse message to the PN GW

PN GW updates the PN inventory

PN GW sends the PNActionResponse message to the PNE



	Pass-Criteria
	9. PNE is correctly added to the PN inventory at the CPNS Server, PN GW and PNE



Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test

7.3.1.6 PNE Leaving
	Test Case Id
	CPNS-1.0-int-10 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PNE Management PNE Leaving

	Specification Reference
	[TS_Core] section 6.6.2.4

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· State:

· User is already register

· All devices have already EUKey

· PNE is part of a PN

	Test Procedure
	10. User requests PNE to send PNActionRequest message with Command 3 to PN GW;

PN GW sends PNUpdateRequest to the CPNS Server;

CPNS Server updates the PN Inventory;

CPNS Server sends PNUpdateResponse message to the PN GW;

PN GW updates the PN inventory;

PN GW sends PNActionResponse to the PNE


	Pass-Criteria
	11. PNE is correctly removed to the PN inventory at the CPNS Server, PN GW and PNE



Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test

7.3.1.7 PNE Expulsion
	Test Case Id
	CPNS-1.0-int-11 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PNE Management PNE Expulsion

	Specification Reference
	[TS_Core] section 6.6.2.5

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· State:

· User is already register

· All devices have already EUKey

· PNE is part of a PN

	Test Procedure
	12. User requests PN GW to send PNActionRequest message with Command 1 to PNE;

PN GW sends PNUpdateRequest to the CPNS Server;

CPNS Server updates the PN Inventory;

CPNS Server sends PNUpdateResponse message to the PN GW;

PN GW updates the PN inventory;



	Pass-Criteria
	13. PNE is correctly removed from the PN inventory at the CPNS Server, PN GW and PNE




Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test
7.3.1.8 PN GW Switch

TBM
7.3.1.9 PN Release

7.3.1.9.1 PN GW Iniciated
	Test Case Id
	CPNS-1.0-int-12 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PN Release PN GW Initiated

	Specification Reference
	[TS_Core] section 6.6.3.1

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· State:

· User is already register

· All devices have already EUKey

· PNE is part of a PN

	Test Procedure
	14. User requests at the PN GW to send PNReleaseRequest message to CPNS Server;

CPNS Server updates the PN Inventory;

CPNS Server sends PNReleaseResponse message to the PN GW;

PN GW updates the PN inventory;

PN GW sends PN Release Notification to PNE



	Pass-Criteria
	15. PNE is correctly removed from the PN inventory at the CPNS Server, PN GW and PNE




Table 2: Test Information for CPNS-1.0-int-5 Interoperability Test

7.3.1.9.2 PNE Initiated
	Test Case Id
	CPNS-1.0-int-13 

	Test Object
	PNE, PN GW and CPNS Server

	Test Case Description
	PN Release PNE Initiated

	Specification Reference
	[TS_Core] section 6.6.3.2

	SCR Reference
	CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETA-S-001-M


	ETR Reference
	PNM-002

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· State:

· User is already register

· All devices have already EUKey

· PNE is part of a PN

	Test Procedure
	16. User requests at PNE to send PNReleaseRequest message toPNGW;

PN GW sends PNReleaseRequest message to CPNS Server;

CPNS Server removes PNE from  the PN Inventory;

CPNS Server sends PNReleaseResponse message to the PN GW;

PN GW updates the PN inventory;

PN GW sends PN Release Notification to PNE



	Pass-Criteria
	17. PNE is correctly removed from the PN inventory at the CPNS Server, PN GW and PNE




Table 9: Test Information for CPNS-1.0-int-13 Interoperability Test
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