Doc# OMA-IOP-BRO-2012-0063R01-CR_Security_Test_Cases.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-IOP-BRO-2012-0063R01-CR_Security_Test_Cases.doc
Change Request



Change Request

	Title:
	OMA-IOP-BRO-2012-0063R01-CR_Security_Test_Cases
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	IOP BRO

	Doc to Change:
	OMA-ETS-SNeW-V1_0-20121019-D.zip

	Submission Date:
	14 Nov 2012

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Henrique Costa, NEC Corporation, henrique.costa@emea.nec.com 

	Replaces:
	n/a


1 Reason for Change

To submit for review the test cases for the Security Test Requirements.
2 Impact on Backward Compatibility

No impact since it is the first version of a new functionality.
3 Impact on Other Specifications

No impact on other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended for the group to review, improve and approve if no comments become pending.
6 Detailed Change Proposal

Change 1:  Test cases for User Activity
6.5 Security Functionality
6.5.1 Privacy level
	Test Case Id
	SNeW-1.0-int-20 

	Test Object
	SNEW Client A, SNEW Client B, SNEW server

	Test Case Description
	Privacy level configuration and observation

	Specification Reference
	[ER_SNeW] section 7.1.2, 9.2.3

	SCR Reference
	SNEW C-027-M, SNEW-S-35-M, SNEW-S-36-O

	ETR Reference
	SEC-001; SEC-004

	Tool
	None

	Test code
	None

	Preconditions
	· User A exists in the SNEW Server;
· User B exists in the SNEW Server;

· User B is not a follower of User A.


	Test Procedure
	1. 
2. User A publishes a text note, photo and a location setting the privacy level to “Followers” ;

3. User B searches for User A on the SNEW Client B;

4. User B finds User A but does not see the text, photo and location published by User A;
5. 
6. User A publishes a second text note, photo and location setting the privacy level to “Public”;

7. User B searches again for User A;

8. User B finds User A and sees the second note, photo and location;

9. User B becomes a follower of User A;

10. User B searches for User A and can see now also the first note, photo and location;
Note: If past posts are not inherited in the particular SNeW Server implementation, User A has to post again the first note, photo and location with “Followers” privacy level
11. 
12. User A publishes a third note, photo and location setting privacy level to “Private”;

13. User B searches for User A activities;
14. User B continues to see the first and second text note, photo and location but not the third note, photo and location.



	Pass-Criteria
	1. User A can select the privacy level among the 3 levels indicated;
2. On step 3 User B cannot see the first textual note, photo and location;
3. On step 6 User B can see both the first and second note, photo and location;
4. On step 11 User B cannot see the third note, photo and location



Table 1: Test Information for SNeW-1.0-int-1 Interoperability Test
6.5.2 Authentication and external applications authorization - username
	Test Case Id
	SNeW-1.0-int-21 

	Test Object
	SNEW Client, SNEW Application, SNEW server

	Test Case Description
	Authentication and authorization of external applications 

	Specification Reference
	[ER_SNeW] section 10.1, 10.2

	SCR Reference
	SNEW-C-004-M, SNEW-C-046-M, SNEW-C-047-M, SNEW-C-048-M, SNEW-C-049-M, SNEW-S-011-M, SNEW-S-069-M, SNEW-S-070-M, SNEW-S-071-M, SNEW-S-072-M, SNEW-S-074-M

	ETR Reference
	SEC-002, SEC-003

	Tool
	None

	Test code
	None

	Preconditions
	· User A exists in the SNEW Server and has already made several activities and reactions;
· User A is not yet authenticated on the SNeW Server
· 
· 

	Test Procedure
	1. User A installs if required and executes the SNEW application;

2. The SNEW Application requests the username and password of User A;

3. User A enters his username and password at the SNEW application and performs the authentication next to the SNEW server;
4. The SNEW Application requests authorisation to access User A’s data;
5. The SNEW Client questions User A if he authorises the SNEW application to access and to manage the User A information;
6. User A accepts and search for his past activities and reactions in SNEW Application;

7. User A accesses SNEW client and revokes the access of SNEW Application to his activities and reaction;

8. User A exists SNEW client and enters SNEW Application;

9. User A cannot see his past activities anymore in SNEW Application.



	Pass-Criteria
	1. User A is prompted by the SNEW Client to perform the authorisation of SNEW application;
2. User A can sees his past activities and reactions after the SNEW Application being authorised;

3. User A can and revokes the SNEW Application at the SNEW Client;

4. After SNEW Application being revoked the User A can no longer see the past activities and reactions



Table 1: Test Information for SNeW-1.0-int-2 Interoperability Test
6.5.3 Authentication and external applications authorization - network

	Test Case Id
	SNeW-1.0-int-22 

	Test Object
	SNEW Client, SNEW Application, SNEW server

	Test Case Description
	Authentication and authorization of external applications 

	Specification Reference
	[ER_SNeW] section 10.1, 10.2

	SCR Reference
	SNEW-C-004-M, SNEW-C-046-M, SNEW-C-047-M, SNEW-C-048-M, SNEW-C-049-M, SNEW-S-011-M, SNEW-S-069-M, SNEW-S-070-M, SNEW-S-071-M, SNEW-S-072-M, SNEW-S-074-M

	ETR Reference
	SEC-002, SEC-003

	Tool
	None

	Test code
	None

	Preconditions
	· User A exists in the SNEW Server and has already made several activities and reactions;

· The device where is the client supports SNEW authentication based in the network information



	Test Procedure
	1. User A authenticate himself automatically by opening the SNEW Client;

2. User A installs if required and executes the SNEW application;

3. The SNEW Client questions User A if he authorises the SNEW application to access and to manage User A’s information;

4. User A accepts and search for his past activities and reactions in SNEW Application;

5. User A accesses SNEW client and revokes the access of SNEW Application to his activities and reaction;

6. User A exists SNEW client and enters SNEW Application;

7. User A cannot see his past activities anymore in SNEW Application.



	Pass-Criteria
	1. The network infrastructure allows the authentication of User A;

2. User A is prompted by the SNEW Client to perform the authorisation of SNEW application;
3. User A can sees his past activities and reactions after the SNEW Application being authorised;

4. User A can and revokes SNEW Application at SNEW Client;

5. After the SNEW Application being revoked the User A, he can no longer see the past activities and reactions in the SNEW Application.



Table 1: Test Information for SNeW-1.0-int-2 Interoperability Test
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