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1 Reason for Change

To add the test cases for the access to the error handling to the Autho4API 1.0 ETS.
2 Impact on Backward Compatibility

There is no impact has the ETS is still in construction.
3 Impact on Other Specifications

No impact on other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested for the group to review and agreed the CR.
6 Detailed Change Proposal

Change 1:  Adding test case for error handling
6.7 Error Handling in Authorization
6.7.1 Without Response – Authorization Code flow
	Test Case Id
	Autho4API-1.0-int-008 

	Test Object
	Autho4API Client, Autho4API Authorization Server, Autho4API Access Control Server, Net API-X client, Net API-X Server, Resource Owner’s User-Agent

	Test Case Description
	Error handling when requesting authorization with no response using the Authorization Code flow

	Specification Reference
	[Autho4API] section 7.4.1

	SCR Reference
	Autho4API-CLI-C-004-M, Autho4API-CLI-C-005-O, Autho4API-CLI-C-010-O, Autho4API-CLI-C-011-O, Autho4API-AUTH-S-004-M, Autho4API- AUTH-S-005-M, Autho4API- AUTH-S-010-M, Autho4API- AUTH-S-011-O

	ETR Reference
	Autho4API-0061

	Tool
	N/A

	Test code
	N/A

	Preconditions
	· The Autho4API Client can be registered or not but has not yet the authorization code;
· The Authorization Code flow is required by the Autho4API Authorization Server.


	Test Procedure
	1. User tries to access the Net API-X resources using the Net API-X client;
The Net API-X client requests the Autho4API Client to request the necessary authorization code;
The Autho4API Client Application returns a redirect response to the Net API-X Client redirecting to the Autho4API Authorization Server
The response with the redirection message from the Autho4API Authorization Server back to the Net API-X Client is blocked;
After some time (suggested two times the maximum HTTP redirect time) the Autho4API Client informs the Net API-X that an error happened, no answer from the Autho4API Authorization Server. 


	Pass-Criteria
	2. The Autho4API Authorization Server receives the redirection with the request for the Authorization code;
3. The response from the Autho4API Authorization Server with the redirection to the Auto4API Client does not reach the Resource Owner’s User Agent;
The Autho4API Client informs the Net API-X that no response with the authorization was received.




Table 2: Test Information for Autho4API-1.0-int-008 Interoperability Test
6.7.2 Without Response – Implicit Grant flow
	Test Case Id
	Autho4API-1.0-int-009 

	Test Object
	Autho4API Client, Autho4API Authorization Server, Autho4API Access Control Server, Net API-X client, Net API-X Server, Resource Owner’s User-Agent

	Test Case Description
	Error handling when requesting authorization with no response using the Implicit Grant flow

	Specification Reference
	[Autho4API] section 7.4.2

	SCR Reference
	Autho4API-CLI-C-004-M, Autho4API-CLI-C-005-O, Autho4API-CLI-C-019-O, Autho4API-CLI-C-020-O, Autho4API-AUTH-S-004-M, Autho4API- AUTH-S-006-M, Autho4API- AUTH-S-010-M, Autho4API- AUTH-S-020-O

	ETR Reference
	Autho4API-0061

	Tool
	N/A

	Test code
	N/A

	Preconditions
	· The Autho4API Client can be registered or not but has not yet the authorization code;

· The Implicit Grant flow is required by the Autho4API Authorization Server.



	Test Procedure
	4. User tries to access the Net API-X resources using the Net API-X client;

The Net API-X client requests the Autho4API Client to request the necessary access token;
The Autho4API Client Application returns a redirect response to the Net API-X Client redirecting to the Autho4API Authorization Server
The response with the redirection message from the Autho4API Authorization Server back to the Net API-X Client is blocked;
After some time (suggested two times the maximum HTTP redirect time) the Autho4API Client informs the Net API-X that an error happened, no answer from the Autho4API Authorization Server. 



	Pass-Criteria
	5. The Autho4API Authorization Server receives the redirection with the request for the Access token;

6. The response from the Autho4API Authorization Server with the redirection to the Auto4API Client does not reach the Resource Owner’s User Agent;

The Autho4API Client informs the Net API-X that no response with the token fragment was received.




Table 2: Test Information for Autho4API-1.0-int-009 Interoperability Test
6.7.3 With Response – Authorization Code flow
	Test Case Id
	Autho4API-1.0-int-0010 

	Test Object
	Autho4API Client, Autho4API Authorization Server, Autho4API Access Control Server, Net API-X client, Net API-X Server, Resource Owner’s User-Agent

	Test Case Description
	Error handling when requesting authorization with wrong client ID in response using the Authorization Code flow

	Specification Reference
	[Autho4API] section 7.4.1, 7.4.7.5

	SCR Reference
	Autho4API-CLI-C-004-M, Autho4API-CLI-C-005-O, Autho4API-CLI-C-010-O, Autho4API-CLI-C-011-O, Autho4API-AUTH-S-004-M, Autho4API- AUTH-S-005-M, Autho4API- AUTH-S-010-M, Autho4API- AUTH-S-011-O

	ETR Reference
	Autho4API-0061

	Tool
	N/A

	Test code
	N/A

	Preconditions
	· The Autho4API Client can be registered or not but has not yet the authorization code;

· The Authorization Code flow is required by the Autho4API Authorization Server.

·  The Autho4API Authorization Server is configured not to accept the AES key length the Autho4API Client will use;


	Test Procedure
	7. User tries to access the Net API-X resources using the Net API-X client;

The Net API-X client requests the Autho4API Client to request the necessary authorization code;
The Autho4API Client Application returns a redirect response to the Net API-X Client redirecting to the Autho4API Authorization Server;
The Autho4API Authorization Server detects it does not support the AES key length and informs the Net API-X Client of an invalid request;


	Pass-Criteria
	8. The Autho4API Authorization Server receives the redirection with the request for the Authorization code;

The Net API-X Client is informed by the Autho4API Server that there was an invalid request from Autho4API Client.




Table 2: Test Information for Autho4API-1.0-int-010 Interoperability Test
6.7.4 Without Response – Implicit Grant flow
	Test Case Id
	Autho4API-1.0-int-0011 

	Test Object
	Autho4API Client, Autho4API Authorization Server, Autho4API Access Control Server, Net API-X client, Net API-X Server, Resource Owner’s User-Agent

	Test Case Description
	Error handling when requesting authorization with wrong client ID using the Implicit Grant flow

	Specification Reference
	[Autho4API] section 7.4.2, 7.4.7.5

	SCR Reference
	Autho4API-CLI-C-004-M, Autho4API-CLI-C-005-O, Autho4API-CLI-C-019-O, Autho4API-CLI-C-020-O, Autho4API-AUTH-S-004-M, Autho4API- AUTH-S-006-M, Autho4API- AUTH-S-010-M, Autho4API- AUTH-S-020-O

	ETR Reference
	Autho4API-0061

	Tool
	N/A

	Test code
	N/A

	Preconditions
	· The Autho4API Client can be registered or not but has not yet the authorization code;

· The Implicit Grant flow is required by the Autho4API Authorization Server.

· The Autho4API Authorization Server is configured not to accept the AES key length the Autho4API Client will use;


	Test Procedure
	9. User tries to access the Net API-X resources using the Net API-X client;

The Net API-X client requests the Autho4API Client to request the necessary access token;
The Autho4API Client Application returns a redirect response to the Net API-X Client redirecting to the Autho4API Authorization Server
The Autho4API Authorization Server detects it does not support the AES key length and informs the Net API-X Client of an invalid request;


	Pass-Criteria
	10. The Autho4API Authorization Server receives the redirection with the request for the Access token;

The Net API-X Client is informed by the Autho4API Server that there was an invalid request from Autho4API Client.




Table 2: Test Information for Autho4API-1.0-int-011 Interoperability Test
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