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1. Scope

This document provides the Enabler Implementation Conformance Statement (EICS) for Client implementations of DRM 2.1 Enabler Release.

2. References

2.1 Normative References

	[DRM-v2.1]
	“OMA DRM V2.1”. Open Mobile AllianceTM. OMA-DRM-DRM-V2_1. http://www.openmobilealliance.org/

	[DRMCF-v2.1]
	“OMA DRM Content Format V2.1”. Open Mobile AllianceTM. OMA-DRM-DCF-V2_1. http://www.openmobilealliance.org/

	[DRMERELD-v2.1]
	“Enabler Release Definition for DRM V2.1”. Open Mobile AllianceTM. OMA-DRM-ERELD-V2_1. http://www.openmobilealliance.org/ 

	[DRMREL-v2.1]
	“OMA DRM Rights Expression Language V2.1”. Open Mobile AllianceTM. OMA-DRM-REL-V2_1. http://www.openmobilealliance.org/

	[DRMREQ-v2.1]
	“OMA DRM Requirements V2.1”. Open Mobile AllianceTM. OMA-DRM-REQ-V2_1. http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt


2.2 Informative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.4, Open Mobile Alliance™,
OMA-IOP-Process-V1_4, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2.1]
	“OMA DRM Architecture V2.1”. Open Mobile AllianceTM. OMA-DRM-ARCH-V2_1. http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	


3.3 Abbreviations

	EICS
	Enabler Implementation Conformance Statement

	OMA
	Open Mobile Alliance

	
	

	
	


4. Implementation Information

This document outlines the conformance requirement structure for Client devices as defined by Open Mobile Alliance across all specifications included in the DRM 2.1 Enabler Release.  The structure defines the conformance requirements collected from the technical specifications included in the release into a summary table.  In other words, the products can identify implementation of the high level requirements in terms of mandatory features and optional features of the technical specifications.
4.1 Device Information

	Manufacturer
	< Manufacturer of the device>

	Device Type
	<Type of device, client, server>

	Device Model
	< Model name of the device>

	Contact 
	< Contact information for the manufacturer>

	Date
	< Date when the proforma has been completed>


Table 1 – Information on the device involved in the testing

5. Client Enabler Implementation Statement

The notation in the table below is according to [OMAIOP].

Support column shall be marked “YES” for those features that are supported by the device.

5.1 Support for [DRMERELD-v2.1] Specification

The following table addresses features of specification [DRMERELD-v2.1].

	Item
	Function
	Reference
	Status
	Requirement
	Support

	OMA-ERDEF-DRMv2.1-C-001
	DRM 2.1 Client
	-
	M
	OMA-ERDEF-DRMv2.1-C-002 

OR

OMA-ERDEF-DRMv2.1-C-003
	

	OMA-ERDEF-DRMv2.1-C-002
	Connected Device
	-
	O
	DRM-v2.1:MCF
AND

DRM-CLI-CMN-024
AND

DRM-CLI-CD-053 
AND

DRM-CLI-CD-054 
AND

DRM-CLI-CD-057 
AND

DRM-CLI-CD-058 
AND

DRM-CLI-CD-061 
AND

DRM-CLI-CD-062 
AND

DRM-CLI-CD-063 
AND

DRM-CLI-CD-069 
AND

DRM-CLI-CMN-071
AND

DRM-CLI-CMN-072
AND

DRM-CLI-CMN-073
AND

DRM-CLI-CMN-074
AND

DRMREL-v2.1:MCF
AND

DRM-REL-GEN-C-018
AND

DRM-REL-GEN-C-019
AND

DRM-REL-GEN-C-020
AND

DRM-REL-GEN-C-021
AND 

DRM-REL-GEN-C-022
AND 

DRM-REL-GEN-C-023
AND

DRMCF-v2.1:MCF
	

	OMA-ERDEF-DRMv2.1-C-003
	Unconnected Device
	-
	O
	DRM-v2.1:MCF
AND

DRM-CLI-CMN-015
AND

DRM-CLI-UD-065
AND

DRM-CLI-UD-066
AND

DRM-CLI-UD-067
AND

DRM-CLI-UD-068
AND

DRMREL-v2.1:MCF
AND

DRMCF-v2.1:MCF
	


Table 2 – Support for [DRMERELD-v2.1] Specification Feaures

Support for [DRM-v2.1] Specification

The following table addresses features of specification [DRM-v2.1].

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-CLI-CMN-001
	ROAP Schema parsing and processing support.
	5.3
	M
	 
	

	DRM-CLI-CMN-002
	General XML Schema Requirements
	5.3.2
	M
	 
	

	DRM-CLI-CMN-003
	Nonce values in ROAP messages
	5.3.12
	M
	 
	

	DRM-CLI-CMN-004
	Processing and responding to status codes during ROAP protocol runs
	5.3.6, 5.4.2
	M
	 
	

	DRM-CLI-CMN-005
	ROAP Trigger parsing and processing
	5.2.1
	M
	 
	

	DRM-CLI-CMN-006
	ProtectedRO support
	5.3.9, 5.3.10
	M
	 
	

	DRM-CLI-CMN-007
	XML Canonicalisation
	5.3.10, 5.4
	M
	 
	

	DRM-CLI-CMN-008
	4-pass ROAP-Registration protocol
	5.4.2
	M
	 
	

	DRM-CLI-CMN-009
	ROAP Extensions
	5.4.2, 5.4.3, 5.4.5
	O
	 
	

	DRM-CLI-CMN-010
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	 
	

	DRM-CLI-CMN-011
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	 
	

	DRM-CLI-CMN-012
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	 
	

	DRM-CLI-CMN-013
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	 
	

	DRM-CLI-CMN-014
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	 
	

	DRM-CLI-CMN-015
	Domains Functionality
	5.1.7, 5.1.8, 5.4.5, 7.2.3, 7.3,8
	O
	DRM-CLI-CMN-016,

DRM-CLI-CMN-032,

DRM-CLI-CMN-033,

DRM-CLI-CMN-034,

DRM-CLI-CMN-035,

DRM-CLI-CMN-042

AND DRM-CLI-CD-059, 

DRM-CLI-CD-060

OR DRM-CLI-UD-067, 

DRM-CLI-UD-068
	

	DRM-CLI-CMN-016
	Hash Chains for Domain Key Management
	5.4.5.1.1,7.3, 8.8.1
	O
	
	

	DRM-CLI-CMN-017
	DRM Agent Certificates 
	D.1
	M
	
	

	DRM-CLI-CMN-018
	User Certificates for WIM Binding
	D.5
	O
	 
	

	DRM-CLI-CMN-019
	RI Certificate Processing and Certificate Chain Validation
	0, 5.4.4.2, 5.4.5.2, 6.2
	M
	 
	

	DRM-CLI-CMN-020
	RI Signature Validation
	0, 5.4.4.2, 5.4.5.2
	M
	 
	

	DRM-CLI-CMN-021
	OCSP Response Validation
	0, 5.4.4.2, 5.4.5.2, 6.2, 6.3
	M
	OCSP-C-006, 

OCSP-C-007, 

OCSP-C-009,

 OCSP-C-011, 

OCSP-C-012, 

OCSP-C-013,

OCSP-C-015,

OCSP-C-016,

OCSP-C-017,

OCSP-C-019,

OCSP-C-020,

OCSP-C-021, 

OCSP-C-022, 

OCSP-C-022a, 

OCSP-C-022b, 

OCSP-C-022c, 

OCSP-C-023, 

OCSP-C-024, 

OCSP-C-028
	

	DRM-CLI-CMN-022
	IMSI Binding
	19.1
	O
	 
	

	DRM-CLI-CMN-023
	WIM Binding
	19.2
	O
	DRM-CLI-CMN-018
	

	DRM-CLI-CMN-024
	Transaction Tracking
	15.3, 5.4.4.1, 5.4.4.2.1
	O
	 
	

	DRM-CLI-CMN-025
	User Consent for ROAP Triggers and associated processing
	5.2.1
	M
	 
	

	DRM-CLI-CMN-026
	User Consent for Silent and Preview Headers
	5.2.2
	M
	 
	

	DRM-CLI-CMN-027
	RI Certificate Caching
	5.4.2.1.1
	O
	 
	

	DRM-CLI-CMN-028
	RI Certificate Verification data storage in the RI Context
	5.4.2.4.1
	O
	 
	

	DRM-CLI-CMN-029
	Replay Protection for Stateful Rights Objects
	10.4, 5.3.10
	M
	 
	

	DRM-CLI-CMN-030
	Maintaining state information for Stateful Rights Objects
	10.4.1
	M
	 
	

	DRM-CLI-CMN-031
	Domain Name Whitelists
	5.4.2.4.1
	M
	 
	

	DRM-CLI-CMN-032
	Multiple Domain Contexts 
	8.2
	O
	 
	

	DRM-CLI-CMN-033
	Domain Context
	5.4.5.2.1,8.2
	O
	 
	

	DRM-CLI-CMN-034
	Domain Context Expiry processing
	5.4.5.2.1
	O
	 
	

	DRM-CLI-CMN-035
	Installing Domain ROs
	8.7.2.1, 8.7, 5.4.5.2
	O
	 
	

	DRM-CLI-CMN-036
	Multiple RI Contexts
	5.4.2.4.1
	M
	 
	

	DRM-CLI-CMN-037
	RI Context 
	5.4.2.4.1
	M
	 
	

	DRM-CLI-CMN-038
	Use of riID as identifiers for RI Contexts stored in the Device
	5.4.2.4.1,5.3.9, 5.2.1
	M
	 
	

	DRM-CLI-CMN-039
	RI Context Expiry processing
	5.4.2.4.1
	M
	 
	

	DRM-CLI-CMN-040
	DCF Hash verification; usage in ROAP
	5.4.4.1.1
	O
	 
	

	DRM-CLI-CMN-041
	Device RO Processing
	10.3.1
	M
	 
	

	DRM-CLI-CMN-042
	Domain RO Processing
	8.7
	O
	 
	

	DRM-CLI-CMN-043
	MIME Types for ROAP PDU, Trigger, ProtectedRO, and Rights Objects
	5.3.9, 13.2
	M
	 
	

	DRM-CLI-CMN-044
	Exporting to other DRMs and Protected Links
	16
	O
	 
	

	DRM-CLI-CMN-045
	Super Distribution of the DCF
	15
	O
	 
	

	DRM-CLI-CMN-046
	Super Distribution of the ContentURL 
	15
	O
	 
	

	DRM-CLI-CMN-047
	Parent Rights Object
	10.5
	M
	 
	

	DRM-CLI-CMN-048
	Off-device storage of content and Rights Objects
	10.6
	O
	 
	

	DRM-CLI-CMN-049
	Capability signaling to Content Issuers and Rights Issuers
	11
	M
	 
	

	DRM-CLI-CMN-050
	Processing Content Objects, Rights Objects and ROAP Triggers received via WAP PUSH
	14.4
	M
	 
	

	DRM-CLI-CMN-051
	DCF Integrity protection after the DCFs are downloaded to the Device
	15.4
	M
	 
	

	DRM-CLI-CMN-052
	Backwards Compatibility to OMA DRM v1
	Appendix B
	M
	 
	

	DRM-CLI-CMN-053
	DRM Time 
	6.3, 5.4
	O
	DRM-CLI-CD-054
	

	DRM-CLI-CD-054
	DRM Time Synchronisation
	6.3, 5.4
	O
	
	

	DRM-CLI-CD-055
	Connectivity for Unconnected Devices via ROAP over OBEX
	14.6
	O
	DRM-CLI-CMN-015
	

	DRM-CLI-CD-057
	2-pass ROAP-ROAcquisition protocol
	5.4.3
	O
	 
	

	DRM-CLI-CD-058
	1-pass ROAP-ROAcquisition protocol
	5.4.4.2.1
	O
	 
	

	DRM-CLI-CD-059
	2-pass ROAP-JoinDomain protocol
	5.4.5.1
	O
	 
	

	DRM-CLI-CD-060
	2-pass ROAP-LeaveDomain protocol
	5.4.5.3
	O
	 
	

	DRM-CLI-CD-061
	HTTP Transport Mapping 
	14.2
	O
	 
	

	DRM-CLI-CD-062
	Capability Signalling
	13
	O
	 
	

	DRM-CLI-CD-063
	Silent and Preview header processing in DCFs
	5.2.2
	O
	 
	

	DRM-CLI-CD-064
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	14.3
	O
	 
	

	DRM-CLI-UD-065
	Utilize the connectivity provided by the Connected Device to conduct ROAP protocols
	18
	O
	 
	

	DRM-CLI-UD-066
	ROAP-OBEX Server
	18, 14.6
	O
	 
	

	DRM-CLI-UD-067
	2-pass ROAP JoinDomain protocol
	5.4.5.1
	O
	 
	

	DRM-CLI-UD-068
	2-pass ROAP LeaveDomain protocol
	5.4.5.3
	O
	 
	

	DRM-CLI-CMN-69
	Metering
	5.4.6, 11
	O
	 
	

	DRM-CLI-CMN-70
	2-pass ROAP RO Upload protocol
	5.4.7, 12
	O
	 
	

	DRM-CLI-CMN-71
	WBXML ROAP Trigger
	16.2
	O
	 
	

	DRM-CLI-CMN-72
	4-pass confirmed ROAP-ROAcquisition Protocol
	5.1.4, 5.4.4.3, 5.4.4.4
	O
	 
	

	DRM-CLI-CMN-73
	3-pass confirmed ROAP-ROResponse Protocol
	5.1.6, 5.4.4.3, 5.4.4.4
	O
	
	

	DRM-CLI-CMN-74
	2-pass Identification Protocol
	5.1.2
	O
	
	


Table 3 – Support for [DRM-v2.1] Specification Feaures

5.2 Support for [DRMREL-v2.1] Specification

The following table addresses features of specification [DRMREL-v2.1].

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-REL-GEN-C-001


	<rights> element
	5.1.1
	M
	
	

	DRM-REL-GEN-C-002
	<agreement> element
	5.2.1
	M
	
	

	DRM-REL-GEN-C-003
	<asset> element
	5.2.2
	M
	
	

	DRM-REL-GEN-C-004
	Expression linking
	5.2.2.1, 5.2.2.2
	M
	
	

	DRM-REL-GEN-C-005
	<context> element
	5.3.1
	M
	
	

	DRM-REL-GEN-C-006
	<version> element
	5.3.2
	M
	
	

	DRM-REL-GEN-C-007
	<uid> element
	5.3.3
	M
	
	

	DRM-REL-GEN-C-008
	Permission Model
	5.4
	M
	
	

	DRM-REL-GEN-C-009
	<permission> element
	5.4.1
	M
	
	

	DRM-REL-GEN-C-010
	<play> element
	5.4.2
	M
	
	

	DRM-REL-GEN-C-011
	<display> element
	5.4.3
	M
	
	

	DRM-REL-GEN-C-012
	<execute> element
	5.4.4
	M
	
	

	DRM-REL-GEN-C-013
	<print> element
	5.4.5
	M
	
	

	DRM-REL-GEN-C-014
	<export> element
	5.4.6, 5.4.6.1
	M
	
	

	DRM-REL-GEN-C-015
	Constraint Model
	5.5
	M
	
	

	DRM-REL-GEN-C-016
	<constraint> element
	5.6.1
	M
	
	

	DRM-REL-GEN-C-017
	<count> element
	5.6.2
	M
	
	

	DRM-REL-GEN-C-018
	<timed-count> element
	5.6.3, 5.6.3.1
	O
	
	

	DRM-REL-GEN-C-019
	<datetime> element
	5.6.4
	O
	DRM-REL-GEN-C020 AND

DRM-REL-GEN-C021
	

	DRM-REL-GEN-C-020
	<start> element
	5.6.4.1
	O
	
	

	DRM-REL-GEN-C-021
	<end> element
	5.6.4.2
	O
	
	

	DRM-REL-GEN-C-022
	<interval> element
	5.6.5
	O
	
	

	DRM-REL-GEN-C-023
	<accumulated> element
	5.6.6
	O
	
	

	DRM-REL-GEN-C-024
	<individual> element
	5.6.7
	O
	
	

	DRM-REL-GEN-C-025
	<system> element
	5.6.8
	M
	
	

	DRM-REL-GEN-C-026
	Inheritance model
	5.7, 5.7.1
	M
	
	

	DRM-REL-GEN-C-027
	<KeyInfo> element
	5.8.1.1
	M
	
	

	DRM-REL-GEN-C-028
	<EncryptedKey> element
	5.8.1.2
	M
	
	

	DRM-REL-GEN-C-029
	<EncryptionMethod> element
	5.8.1.3, 5.8.1.3.1
	M
	
	

	DRM-REL-GEN-C-030
	<CipherData> element
	5.8.1.4
	M
	
	

	DRM-REL-GEN-C-031
	<CipherValue> element
	5.8.1.5
	M
	
	

	DRM-REL-GEN-C-032
	<RetrievalMethod> element
	5.8.1.6, 5.8.1.6.1
	M
	
	

	DRM-REL-GEN-C-033
	<digest> element
	5.8.2.1
	M
	
	

	DRM-REL-GEN-C-034
	<DigestMethod> element
	5.8.2.2, 5.8.2.2.1
	M
	
	

	DRM-REL-GEN-C-035
	<DigestValue> element
	5.8.2.3
	M
	
	

	DRM-REL-GEN-C-036
	ODRL compatibility
	5.9
	M
	
	

	DRM-REL-GEN-C-037
	Syntax Parsing
	6
	M
	
	

	DRM-REL-GEN-C-038
	Rights Object evaluation order
	5.1
	M
	
	

	DRM-REL-GEN-C-039
	<tracked> element
	5.5.2,

5.5.2.1,

5.5.2.2
	M
	
	


Table 4 – Support for [DRMREL-v2.1] Specification Feaures

5.3 Support for [DRMCF-v2.1] Specification

The following table addresses features of specification [DRMCF-v2.1] (DCF Format).

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-DCF-CLI-1
	DCF support
	6
	M
	 
	

	DRM-DCF-CLI-2
	PDCF support
	7
	O
	(DRM-DCF-CLI-25 
AND DRM-DCF-CLI-26 
AND DRM-DCF-CLI-27 
AND DRM-DCF-CLI-28 
AND DRM-DCF-CLI-29 
AND DRM-DCF-CLI-30 
AND DRM-DCF-CLI-31 
AND DRM-DCF-CLI-32 
AND DRM-DCF-CLI-33 
AND DRM-DCF-CLI-34)
AND
(DRM-DCF-CLI-23 
OR
DRM-DCF-CLI-24)
	

	DRM-DCF-CLI-3
	AES128CBC encryption algorithm
	5.2.1.2
	M
	 
	

	DRM-DCF-CLI-4
	AES128CTR mode encryption algorithm
	5.2.1.2
	O
	 
	

	DRM-DCF-CLI-5
	Ignore unsupported boxes 
	5.1
	M
	 
	

	DRM-DCF-CLI-6
	Common headers
	5.2.1
	M
	 
	

	DRM-DCF-CLI-7
	Textual headers
	5.2.2
	M
	 
	

	DRM-DCF-CLI-8
	GroupID
	5.2.3.1
	M
	 
	

	DRM-DCF-CLI-9
	Mutable DRM Information box
	5.2.4
	M
	 
	

	DRM-DCF-CLI-10
	Transaction Tracking box
	5.2.4.1
	M
	 
	

	DRM-DCF-CLI-11
	Rights Object box
	5.2.4.2
	M
	 
	

	DRM-DCF-CLI-12
	ISO format constraints
	6.2.1
	M
	 
	

	DRM-DCF-CLI-35
	User-Data box in Mutable DRM Information box
	5.2.4.3
	O
	 
	

	DRM-DCF-CLI-13
	FullBox version
	6.2.1
	M
	 
	

	DRM-DCF-CLI-14
	DCF header
	6.2.2
	M
	 
	

	DRM-DCF-CLI-15
	OMA DRM container box
	6.3.1
	M
	 
	

	DRM-DCF-CLI-16
	Discrete headers box
	6.3.2
	M
	 
	

	DRM-DCF-CLI-17
	User-Data box in Discrete headers box
	6.3.2.3
	M
	 
	

	DRM-DCF-CLI-18
	Content Object box
	6.3.2.3.4
	M
	 
	

	DRM-DCF-CLI-19
	Multipart DCF
	6.4
	M
	 
	

	DRM-DCF-CLI-20
	Extension boxes
	6.3.4
	O
	 
	

	DRM-DCF-CLI-21
	UTF-8 character encoding for 3GPP asset information
	6.3.2.3
	M
	 
	

	DRM-DCF-CLI-22
	UTF-16 character encoding for 3GPP asset information
	6.3.2.3
	O
	 
	


Table 5 – Support for [DRMCF-v2.1] Specification Feaures (DCF)

5.4 Support for [DRMCF-v2.1] Specification

The following table addresses features of specification [DRMCF-v2.1] (PDCF Format).

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-DCF-CLI-23
	3GPP conformance
	7
	O
	Conform to [TS26.244] 
	

	DRM-DCF-CLI-24
	3GPP2 conformance
	7
	O
	Conform to [C.S0050] 
	

	DRM-DCF-CLI-25
	OMA DRM key management
	7.1.5
	O
	 
	

	DRM-DCF-CLI-26
	OMA DRM scheme
	7.1.3
	O
	 
	

	DRM-DCF-CLI-27
	Common headers
	5.2.1
	O
	 
	

	DRM-DCF-CLI-28
	AES128CTR mode encryption algorithm
	5.2.1.2
	O
	 
	

	DRM-DCF-CLI-29
	Textual headers
	5.2.2
	O
	 
	

	DRM-DCF-CLI-30
	GroupID
	5.2.3.1
	O
	 
	

	DRM-DCF-CLI-31
	Mutable DRM Information box
	5.2.4
	O
	 
	

	DRM-DCF-CLI-32
	Transaction Tracking box
	5.2.4.1
	O
	 
	

	DRM-DCF-CLI-33
	Rights Object box
	5.2.4.2
	O
	 
	

	DRM-DCF-CLI-34
	OMA DRM access unit format
	7.1.6
	O
	 
	

	DRM-DCF-CLI-36
	User-Data box in Mutable DRM Information box
	5.2.4.3
	O
	 
	


Table 6 – Support for [DRMCF-v2.1] Specification Feaures (PDCF)
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