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1 Reason for Contribution

The purpose of this document is to provide answers to observations made in the OMA Test Fest #4 (Seattle, November 2003).

The solutions presented in this document are based on discussions and meeting minutes from IOP Browsing WG and BAC-DLDRM WG meetings.

Most of these observations will be corrected in the next versions of the Download 1.0 and DRM 1.0 ETS. In the meanwhile, this document can be used as a guidance how to interpret the existing ambiguities.  

2 Summary of Contribution

This document contains answers to observations made for the following documents:

· Download 1.0 ETS (2003.03.28)

· DRM 1.0 ETS (2003.09.09)

· Download 1.0 EICS (2003.09.09)

· DRM 1.0 EICS (2003.09.09)

3 Detailed Proposal

7.1 Download 1.0

7.1.1 Download 1.0 EICS Observations

	Observation: 001

	Document
	DL v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	-

	Comment
	From a test logistics perspective there is a potential difficulty in organising the testing schedule since there are no requirements upon the the Server, which means the EICS document applies only to the Client. It is therefore notpossible to match Clients with Servers based on support of common functionality. Due to the relatively low number of participants at this Fest this was not an issue as all Clients tested against all Servers, but if numbers increase in future Fests it will be useful to have a means to determine which specification areas a Server claims to support so that they can be matched

	Solution
	Download 1.0 specification does not contain any requirements for servers. Thus servers cannot claim conformance in the EICS either. A separate document will be created for server vendors to indicate which test cases are supported. 


7.1.2 Download 1.0 ETS Observations

	Observation: 002

	Document
	Enabler Test Specification for DL 1.0 [ETS]

	Section
	DL-OTA-1.0-int-09

	Comment
	When download descriptor contains syntactic errors, Client cannot parse it, and therefore cannot pick up the InstallNotifyURL. In this instance the Client does not send the required error code. It is not clear which type of syntactic errors should cause the error code to be generated.

	Solution
	A syntactic error can be e.g.

· Some of the mandatory attributes are missing (e.g. Type).

· The DD file does not comply with the XML Schema defined in the chapter 8.2 (e.g. there are end tags without start tags)

These examples will be included to the next version of the Download 1.0 ETS.


	Observation: 003

	Document
	Enabler Test Specification for DL 1.0 [ETS]

	Section
	DL-OTA-1.0-int-08

	Comment
	Test requires an attribute mismatch. Server treats size/type as an attribute mismatch, client does not. This may be a specification issue. The mechanism for reporting an attribute mismatch error is defined, but there is not definition of the circumstances in which this mechanism should be used. None of the SCR items related to this test case refer to such a requirement

	Solution
	Download 1.0 specification gives freedom to the implementation of the Download Agent on how to handle a media object which attributes do not match those in the DD. This test case will be removed from the next version of the Download 1.0 ETS, since explicit pass criteria cannot be defined. In the meanwhile, this test case may be ignored.


	Observation: 004

	Document
	Enabler Test Specification for DL 1.0 [ETS]

	Section
	DL-OTA-1.0-int-11

	Comment
	Test case requires unsupported media object to be downloaded. A precondition for the test states “The Client device does not support the used media object type”. If this is followed, then the download descriptor is sent, but according to section 5.2.2 of the spec, the Client never tries to get the media object since it does not support the media object type. Therefore step 3 cannot be executed. Instead the Client sends back a “Device Aborted” (952) error and not 953 as required.

	Solution
	Sending error code “(952) Device Aborted” can be considered to be acceptable behaviour in this case.

The test case will be amended accordingly in the next version of the Download 1.0 ETS.


	Observation: 005

	Document
	Enabler Test Specification for DL 1.0 [ETS]

	Section
	DL-OTA-1.0-int-15

	Comment
	Part three of the test case says “optional attributes are ignored if not

supported”. SCR item DL-DD-004 refers to extensibility rather than general

unknown attribute values, and so was not implemented in the Client.

	Solution
	The next version of the Download 1.0 ETS will be modified so that it talks about unknown attribute values for unknown attributes.

In the meanwhile, the step 3 of the test case can be ignored.


7.2 DRM 1.0

7.2.1 DRM 1.0 EICS Observations

	Observation: 001

	Document
	DRM v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	-

	Comment
	From a test logistics perspective there is a potential difficulty in organising the testing schedule since there are no requirements upon the the Server, which means the EICS document applies only to the Client. It is therefore not possible to match Clients with Servers based on support of common functionality. Due to the relatively low number of participants at this Fest this was not an issue as all Clients tested against all Servers, but if numbers increase in future Fests it will be useful to have a means to determine which specification areas a Server claims to support so that they can be matched with Client products in a way that maximises the usefulness of testing.

	Solution
	DRM 1.0 specification does not contain any requirements for servers. Thus servers cannot claim conformance in the EICS either. A separate document will be created for server vendors to indicate which test cases are supported.


	Observation: 002

	Document
	DRM v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	Section 5, Tables 3 and 4

	Comment
	It is not clear whether the EICS document for DRM follows the definition laid down in the OMA IOP document. The minimum requirement for participation in the Fest is defined by IOP to be support of all Mandatory SCR items. It is believed that the intention of the authors of the DRM EICS was that tables 3 and 4 should be optional depending on whether a Client supports DRM-GENC-002 and/or DRM-GEN-C-003. It is not clear whether the current EICS accurately reflects this intention. In particular, the Mandatory status of SCR items in Tables 3 and 4 seems to imply that all devices should support them. In order to comply with the IOP definition, it may be necessary to change the status of these SCR items to Optional, adding suitable requirements to items DRM-GEN-C-002 and -003 in order to form the correct SCR interdependencies.

Note that for the purposes of this Test Fest, EICS documents were reviewed with Tables 3 and 4 being treated as optional.

	Solution
	EICS items in Tables 3 and 4 are applicable only if combined or separate delivery is supported (DRM-GEN-C-002 or DRM-GEN-C-003). 

A note about this will be added to the next version of the DRM 1.0 EICS.


	Observation: 003

	Document
	DRM v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	Section 5

	Comment
	SCR item DRM-GEN-C-004 is currently marked as Optional. However, it comes as a requirement of item DRM-GEN-C-001, which is Mandatory. Therefore in effect item DRM-GEN-C-004 is Mandatory.

	Solution
	In the next version of the DRM 1.0 EICS the DRM-GEN-C-004 will be made mandatory. 


	Observation: 004

	Document
	DRM v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	Section 5

	Comment
	Optional SCR item DRM-GEN-C-002 has as a requirement DRM-GEN-C-001, which is a Mandatory item. It is not clear why this relationship is required.

	Solution
	This relationship will be removed from the next version of the DRM 1.0 EICS.


	Observation: 005

	Document
	DRM v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	Section 5

	Comment
	Optional SCR items DRM-GEN-C-002 and DRM-GEN-C-003 have as a requirement DRM-GEN-C-001, which is a Mandatory item. It is not clear why these relationships are required.

	Solution
	These relationships will be removed from the next version of the DRM 1.0 EICS.


	Observation: 006

	Document
	DRM v1.0 Enabler Implementation Conformance Statement (EICS)

	Section
	Section 5

	Comment
	Optional SCR item DRMREL-GEN-C-022 has as a requirement DRMRELGEN-C-024, which is a Mandatory item. It is not clear why this relationship is required.

	Solution
	This relationship will be removed from the next version of the DRM 1.0 EICS


7.2.2 DRM 1.0 ETS Observations

	Observation: 007

	Document
	Enabler Test Specification for DRM 1.0 [ETS]

	Section
	DRM-1.0-int-21, DRM-1.0-int-22

	Comment
	Test Cases refer to image media object, section header refers to Application.

	Solution
	This is a typo and will be corrected in the next version of the DRM 1.0 ETS. 


	Observation: 008

	Document
	Enabler Test Specification for DRM 1.0 [ETS]

	Section
	DRM-1.0-int-30

	Comment
	All Client devices tested supported had a time source and therefore this test was not run.

	Solution
	This test case can be used if and when there are devices without time sources. No changes to the DRM 1.0 ETS will be implemented.


	Observation: 009

	Document
	Enabler Test Specification for DRM 1.0 [ETS]

	Section
	DRM-1.0-int-20

	Comment
	Test requires sending of an application. In some cases the Server sends a JAD file instead of a download descriptor file. It was unclear whether this was valid behavior.

	Solution
	The delivery mechanism is out of scope of DRM testing. The DRM 1.0 ETS will be modified accordingly. In the meanwhile, observations made on the download functionality should not affect the Pass/Fail criteria.


	Observation: 010

	Document
	Enabler Test Specification for DRM 1.0 [ETS]

	Section
	-

	Comment
	An extra test was suggested, concerning the handling of the rights object when an attempt is made to copy a file which has an associated rights object. Copying should either not be allowed or the original rights object should apply to both copies (i.e. if the number of uses of a file is restricted, the count should decrease when either the original or the copy are opened).

	Solution
	A new test case will be considered in the future versions of the DRM 1.0 ETS. For the time being, it is not necessary to test copy functionality.


	Observation: 011

	Document
	Enabler Test Specification for DRM 1.0 [ETS]

	Section
	There are currently no tests for DRM encapsulated in MMS.

	Comment
	This area should be considered for test creation.

	Solution
	Delivery mechanism is out of scope of DRM testing. No new test cases will be added.


	Observation: 012

	Document
	Enabler Test Specification for DRM 1.0 [ETS]

	Section
	DRM-1.0-int-03, DRM-1.0-int-05

	Comment
	A number of Inconclusive results were recorded for these tests due a Specification issue. During these tests the handset downloaded the content and formed derived encrypted content based on the downloaded file. The original content was subject to the rights policy delivered with it, but the derived encrypted content was not, e.g. the derived encrypted content could be forwarded even when the original content was subject to forward lock. The tester raised the point that the original file was not forwarded and therefore believed this to be within the rules laid down by the specification.

	Solution
	This issue will require further study. For the time being, the described functionality can be considered to be acceptable.


7.3 Other DRM 1.0 Issues

The ICS item DRMT-GEN-C-006 (Identity Content-Transfer-Encodings “7bit”, “8bit” and “binary” for DRM message body parts) is no longer valid. Currently only binary encoding is mandated. This EICS item can be used to indicate support for binary encoding and it can be marked “Yes”, even if 7- or 8-bit encodings are not supported.

Test cases 1 and 2 shall be considered optional for the time being and they will be removed in the future versions of the DRM 1.0 ETS.

4 Intellectual Property Rights Considerations

None.

5 Recommendation

This document, combined with the Download 1.0 and DRM 1.0 ETSs, will provide instructions how to implement testing in the OMA Test Fest #5 (Seattle, March 2004). 
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