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1. Scope

This document, ETP (Enabler Test Plan) for DRM 2.0, outlines the conformance and/or interoperability test plan for the client and server implementations of DRM 2.0. 

The list of specifications, defining the scope of DRM 2.0, as stated in [ERELD] is according to the following:

· DRM Architecture V2.0” [DRMARCH-v2]
· DRM Specification V2.0” [DRM-v2]
· DRM Rights Expression Language V2.0” [DRMREL-v2]
· DRM Content Format V2.0” [DRMCF-v2]
· DRM Requirements V2.0” [DRMREQ-v2]
The mentioned specifications comprising the DRM V2.0 enabler include the following XML documents: XML Schemas for the Rights Object Acquisition Protocol (ROAP) protocol data units as defined in [DRM-v2], Appendix A. XML Schema for the Rights Object Acquisition Protocol trigger media type as defined in [DRM-v2], Section 5.2.1. XML Schema / DTD for the Rights Expression Language as defined in [DRMREL-v2], Section 6.2.
1.1. Assumptions

None

1.2. Exclusions

None

2. References

2.1. Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[DRM]
	“DRM Rights Management”. Open Mobile Alliance. OMA-Download-DRM-v1_0. URL:http://www.openmobilealliance.com/.

	[DRM-v2.0]
	“DRM Rights Management”. Open Mobile Alliance. OMA-DRM-DRM-v2_0. URL:http://www.openmobilealliance.com/. 

	[DRMCF-v2.0]
	“DRM Content Format”. Open Mobile Alliance. OMA-DRM-DCF-v2_0. URL:http://www.openmobilealliance.com/.

	[DRMREL-v2.0]
	“DRM Rights Expression Language”. Open Mobile Alliance. OMA-DRM-REL-v2_0.

URL:http://www.openmobilealliance.com/.

	[DRMARCH-v2.0]
	“DRM Architecture”. Open Mobile Alliance. OMA-DRM-ARCH-v2_0.

URL:http://www.openmobilealliance.com/.


2.2. Informative References

	none
	


3. Terminology and Conventions

3.1. Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.
3.2. Definitions

Asset

Content governed by rights. See DRM content.





DRM agent

A user agent in the device that enforces the rights and controls the consumption of DRM content on the device.

DRM content

Content that is consumed according to a set of rights. DRM content may be in encrypted DRM Content Format or in plaintext delivered inside a DRM message

DRM message

A message containing a DCF and an optional rights object. DCFs received inside a DRM message must not leave the device. The optional rights object defines additional consumption rules for the DCF.


DCF

A digital resource e.g. a ringing tone, a screen saver, a Java game or a composite object.


Rights

Permissions and constraints defining under which circumstances access is granted to DRM content.

Rights issuer

An entity who issues rights objects.

Rights object

An instance of rights



3.3. Abbreviations

	
	

	DCF
	DRM Content Format

	DRM
	Digital Rights Management

	HTTP
	Hypertext Transfer Protocol

	IUT
	Implementation Under Test

	MIME
	Multipurpose Internet Mail Extensions

	OMA
	Open Mobile Alliance

	REL
	Rights Expression Language

	RI
	Rights Issuer

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	SCR
	Static Conformance Requirement

	WAP
	Wireless Application Protocol

	WSP
	Wireless Session Protocol


4. Enabler Description 

A full description of DRM 2.0 can be found in the ERELD and specifications.

In a few and simplified words, DRM is the means by which the management of rights to digital content, including its confinement to authorized usage, users and distribution, in a mobile network is controlled. DRM 2.0, in addition to the basic functionality provided by DRM 1.0, addresses the complete security necessary for a robust, end-to-end DRM system that takes into account the needs for secure distribution, authentication of Devices, revocation and other aspects. 

A conceptual picture of a DRM system, according to [DRMARCH], is depicted in the following figure:

                                    [image: image1.png]



4.1. Minimal test Configuration

The minimal test configuration of [DRM2] shall include:

· A DRM Client implementation that holds a DRM Agent
· 
· 
· 
· A Content issuer server, possibly combined with a Rights Issuer Server
· A Right issuer server, possibly combined with a Content Server
· An OCSP responder

· A Certifaction Authority

· A Mobile telephony network

· A Push Proxy Gateway

4.2. Testing Methodology

DRM conformance and interoperability testing is limited to high-level DRM functionality testing of DRM client and and RI server implementations.  The testing shall cover:

· Client/server protocols 

· Implementation of DRM restrictions

· Correct processing of file formats  (e.g. format of content and rights objects)

· Correct implementation of unconnected devices behaviours 
5. Test Environment

To prove interoperability  and at the same time the conformance of the implementations, it’s essential to conduct the testing in an end-to-end environment. The environment has to be configured in a way that the clients under test can easily access the servers under test.   It is desirable that the test environment allows for all methods of delivey of rights objects to the DRM client.
5.1. Network Diagram

In the following conceptual figure, all involved elements of the test fest and all used protocols are depicted.  [image: image2.png]Test Fest Host Environment





Figure 1. Involved elements in the DRM testing

5.1.1. Prerequisites for the test environment

End-to-end testing puts special requirements, prerequisites on the testing environment. The requirements on the testing environment can be listed as:

· PLMN with aired (preferred) or wired air interface implementation

· SMS-C providing most common protocols i.e. SMPP, UCP, CIMD2 etc.

· SIM cards. 

· Access to the Internet for providing access to gateways/proxys or origin servers geographicly located in different places.

· Content server

· OCSP Responder

· Certification Authority

5.1.2. Prerequisites for a test session

5.1.2.1. Test Session Entrance Criteria

The test session entry criteria are defined by the TestFest Participation Guidelines of the IOP WG.

5.1.2.2. Technical Prerequists

· It is expected that server vendors attending OMA DRM 2.0 Test Fests are capable of acting as both Content Issuers and Rights Issuers and their product will contain an appropriate portal to fulfil these tasks. If the pre-requisite for a test case is that there is a DCF stored on the terminal, then these DCFs will be packaged and delivered by the server vendors. It is desirable that the terminal device can consume / render the packaged content. This functionality is not part of the DRM client but will help deciding the veredict during the tests.
· Client settings shall be in accordance with the network parameters provided by the test fest host.

· Gateway and proxy configuration shall be in accordance with the information provided by the test fest host for serving all clients participating in the test fest.

· Origin server configuration shall be in accordance with the configuration information provided by the test fest host for providing content to all clients participating in the test fest.

· Client devices and Right Issuers should have been provisioned with the appropriate certificates

5.2. Flow Diagrams

5.3. On fig. 2 can be seen a high level representation of the most important messages flows between the client and the server
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Figure 2: ROAP Trigger 
5.4. Network Elements

· PLMN (GSM/GPRS/WCDMA)

· Push Proxy Gateway

· WAP Gateway, MMS-C, SMS-C, Streaming Servers

· Content servers capable of packaging Rights objects in DCF
· OCSP responder

5.5. Test Limitations

5.5.1. Physical

None

5.5.2. Resources

None

5.6. Test Restrictions

None

5.7. Test Tools

For the conformance testing on release 2 (see 6.) a test tool will be required. The test tool will have to simulate the client when testing the server and the server when testing the client. The conformance test tool requirements will be covered by a separate document.

5.8. Test Requirements

Testing requirements for DRM are specified in DRMETR, which divides the test requirements into 3 major parts:

· DRM test requirements

· DRM Content Format test requirements

· DRM Rights Expression Language test requirements

The testing essertions shall reflect all possible high-level functionality of the mentioned areas, both in a normal and error flow. Since DRM basic functions are specified in DRM 1.0, it’s essential that the testing session cover backward compatibility of device, server, and content interactions.

It’s also essential to mention that test requirement traceability to the specification requirements is not visable in the DRMETR. But the test assertions shall always be traceable to one or several specific technical requirements. This traceability can be created either via SCR’s or chapter reference notifications.

5.9. Resource required

The entire testing cost, including test reporting is estimated to be about 100 Man-Hours.

5.10. Non Testable Requirements

None.

6. Test Plan Roadmap 

The DRM 2.0 testing will be devided in 2 releases. On the first release of the ETS only IOP test cases are available. For the second one conformance test cases for both the client and server will be added. 

Appendix A.  Change History
(Informative)

	Type of  Change
	Date
	Section
	Description

	Initil Creation of the document
	10 March 2005
	All
	The initial version of this document.

	
	
	
	

	
	
	
	


























	( 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20040205]


	


	( 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20040205]


	



_1143030459.vsd
�

�

�

�

Rights Issuer�

ROAP Trigger {roRequest}�

RO Request�

RO Response�

ROAP Trigger {joinDomain}�

Join Domain Request�

Join Domain Response�

ROAP Trigger {leaveDomain}�

Leave Domain Request�

Leave Domain Response�

ROAP Trigger {registrationRequest}�

Device�

DeviceHello�

RI Hello�

RegistrationRequest�

RegistrationResponse�

...�

...�

...�


