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1. Scope

This section will be filled in by OMA staff when this requirement document is included in a ‘Request For Information’.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[DRM]
	“DRM Rights Management”. Open Mobile Alliance. OMA-Download-DRM-v1_0. URL:http://www.openmobilealliance.com/.

	[DRMDRM-v2.0]
	“DRM Rights Management”. Open Mobile Alliance. OMA-DRM-DRM-v2_0. URL:http://www.openmobilealliance.com/. 

	[DRMCF-v2.0]
	“DRM Content Format”. Open Mobile Alliance. OMA-DRM-DCF-v2_0. URL:http://www.openmobilealliance.com/.

	[DRMREL-v2.0]
	“DRM Rights Expression Language”. Open Mobile Alliance. OMA-DRM-REL-v2_0.

URL:http://www.openmobilealliance.com/.

	[DRM-v2.0]
	Specification of the OMA DRM2.0 Enabler. This is the set of normative specifications for this Enabler: [DRMDRM-v2.0] & [DRMCF-v2.0] & [DRMREL-v2.0].

	[ETS]
	ETS; second release (with conformance tests by Henrique Costa)

	[Conf-Client] 
	Security related conformance test for DRM Client by Charles Knibbeler

	[Conf-RI]
	Security related conformance tests for RI server by Chariya Tan

	[OMAIOPPROC]
	OMA Interoperability Policy and Process, http://www.openmobilealliance.org/

	[OMADRMCONF]
	OMA DRM Conformance Requirements, http://www.openmobilealliance.org/ 


2.2 Informative References

	None.
	


3. Terminology and Conventions

3.1 Definitions

OMA IOP WG

The OMA Working Group in charge of Interoperability issues concerning the OMA specifications

OMA IOP Browsing
A sub-working group of the OMA IOP WG responsible for issues relating directly to the OMA DRM test specifications.

DRM Test Tool

The OMA DRM Protocol Test Tool

TestFest

An interoperability event where different manufacturers’ servers and clients are tested towards each other to verify that they can interoperate correctly according to test classes

Vendor

The author/supplier of the Test Tool

3.2 Abbreviations
	ETP
	Enabler Test Plan

	ETS
	Enabler Test Specification

	EICS
	Enabler Implementation Conformance Statement

	HTTP
	Hyper Text Transfer Protocol

	IOP
	Interoperability

	IUT
	Implementation Under Test

	OMA
	Open Mobile Alliance

	PKI
	Public Key Infrastructure


4. General Test Tool Requirements


This section will be filled in by OMA staff when this requirement document is included in a ‘Request For Information’.

5. DRM Test Tool Specific Requirements

5.1 Introduction

Currently there is an issue regarding the amount of time and resources that are consumed at our organized test events to establish the readiness of products. The ability to pre-test these products would drastically improve the overall quality of the test fest and would address the issue of conformance to the DRM-2.0 EICS prior to an event. In order to address this issue, the application of a test tool, which has the ability to automatically exercise the mandatory requirements in the DRM-2.0 specification [DRM-2.0], is recommended by the working group.

Another issue is specific for  DRM systems. In contrast to non-DRM systems (like most of the OMA Enablers), a DRM system has two types of requirements: Inter-operability Requirements and Security Requirements. In this context, security is related to measures that make sure that a user can only access content he or she is legitimate to access.
· Inter-operability Requirements 

Inter-operability Requirements are those requirements that make sure that the system works in cases that it should work. If not all of these requirements are met, one or more normal use cases will fail. Example of an Inter-operability Requirement in [DRMDRM-v2.0]:
“The following algorithms and associated RIs MUST be supported by all Devices and RIs: 

· SHA-1, 
· HMAC-SHA-1, 
· RSA-PSS-Default, 
· RSAES-KEM-KDF2-KW-AES128 and 
· AES-WRAP”
· Security Requirements 
Security Requirements are those requirements that make sure that the system does NOT work in cases that it shall not work. If not all of these requirements are met, one or more illegal use cases will NOT fail. Examples of security Requirements in [DRMDRM-v2.0] :

· “The RI MUST verify the signature on the ROAP-RegistrationRequest message.”

· “If the Session ID of the ROAP-RegistrationResponse does not equal the Session ID of the corresponding ROAP-RIHello, the Device MUST terminate the protocol.”

The traditional OMA conformance tests are related to Inter-operability Requirements. Because OMA-DRM2.0 is a DRM system, special attention must be paid to Security Requirements. If this issue would not be addressed, implementations of the enabler (and even the specification itself) might suffer security problems. This, in turn might cause legal claims and might make content owners reluctant to provide high-value content for this system.

The Test Tool will be used for testing both Inter-operability Requirements and Security Requirements. The working group has collected and detailed the requirements for such a tool in this document. 

The Test Tool can be used during the complete development process, until market introduction to automatically test compliance with the DRM-2.0 specification [DRM-2.0].

The objects to be tested are:

· OMA DRM Client as defined in [DRM-2.0]

· OMA DRM Rights Issuer as defined in [DRM-2.0]

The test tool allows conducting the conformance tests that have been specified in  the conformance test section of  [ETS] and in [Conf-Client] and [Conf-RI].

5.2 OMA DRM Test Tool; Overview

The OMA DRM Test Tool can be used for conformance testing of both the DRM Client and the Rights Issuer. In  practical implementations, it can be one tool featuring conformance tests of both the DRM Client and the Rights Issuer or two tools;  one Test Tool for the DRM Client and another Test Tool for the Rights Issuer.

For sake of readability, the DRM Client Test Tool and the RI Test Tool have been described separately in the sections below.

5.2.1 OMA DRM Client Test Tool; Overview
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Figure 1 Overview of the Test Tool for  DRM Client Conformance tests

An overview of the Test Tool for an OMA DRM Client is depicted in Figure 1. The round-cornered boxes are part of the Test Tool. Detailed requirement for the Test Tool are defined in section 5.3.

In this case the IUT is a DRM Client that is expected to hold at least  three components:

· A DRM Agent as defined in [DRMDRM-v2.0], handling the ROAP protocol with Rights Issuer.

· A Browser capable of downloading (P)DCF files from a content server

· A rendering system that allows for rendering the (P)DCF files. 

The DRM client can be either a Connected Device or an Unconnected Device (as defined in [DRMDRM-2.0]) connected to the Test Tool via a Connected Device.

In general, the DRM Client will not be able to render any type of (P)DCF. For that reason, the Test Tool allows the operator to choose a specific type from a limited set (e.g. MP3 audio, AAC audio, JPEG). This set is yet to be defined and can be expanded in the future.

All components of the Test Tool have a HTTP API. The Test Operator can use a WEB site for manual control of the Test Tool . Alternatively, the Test Operator can send HTTP messages, generated by a script generator to run automated tests.

The Test Tool will:

· interpret test scripts that define the test purpose, test steps and pass/fail criteria

· construct and send all ROAP messages (including OCSP responses) to the client under test.

· Receive ROAP messages from the client under test

· Construct and send (P)DCF files, possibly including Rights objects to the DRM client

· Inject errors into transmitted protocol or content as defined by test scripts and analyze the responses

· Provide a means for the test operator to be prompted when manual action is required by a test

· Provide means for the test operator to enter observations/result information into the Test Tool when prompted

· Log all transactions and results

· Present results and logs to the operator

· Provide the operator with management tools for test tool configuration and parameterisation, test selection etc

· Generate PKI data structures. See section 5.2.3.

Note that the Test Tool can be remote from the IUT and from the test operator.

5.2.2 Rights Issuer Test Tool; Overview
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Figure 2 Overview of the Test Tool for RI Conformance tests
An overview of the Test Tool for an OMA DRM Rights Issuer is depicted in Figure 2. The round-cornered boxes are part of the Test Tool. Detailed requirement for the Tool are defined in section 5.3. In this case the IUT is a DRM Rights Issuer.

All components of the Test Tool have a HTTP API. The Test Operator can use a WEB site for manual control of the Test Tool . Alternatively, the Test Operator can send HTTP messages, generated by a script generator to run automated tests.

The Test Tool will:

· interpret test scripts that define the test purpose, test steps and pass/fail criteria

· construct and send all ROAP messages to the RI Server (IUT).

· Receive ROAP messages from the RI Server (IUT)

· Send and receive OCSP messages to/from the RI server  (IUT).

· Inject errors into transmitted protocol or content as defined by test scripts and analyze the responses

· Provide a means for the test operator to be prompted when manual action is required by a test

· Provide means for the test operator to enter observations/result information into the Test Tool when prompted

· Log all transactions and results

· Present results and logs to the operator

· Provide the operator with management tools for test tool configuration and parameterisation, test selection etc

· Generate PKI data structures. See section 5.2.3.

5.2.3 PKI generator; Overview

In order to successfully conduct conformance tests,  the DRM Agent, the Rights issuer and the OCSP responder need to agree upon some system parameters, generally referred to as Public Key Infrastructure (PKI). Normally this PKI is defined by the Trust Anchor. For conformance tests, these PKI’s are defined in [ETS] , [Conf-Client] and [Conf-RI]. A PKI is characterized by:

· A certificate chains and key pairs for the DRM Client, Rights Issuer and OCSP responder

· Trust Authority’s Public key for DRM Client, Rights Issuer and OCSP responder

· List of trusted RI Authorities for the DRM Client

· List of trusted Device Authorities for the Rights Issuer

· Device CRL for the Rights Issuer

· Possibly one or more Device CA CRL’s for the Rights Issuer

· RI CRL for the OCSP responder

· Possibly one or more RI CA CRL’s for the OCSP responder

The test Tool features a PKI generator that allows for generation of these data structures. The PKI data structures for the IUT are provided to the Test operator. Other PKI data structures are automatically downloaded in several components of the Test 

5.3 Requirements for Test Tool

5.3.1 Compliance

Wherever applicable the Test Tool and the data structures produced by it SHALL comply to [DRM-v2.0], [DRMCF-v2.0] and [DRMREL-v2.0].

The Test Tool is capable of performing all tests as defined in the conformance test section of  [ETS] and in [Conf-Client] and [Conf-RI].

5.3.2 PKI generator

The PKI generator SHALL support all PKI’s as defined in the conformance test section of  [ETS] and in [Conf-Client] and [Conf-RI].

5.3.3 Transport

The Test Tool  SHALL use HTTP as default transport mechanism for ROAP, OCSP and content delivery.

5.3.4 Test Automation

All components of the Test Tool have a HTTP API. The Test Operator can use a WEB site for manual control of the Test Tool . Alternatively, the Test Operator can send HTTP messages, generated by a script generator to run automated tests.

5.3.5 Packaging

The Test Tool supports ‘real time’ generation of Right Objects included in a (P)DCF.

5.3.6 User Interface

The Test operator uses a WEB based Test User Interface for controlling the Test Tool and to retrieve test results. 

The Test provides a means for the test operator to be prompted when manual action is required by a test.

The Test Tool provides a means for the test operator to enter observations/result information into the Test Tool when prompted.

The Test Tool logs all transactions and results.

The Test Tool present results and logs to the operator.

The Test Tool provides the operator with management tools for test tool configuration and parameterisation, test selection etc.

5.3.7 Operating Environment

There are no specific requirements for the hardware platform and operating that is used for the Test tool.

5.3.8 Multi Session Capability 

The Test Tool supports the test of only one IUT simultaneously.
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