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1 Reason for Change

In the DRM-2.0-con-14 test case of the Client Conformance Test Specification, the DRM agent MUST abort the ROAP protocol if Trusted Device Authorities list contains one CertID that does not correspond to the CertID of the Trust Anchor of the Certificate chain of the DRM agent.
However, in the section 5.4.2.2.1 of DRMv2 spec(OMA-TS-DRM-DRM-V2_0-20050908-C), the specification says,
“Trusted Device Authorities is a list of Device trust anchors recognized by the RI. This parameter is optional. The parameter is not sent if the RI already has the Device's certificate or otherwise is able to verify a signature made by the Device. If the parameter is present but empty, it indicates that the Device is free to choose any Device certificate to authenticate itself. Otherwise the Device MUST choose a certificate chaining back to one of the recognized trust anchors. Trust anchors are identified in the same manner as Devices and RIs.”
This means that if there is one trust anchor among multiple trust anchors that corresponds to the CertID of the Trust Anchor of the Certificate chain of the DRM agent, the Device can process the ROAP protocol.
Hence this CR tries to fix this inconsistency.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

This CR applies only to the ETS-Conformance_Test_Client specification listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
IOP Browsing to consider and agree this CR.
6 Detailed Change Proposal
5.3.3 Certificate chain of Registration Request cannot be generated

	Testcase ID
	DRM-2.0-con-14

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRM-v2.0] 5.4.2.3.1:
Certificate Chain: This parameter MUST be present unless the preceding ROAP-RIHello message contained the Peer Key Identifier extension and its value identified the key in the Device's current certificate. When present, the value of a Certificate Chain parameter shall be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the RI indicated trust anchor preferences in the previous ROAP-RIHello message, the Device MUST select a Device certificate and chain which chains back to one of the trust anchors indicated by the RI. This mimics the features of [RFC3546]. The RI may need to update this information based on the received Certificate Chain.

	SCR Reference
	

	Preconditions
	PKI : Model A

State:

· DRM Agent does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.

· DRM Agent receives a RIHello message that holds a Trusted Device Authorities list. This list contains no CertID that corresponds to the CertID of the Trust Anchor of the Certificate chain of the DRM agent.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol

	Test Case Deployment

	a
	RI Hello processing
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