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1. Scope

The scope of this document is to define the structure for the Implementation Conformance Statement (ICS) for OMA OCSP 1.0 Enabler Release across all of the technical specifications included.

Details of the Enabler Release package used to generate this document: 

1.1 Product Information

	Company
	

	Product Name
	

	Date of submission
	

	Contact name
	

	Contact phone
	

	Contact mail
	


2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMAIOP]
	“OMA Interoperability Policies and Process” Open Mobile Alliance™.

OMA-IOP-Process-V1_0, URL:http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[OCSP]
	“Online Certificate Status Protocol Mobile Profile V1.0” Open Mobile Alliance™.

OMA-WAP-OCSP-V1_0 . URL:http://www.openmobilealliance.org/


2.2 Informative References

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Client
	A device (or application) that initiates a request for a connection with an OCSP server 

	Server 
	A device (or application) that passively waits for OCSP requests from one or more clients. A server may accept or reject a connection request from a client.

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	
	


4. Introduction

This document outlines the conformance requirement structure for devices as defined by Open Mobile Alliance across all specifications included in the OMA OCSP 1.0 Release [OCSP]. The structure defines the conformance requirements collected from the technical specifications included in the release into a summary table. In other words, the products can identify implementation of the high level requirements in terms of mandatory features and optional features of the technical specifications.
5. Client Enabler Implementation Statement

The notation in the table below is according to [OMAIOP].

Support column SHALL be marked “YES” for those features that are supported by the device.

Table 1 – Enabler Release Definition for OCSP v1.0 [OCSP]

	Item
	Feature / Application
	Status
	Requirement
	Support

	OCSP-C-001
	Support of mandated features in RFC2560
	M
	
	

	OCSP-C-002
	Support for OCSPRequest
	M
	
	

	OCSP-C-003
	Support for requestorName field in OCSPRequest
	O
	
	

	OCSP-C-003a
	Clients MAY sign OCSPRequests
	O
	
	

	OCSP-C-003b
	If OCSPRequests are not signed then the client is not required to include the requestorName field in the OCSPRequest
	O
	
	

	OCSP-C-004
	Support for the use of nonce extension in OCSPRequest
	O
	
	

	OCSP-C-005
	Support for sending more than one Request in an OCSPRequest.requestList
	O
	
	

	OCSP-C-006
	Use of SHA-1 hashing algorithm for calculating CertID values.
	M
	
	

	OCSP-C-007
	Exclude use of truncated values
	M
	
	

	OCSP-C-009
	Support for parsing of BasicOCSPResponse
	M
	
	

	OCSP-C-011
	Verification of signatures with sha1WithRSAEncryption
	M
	
	

	OCSP-C-011a
	Support for additional algorithms
	O
	
	

	OCSP-C-012
	Clients MUST be able to accept Responses values that contain as many SingleResponse values as they are capable of sending Requests in an OCSPRequest.requestList 
	M
	
	

	OCSP-C-013
	Client parsing of nonce extensions
	M
	
	

	OCSP-C-015
	Client Failure due to critical extensions
	M
	
	

	OCSP-C-016
	Support for OCSP response size upto 3000 bytes
	M
	
	

	OCSP-C-017
	 OCSP clients MUST NOT accept a response that is out dated
	M
	
	

	OCSP-C-019
	A client which cannot determine the freshness of an OCSP response by means

other than using OCSP nonces MUST NOT accept an OCSP response that does not contain a nonce matching a nonce sent in the corresponding OCSPRequest.
	M
	
	

	OCSP-C-020
	Client MUST inform the calling application that the certificate status is unknown
	M
	
	

	OCSP-C-021
	Client validation of the signature on a fresh response
	M
	
	

	OCSP-C-022
	Responses that have the status good 
	M
	
	

	OCSP-C-022a
	Should not accept a response that indicates that a newer response is available
	M
	
	

	OCSP-C-022b
	Client MAY cache an OCSP response
	O
	
	

	OCSP-C-022c
	Client shall not cache a stale OCSPResponse
	M
	
	

	OCSP-C-023
	Responses that have the status revoked
	M
	
	

	OCSP-C-024
	Responses that have the status unknown
	O
	
	

	OCSP-C-024a
	Warn user of unknown certificate status
	M
	
	

	OCSP-C-025
	Client set time period before timing out waiting for an OCSP Response
	M
	
	

	OCSP-C-026
	Retry of OCSP status check
	O
	
	

	OCSP-C-027
	Limiting the number of OCSPRequest retry attempts.
	M
	
	

	OCSP-C-028
	Client support for OCSP delegation
	M
	
	

	OCSP-C-029
	Client support for authorityInfoAccess extension
	M
	
	

	OCSP-C-030
	Recognition of id-ad-ocsp access method
	M
	
	

	OCSP-C-031
	Client support of OCSP over wireless profiled HTTP
	M
	
	

	OCSP-C-032
	Client support of OCSP over wireless profiled TLS
	O
	
	

	OCSP-C-033
	Support for use of the GET method to allow for OCSP response caching
	M
	
	

	OCSP-C-034
	Support for use of the POST method to allow for OCSP response larger than 255 bytes
	O
	
	

	OCSP-C-035
	Use of base64 encoding
	M
	
	

	OCSP-C-037
	Use of url-encoding
	M
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