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1 Reason for Contribution

This is input is suggesting test strategy for Generic Alert and Correlator features for Device Management (DM) v.1.2. 
2 Summary of Contribution

Typically, behaviour associated with the Generic Alert (1226) and Correlator is specific for a particular Management Object (MO). In practise this means that thorough testing of Generic Alert and Correlator, without the MO presence, is not possible for solely DM1.2 devices. 
Fumo 1.0 is the first MO specified to use DM1.2 to establish a concrete use case for these features. Therefore it is suggested that we specify the required test cases for Fumo 1.0 ETS, which will satisfy both DM1.2 and Fumo1.0 static conformance requirements for Generic Alert and Correlator.
3 Detailed Proposal

DM1.2 technical specifications specify Generic Alert message (with Correlator field) that may have a relation to a management object. However, so far only Fumo 1.0 MO introduces proper use case for Generic Alert. 
In Fumo, client device must use the Generic Alert message to send a notification to server at the end of operation that is invoked by the Exec command. In case the Exec command contained the Correlator field, client must return it within the Generic Alert message. Given this, the Fumo use case is the natural way to exercise these features as intended. Interoperability testing covering Generic Alert and Correlator is simply not feasible with plain DM1.2 implementations. 
Therefore it is suggested that we specify test cases to satisfy DM1.2 Generic Alert and Correlator test requirements for Fumo 1.0 ETS. This approach will enable to cover these features for both DM1.2 and Fumo1.0 in a single test specification.
References:

[OMA-TS-DM-FUMO-V1_0_0-20050927-D]
[OMA-TS-DM-Protocol-V1_2-20050826-C]
[OMA-TS-DM-RepPro-V1_2-20050729-C]

For your convenience, appropriate sections of references are copied and pasted below:
- - -
[OMA-TS-DM-FUMO-V1_0_0-20050927-D] Section 7.1 Use of Generic Alert for Notifications

At the end of the operation invoked by the Exec commands in section 6.1, the device MUST send a notification to the DM server via a Generic Alert [DMPRO] message.  The alert message includes the following data:

· An integer result code – Used to report status of the operation

· The URI of the Firmware Update Management Object – Used to identify the source

· An alert type – Used to identify the operation

· Correlator – Used by the server and passed as part of the Exec command

Alerts that are reporting an error or failure condition SHOULD report a severity other than Informational in the Mark field of the Meta information.

Once the Generic Alert message is sent to the DM Server at the end of the operation, the device MUST NOT retry the operation invoked via the Exec command by the DM Server without further server intervention. 

NOTE: If the server needs to retrieve additional information, such as State, then the server MAY query the device for those specific nodes.

- - -

[OMA-TS-DM-FUMO-V1_0_0-20050927-D] Section  6.2.3 Correlator

If the server passes a correlator to the client in the Exec command of a Firmware Update Operation, the client MUST return the same value to the server in the correlator field of the Generic Alert [DMPRO] message.

If the server does not pass a correlator to the client in the Exec command of a Firmware Update Operation, the client MUST NOT send a correlator to the server in the correlator field of the Generic Alert [DMPRO] message.

[OMA-TS-DM-Protocol-V1_2-20050826-C]
Section: 8.1 Generic Alert:

“The protocol defines a Generic Alert message for Alerts generated by the client that MAY have a relation to a Management Object. [Comment: e.g.  Fumo 1.0] In the case of a relation to a Management Object then the Source and LocURI MUST identify the address to that Management Object. 

Anytime after the Client or Server Initiated Management Alert [Comment: EXEC command in Fumo], the client MAY send a Generic Alert message to the server. The Generic Alert message SHALL only be sent from the client to the server. After the server has received the Generic Alert the server MUST respond with the status for how the server handles all Items. 

The client MAY send multiple Alert messages of code “Generic Alert” or combine them together with multiple Items inside one or multiple Alert message of code “Generic Alert”. The Data in the Generic Alert message is not specified in the protocol, the protocol will specify how the client can inform the server what Type and Format it is. The server MUST support the Generic Alert Format but not all Types of the alert data. The Server MUST respond with status 415 “Unsupported media Type or Format” if the Type and Format are unsupported by the server. If the device does not support Large Object then the Alert message MUST NOT exceeds the message size.

This specification only specifies what is required from the protocol perspective, some registered Generic Alerts MAY have additional requirements for different Types of Generic Alert Data. For example, one registered Type of Alert may define that a reference to a Management Object is mandatory and the Format must be of Type Integer and the Alert Data must be included inside the Data. The optional parameter Mark MUST contain the importance level. If the parameter is omitted then the default importance level is assumed. The server MUST respond status 200 “OK” or 202 “Accepted for processing” if the server has received the Alert without any errors, in other case the server MUST use one of the following error status codes: 401, 407, 412, 415 and 500.
8.7.1 Generic Alert Message

This is the basic design of a Generic Alert message:
	<Alert>
   <CmdID>2</CmdID>
   <Data>1226</Data>
<!-- Generic Alert -->
   <Correlator>abc123</Correlator>
   <Item>
      <Source><LocURI>./SyncML/Sample</LocURI></Source>
      <Meta>
         <Type xmlns="syncml:metinf">

            Reversed-Domain-Name: org.domain.samplealert

         </Type>
         <Format xmlns="syncml:metinf">xml</Format>
         <Mark xmlns="syncml:metinf">critical</Mark>   <!-- Optional -->
      </Meta>
      <Data>
         <!-- Client Alert Data Goes Here -->
      </Data>

   </Item>
</Alert>


8.7.1.1 CmdID

This MUST be specified in the same way as all commands.

8.7.1.2 Data

This MUST be specified with the value 1226 [DMRepPro] for Generic Alert.

8.7.1.3 Item

This is a mandatory parameter. Item MUST be repeated for each alert of type Generic Alert if the device will send them together inside the same Alert message. 

8.7.1.4 Source, LocURI

This is optional parameters. If the Alert is generated from a Management Object and the definition of that Management Object mandates this parameter, then it MUST be included.

8.7.1.5 Meta

The Meta element MUST be specified for the Type and Format of the Alert Data.

8.7.1.6 Type

The Type element MUST be specified and specifies the media type of the content information in the Data element. The content information for this element type MUST be a URN If it is a MIME-type, then it MUST use “Content-Type” as namespace identifier and the content SHOULD be a registered MIME content-type. If it is a reverse domain name then the namespace identifier “Reversed-Domain-Name” MUST be specified. No other namespace identifiers than these two are allowed. The ABNF syntax for the content of reverse domain name MUST be:

<URN> ::= <domain> [/<name>]*

<domain> ::= “reversed domain name”

<name> ::= alphanum

Notes:

1. For simplicity and portability, each name element is currently restricted to alphanumeric characters.  (Alphanum is defined in [RFC2396].)

Example of two valid alert types:

· “Content-Type: application/samplealert”

· “Reversed-Domain-Name: org.openmobilealliance.dm.samplealert” 
8.7.1.7 Format

The Format element MUST be specified. Format MUST contain a SyncML identifier of the Format of the following Data element.

8.7.1.8 Mark

The Mark element MAY be specified. Mark will define the importance level of the alert message. The following levels are allowed in Generic Alert: fatal, critical, minor, warning, informational, harmless and indeterminate. There the order indicates the importance level with critical as most important and indeterminate as least important. If the Mark element is omitted then the default importance level “informational” is assumed.

8.7.1.9 Data (inside <Item>)

The Data element MUST be specified. Data MUST use the Format and Type specified in the Meta tag. 

8.7.1.10 Correlator

The Correlator is an optional field and is used when the alert is an asynchronous response to an Exec command.  Typically, the Correlator field in the alert echoes the Correlator value from an Exec command and is omitted in all other instances.  Registered Generic Alerts SHOULD specify how the Correlator field is used.

[OMA-TS-DM-RepPro-V1_2-20050729-C] Section 7. alert codes

	Alert Code Value
	Name
	Description

	Special device management alert codes

	1226
	GENERIC ALERT
	Generic client generated alert with or without a reference to a Management Object 


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended for IOP-DMSYNC to review and agree this proposal. Moreover, as this inputs is proposing to put part of DM1.2 feature testing forward for Fumo 1.0 ETS, we may have to set completion of Fumo testing as an additional approval criteria for DM1.2. We need to liaise with DM WG whether they see any problems in this approach.
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