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1. Scope

This document describes  the enabler test cases for FUMO 1.0 enabler.

The interoperability test cases are aimed to verify that implementations of the specifications are compliant to the FUMO 1.0 specifications.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[FUMO]
	


2.2 Informative References

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’con’
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’int’
Indicating this test is a interoperability test case
number
Leap number for the test case
3.2 Definitions

	Firmware Update
	The process of transferring an update package to a mobile device and subsequently invoking an update agent to conduct firmware update in the device.

	Alternate Download
	The mechanism, alternative to OMA DM protocol, by which the update package can be downloaded to the device.  For example, the OMA OTA v1.0 and later versions developed by the BAC-DLOTA working group is considered to be an alternative download mechanism.

	Final Notification
	An Alert 1226 based notification message sent to the DM server from the mobile device to indicate the successful or unsuccessful completion of some activity in the mobile device.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DL
	Download

	DLOTA
	Download Over-The-Air

	FW
	Firmware

	OTA
	Over The Air


4. Introduction

5. 
The purpose of this document is to provide test cases for the FUMO 1.0 Enabler Release.

Conformance test cases maybe executed with test tools like the SCTS.

· 
The following items are needed at a high level to adequately execute the FUMO IOP test cases-
· A device management client in the mobile device that is configured to interact with a device management server  

· A device management server capable of accessing and setting firmware update management objects in a mobile device, if necessary
· An download mechanism, such as OMA-DM or [DLOTA], for supporting download of update packages

· Client vendor must have sample firmware update packages available for the server to use.  In addition,  “corrupt” update packages will be needed to induce error flow behaviour.
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Figure 1: FUMO Standardized elements 
Note: ? Optional elements
6. FUMO Conformance Test Cases

6.1 Device Management Client Conformance Test Group #1 
6.1.1 Firmware Update Management Object Support - Verification of Tree structure
	Test Case Id
	FUMO-1.0-Con-C-001-1

	Test Object
	Client

	Test Case Description
	The purpose of this test is to verify that the client supports the required FUMO elements and the required nodes in the DM tree.  A GET command is sent to the required elements to verify standard node inclusion in the DM tree.  

	Specification Reference
	[FUMO] Chapters 5.1


	SCR Reference
	FWUPDATE-C-003

FWUPDATE-C-005

	
FWUPDATE-C-014
FWUPDATE-C-017

	Preconditions
	· A DM client capable of supporting firmware update. It must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x* in the management tree, if one does not exist in the management tree. 

Perform an ADD – to create the ../x* mode, if one does not exist

2.  Perform a GET on the ../x* node. 






	Pass-Criteria
	1. The client created a firmware update managent object ../x* when requested by the server, if one does not exist – ADD returns 200
2. Verify the GET command returns 200 response.  Verify the metatype is the Management Object identifier: “org.openmobilealliance/1.0/FirmwareUpdateManagementObject”.  Verify that at least the following elements were returned for the GET on ../x*:
State

3. Depending on Optional node support as stated by the client ICS, verify that the following nodes were returned for the GET on ../x*.  Child node names must be separated by “/”:
PkgName / PkgVersion / Download / Update / DownloadAndUpdate / Ext











	
	


6.1.2 Firmware Update Management Object Support  - Verification of Tree structure for ../x*/Download
	Test Case Id
	FUMO-1.0-Con-C-001-2

	Test Object
	Client

	Test Case Description
	The purpose of this test is to verify that the client supports the required FUMO elements and the required nodes in the DM tree.  A GET command is sent to the required elements to verify standard node inclusion in the DM tree.  – HOW IS THIS DIFFERENT FROM THE PREVIOUS TEST CASE?

	Specification Reference
	[FUMO] Chapters 5.1


	SCR Reference
	FWUPDATE-C-003

FWUPDATE-C-005

	
FWUPDATE-C-014
FWUPDATE-C-017

	Preconditions
	· A DM client capable of supporting firmware update. It must be configured to work with a DM server.
· The  Client ICS states that the MO supports the ../x*/Download node 

	Test Procedure
	1. Create a particular firmware update managed object ../x* in the management tree, if one does not exist in the management tree. 

Perform an ADD – to create the ../x* node, if one does not exist

2.  Perform a GET on the ../x*/Download node. 

	Pass-Criteria
	1. The client created a firmware update managent object ../x* when requested by the server, if one does not exist – ADD returns 200
2. Verify the GET command returns 200 response.  Verify the metatype is the Management Object identifier: “org.openmobilealliance/1.0/FirmwareUpdateManagementObject”.  Verify that  the following elements were returned for the GET on ../x*/Download:

PkgURL

	
	


6.1.3 Firmware Update Management Object Support  - Verification of Tree structure for ../x*/Update
	Test Case Id
	FUMO-1.0-Con-C-001-3

	Test Object
	Client

	Test Case Description
	The purpose of this test is to verify that the client supports the required FUMO elements and the required nodes in the DM tree.  A GET command is sent to the required elements to verify standard node inclusion in the DM tree.  

	Specification Reference
	[FUMO] Chapters 5.1


	SCR Reference
	FWUPDATE-C-003

FWUPDATE-C-005

	FWUPDATE-C-014

FWUPDATE-C-017


	Preconditions
	· A DM client capable of supporting firmware update. It must be configured to work with a DM server.
· The Client ICS states that the MO supports the ../x*/Update node 

	Test Procedure
	1. Create a particular firmware update managed object ../x* in the management tree, if one does not exist in the management tree. 

Perform an ADD – to create the ../x* node, if one does not exist

2.  Perform a GET on the ../x*/Update node. 

	Pass-Criteria
	1. The client created a firmware update managent object ../x* when requested by the server, if one does not exist – ADD returns 200
2. Verify the GET command returns 200 response.  .  Verify the metatype is the Management Object identifier: “org.openmobilealliance/1.0/FirmwareUpdateManagementObject”.  Verify that  the following elements were returned for the GET on ../x*/Update:

PkgData

	
	


6.1.4 Firmware Update Management Object Support  - Verification of Tree structure for ../x*/DownloadAndUpdate
	Test Case Id
	FUMO-1.0-Con-C-001-4

	Test Object
	Client

	Test Case Description
	The purpose of this test is to verify that the client supports the required FUMO elements and the required nodes in the DM tree.  A GET command is sent to the required elements to verify standard node inclusion in the DM tree.  

	Specification Reference
	[FUMO] Chapters 5.1


	SCR Reference
	FWUPDATE-C-003

FWUPDATE-C-005

	FWUPDATE-C-014

FWUPDATE-C-017


	Preconditions
	· A DM client capable of supporting firmware update. It must be configured to work with a DM server.
· The Client ICS states that the MO supports the ../x*/DownloadAndUpdate node 

	Test Procedure
	1. Create a particular firmware update managed object ../x* in the management tree, if one does not exist in the management tree. 

Perform an ADD – to create the ../x* mode, if one does not exist

2.  Perform a GET on the ../x*/DownloadAndUpdate node. 

	Pass-Criteria
	1. The client created a firmware update managent object ../x* when requested by the server, if one does not exist – ADD returns 200
2. Verify the GET command returns 200 response.  Verify that  the following elements were returned for the GET on ../x*/DownloadAndUpdate:

PkgURL

	
	


6.1.5 Firmware Update Management Object Support - Verification of GET Access on ../x*/State
	Test Case Id
	FUMO-1.0-con-C-0001-5

	Test Object
	Client

	Test Case Description
	The purpose of this test is to verify GET access on mandatory FUMO objects in the DM tree.  

	Specification Reference
	[FUMO] Chapters 5.1


	SCR Reference
	FWUPDATE-C-003

FWUPDATE-C-005

	FWUPDATE-C-014

FWUPDATE-C-017


	Preconditions
	· A DM client  capable of supporting firmware update. It must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object /x* in the management tree, if one does not exist in the management tree. 

2.  Perform a GET on the ../x*/State node. 

	Pass-Criteria
	1. The client created a firmware update managent object ../x* when requested by the server, if one does not exist.
2. Verify the GET command returns 200 response.   Verify that the State returned is one of the valid ones.
The following State table enumerates the valid states: 

State 

Description 

Integer Value

Idle / Start

No pending operation
10

Download Failed

Download failed

20

Download Progressing

Download has started 

30

Download Complete

Download has been completed successfully

40

Ready to Update
Have data and awaiting command to start update

50

Update Progressing

Update has started

60

Update Failed / Have Data
Update failed but have update package

70

Update Failed / No Data

Update failed and no update package available
80
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7. Device Management Server Conformance Test Cases

8. There are no  conformance cases for the Server. Mandatory SCR items will be covered in the  interoperability test cases.  
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9. FUMO Interoperability Test Cases

9.1 Updating the Device - Test Group #1
9.1.1 Downloading an Update Package – Using OMA-DM Large Object and EXEC on ../x*/Update Node

	Test Case Id
	FUMO-1.0-iop-001-1

	Test Object
	Client device

	Test Case Description
	Purpose of this test is to ensure that a device supporting FUMO provides for the download of an update package using OMA-DM protocol 

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting download of an update package for firmware update using OMA-DM protocol. 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2.  Perform REPLACE on ../x*/Update/PkgData element.  This is REPLACE with LargeObject.  Expected result is 200
3
. Verify if the download through OMA-DM Large Object Download succeeded. 
4. Perform EXEC on ../x*/Update Node, optionally specifying the Correlator if supported by the server
5. Perform a GET on ../x*/State to verify that the State is set to a valid State.  Also verify that the ResultCode received is a valid one.  

	Pass-Criteria
	1. Update package is downloaded to the device.

2. REPLACE on ../x*/Update/PkgData returns 200
3. EXEC command on ../x*/Update returns 200

4.  Generic Alert 1226 returned by the client with :

a.  Result code 200 for success,
b. URI equal to FUMO URI ../x*
c.  Alert type of “org.openmobilealliance.dm.firmwareupdate.update”

d.  If the correlator was supplied on EXEC, the correct correlator. 

5. The ../x*/State is one of the valid states..

	
	


9.1.2 Downloading an Update Package – Using Alternative Download Mechanism and EXEC on Update node
	Test Case Id
	FUMO-1.0-iop-001-2

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using an alternative download mechanism.  It is verifies that the downloaded update package is consumed by the Exec invoked on the ../x*/Update node.

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting download of an update package for firmware update via alternate download mechanisms. 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object /x/ in the management tree, if one does not exist in the management tree.    

2.  Perform Replace on ../x*/Download/PkgURL
3. Perform Exec on ../x*/Download node

4.  Perform Exec on ../x*/Update Node
5.  Perform a GET on State to verify that the State is set to a valid State.

	Pass-Criteria
	1.  Replace command on x*/Download/PkgURL returns 200
2. Exec command on ../x*/Download/PkgURL return 200
3. Generic alert 1226 returned by the client with :

a.  Result code 200 for success,

b. URI equal to FUMO URI ../x*

c. Alert type of “org.openmobilealliance.dm.firmwareupdate.download”

d.  Ifthe correlator was supplied on EXEC, the correct correlator. 

The ../x*/State is one of the valid states.
4. Exec command on ../x*/Update returns 200 
5. Generic Alert 1226 returned by the client with :

a.  Result code 200 for success,

b. URI equal to FUMO URI ../x*

c.  Alert type of “org.openmobilealliance.dm.firmwareupdate.update”

d.  If the correlator was supplied on EXEC, the correct correlator. 

6. Verify that the update package consumed by the ../x*/Update node is the one downloaded from the ../x*/Download/PkgURL.

7.  The ../x*/State is one of the valid states/

	
	


9.1.3 Downloading an Update Package – Using Alternative Download Mechanism and EXEC on DownloadAndUpdate node
	Test Case Id
	FUMO-1.0-iop-001-3

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using an alternative download mechanism.  

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting download of an update package for firmware update. 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2. Perform Replace on ../x*/DownloadAndUpdate/PkgURL
3.Perform Exec on the ../x*/DownloadAndUpdate

4.  Perform a GET on State to verify that the State is set to a valid State and the ResultCode is a valid one.  

	Pass-Criteria
	1. Replace on ../x*/DownloadAndUpdate/PkgURL returns 200
2.  Update package is downloaded to the device during the Exec of the DownloadAndUpdate node.

3.  Exec command on ../x*/DownloadAndUpdate returns 200

4.  GenericAlert 1226 returned by the client with :

a.  Result code 200 for success,

b. URI equal to FUMO URI ../x*

c.  Alert type of “org.openmobilealliance.dm.firmwareupdate.downloadandupdate”

d.  If the correlator was supplied on EXEC, the correct correlator. 

5.  The ../x*/State is one of the valid states.

	
	


9.2 Device Management Client Interoperability Test Group #2 –Download Verification Tests

9.2.1 Downloading an Update Package – Using OMA-DM Large Object and EXEC on ../x*/Update Node

	Test Case Id
	FUMO-1.0-iop-002-1

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using OMA-DM protocol..  A Replace performed on x*/Download/PkgURL after a PkgData is Replaced should not cause the subsequent Exec on the Update node to download from the PkgURL.

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting download of an update package for firmware update using OMA DM protocol. 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2.  Perform replace on ../x*/Update/PkgData element.  This is Replace with LargeObject.  Expected result is 200
3. Perform Replace on ../x*/Download/PkgURL
4. Perform Exec on ../x/Update Node
5. Verify if the download through OMA-DM Large Object Download succeeded. 

	Pass-Criteria
	1. Update package is downloaded to the device.

2. REPLACE on ../x*/Update/PkgData returns 200

3. REPLACE command on x*/Download/PkgURL returns 200

4. EXEC command on ../x*/Update returns 200

5. New alert 1226 with :

a. Result code 200 for success,

b. URI equal to FUMO URI ../x*

c.  Alert type of “org.openmobilealliance.dm.firmwareupdate.update”

d.  If the correlator was supplied on EXEC, the correct correlator. 

6. GET ../x*/State is one of the valid states 


	
	


9.2.2 Downloading an Update Package – Using OMA-DM Large Object and EXEC on DownloadAndUpdate Node

	Test Case Id
	FUMO-1.0-iop-002-2

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using OMA-DM protocol. 

A Replace performed on x*/DownloadAndUpdate/PkgURL after a PkgData is Replaced should cause the subsequent Exec on the DownloadAndUpdate node to download from the PkgURL and to ignore the previous download into PkgData.

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client should be capable of supporting download of an update package for firmware update using OMA DM protocol. 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2.  Perform a Replace on the ../x*/Update/PkgData node 

3.  Set the ../x*/DownloadAndUpdate/PkgURL node 

4.  Invoke an Exec command on the ../x*/DownloadAndUpdate node

 

	Pass-Criteria
	1.  Verify ../x*/Update package is downloaded to the device from the PkgData

2. Verify if the ../x*/Update package is download from the PkgURL provided

3. Verify that the ../x*/Update node used the update package provided from the PkgURL and not the one downloaded via Large Object Download



	
	


9.2.2.1 Downloading an Update Package – Using OMA-DM Large Object and EXEC on DownloadAndUpdate Node, Alternative Procedure

	Test Case Id
	FUMO-1.0-iop-002-3

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using Alternate Download mechanism.
A Replace performed on x*/DownloadAndUpdate/PkgURL after a PkgData is Replaced should cause the subsequent Exec on the DownloadAndUpdate node to download from the PkgURL and to ignore the previous download into PkgData.  If the PkgURL is wrong, or erroneous, then the Exec on DownloadAndUpdate should return an error code in the ResultCode.

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client should be capable of supporting download of an update package for firmware update based on alternate download mechanism (such as DLOTA v1.0). 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2. Perform REPLACE on ../x*/Update/PkgData element.  This is REPLACE with LargeObject.  Expected result is 200?

3.  Perform REPLACE on ../x*/Download/PkgURL to show a blank PkgURL

4.  Perform EXEC on the ../x*/DownloadAndUpdate Node


	Pass-Criteria
	1. Verify that the pdate package is downloaded to the device from the ../x*/Update/PkgData element. REPLACE on PkgData returns 200 if it is supported.
2.  REPLACE command on ../x*/Download/PkgURL returns 200

3.  EXEC command on ../x*/DownloadAndUpdate returns error condition.
4. Generic Alert 1226 returned by the client with:
a.  Result code for error condition,

b. URI equal to FUMO URI ../x*

c.  Alert type of “org.openmobilealliance.dm.firmwareupdate.downloadandupdate”

d.  If the correlator was supplied on EXEC, the correct correlator. 

5. The ../x*/State is one of the valid states .


	
	


9.2.3 Downloading an Update Package – Using Alternative Download Mechanism and EXEC on Update node
	Test Case Id
	FUMO-1.0-iop-002-

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using an alternative download mechanism. It is verified that the downloaded update package is consumed by the Exec invoked on the ../x*/Update node.

A Replace performed on ../x*/Update/PkgData is overwritten by a subsequent download caused by a Exec on the ../x*/Download node after the ../x*/Download/PkgURL is Replaced.   Thus, the subsequent Exec on the Download node causes the new download to replace the old one due to PkgData.

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting download of an update package for firmware update via alternate download mechanisms. 
· The DM client must be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2  Perform Replace on ../x*/Update/PkgData node..  This is Replace with LargeObject.  Expected result is 200.

3. Perform Replace on ../x*/Download/PkgURL
4. Invoke an Exec on the ../x*/Download node

4. Perform Exec on ../x*/Update Node


	Pass-Criteria
	1.  Verify that the Update package is downloaded to the device via large object download (assuming it is supported). REPLACE on PkgData returns 200

2.  Replace command on ../x*/Download/PkgURL returns 200
3. Exec command on ../x*/Download/PkgURL return 200

4. Exec command on ../x*/Update returns 200
5. GenericAlert 1226 returned by the client with :

e. Result code 200 for success,

f. URI equal to FUMO URI ../x*

g.  Alert type of “org.openmobilealliance.dm.firmwareupdate.download”

h.  If the correlator was supplied on EXEC, the correct correlator. 

The ../x*/State is one of the valid states.
6. Verify that the update package consumed by the Update node is the one downloaded from the ../x*/Download/PkgURL


	
	


9.2.4 Downloading an Update Package – Using Alternative Download Mechanism and EXEC on DownloadAndUpdate node
	Test Case Id
	FUMO-1.0-iop-002-5

	Test Object
	Client device

	Test Case Description
	Purpose of this verification is to ensure that a device supporting FUMO provides for the download of an update package using an alternative download mechanism. 
A download due to a Replace on the PkgData element is ignored and a fresh download is conducted when the ../x*/DownloadAndUpdate/PkgURL is Replaced and an Exec is invoked on the ../x*/DownloadAndUpdate node.

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-003
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting download of an update package for firmware update using Alternate Download mechanism. 
· The DM clientmust be configured to work with a DM server. 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2.  Perform Replace on ../x*/Update/PkgData node.  This is Replace with LargeObject.  Expected result is 200, if supported

3.  Perform Replace on ../x*/DownloadAndUpdate/PkgURL


	Pass-Criteria
	1.  Replace on ../x*/PkgData returns 200
2. Replace on ../x*/DownloadAndUpdate/PkgURL returns 200
3.  Update package is downloaded to the device during the Exec of the ../x*/DownloadAndUpdate node.

4.  Exec command on ../x*/DownloadAndUpdate returns 200

6. 5.   Generic Alert 1226 returned by the client with :

a.  Result code 200 for success,

b. URI equal to FUMO URI ../x*

c. Alert type of “org.openmobilealliance.dm.firmwareupdate.downloadandupdate”

d.  If the correlator was supplied on EXEC, the correct correlator. 

The ../x*/State is one of the valid states.


	
	


9.3 Device Management Client Interoperability Test Group #3 - Error Flow Tests 

9.3.1 Failure due to missing update packages – Alternative Downloads
	Test Case Id
	FUMO-1.0-iop-003-1

	Test Object
	Client device

	Test Case Description
	To test client behaviour in case of Failure – missing update packages.  The URI provided by the download descriptor is wrong.

	Specification Reference
	[FUMO] Chapters 14

	SCR Reference
	FWUPDATE-C-006

FWUPDATE-C-007
FWUPDATE-C-014
FWUPDATE-C-017

FWUPDATE-C-018

FWUPDATE-C-019

	

	Preconditions
	· The DM client must be configured to work with a DM server. 
· The DM client  supports Alert 1226.
· The DM client support Alternate Download mechanism for downloading update package.

	Test Procedure
	1. Create a particular firmware update managed object ../x* in the management tree, if one does not exist in the management tree.    

2. Ensure that the update package does not exist on a download /delivery server, to cause a failure condition

3.  Invoke an Exec on the ../x*/Download node or on the ../x*/DownloadAndUpdate node

4. Verify that the right error results code is returned by client. – 502: Bad URL

	Pass-Criteria
	1. Exec is invoked and returns 200.
2.  Verify client returns Alert 1226 with :
a.  Result code 502 Bad URL,

b. URI equal to FUMO URI ../x*

c.  Alert type of “org.openmobilealliance.dm.firmwareupdate.download” or “org.openmobilealliance.dm.firmwareupdate.downloadandupdate”
d.  If the correlator was supplied on EXEC, the correct correlator. 

The ../x*/State is one of the valid states.

	
	


9.3.2 Failure due to Incomplete Download – OMA-DM Download
	Test Case Id
	FUMO-1.0-iop-003-2

	Test Object
	Client device and DM Server

	Test Case Description
	To test client behaviour in case of Failure – incomplete download of update packages during OMA-DM Download.

	Specification Reference
	[FUMO] Chapters 14

	SCR Reference
	FWUPDATE-C-007
FWUPDATE-C-014

FWUPDATE-C-015
FWUPDATE-C-017

FWUPDATE-C-018

FWUPDATE-C-019

	

	Preconditions
	· It must be possible to interrupt downloads fron the DM Server
·  The DM client must be configured to work with a DM server. 
· 

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2. Ensure that the update package is not completely downloaded, to cause a failure condition.  

3. Invoke a Replace command on ../x*/Update/PkgData node.  Then, during the middle of the download, interrupt the download.  This step assumes that there exists a mechanism to stop downloads prematurely – such as a management screen that displays active downloads.  The Replace returns a failure status code.
4. Get on ../x*/State is one of the valid ones.. 

	Pass-Criteria
	The status field of the Replace command returns the appropriate error code?

	
	


9.3.3 Failure due to Incomplete Download – Alternate Download
	
Test Case Id
	FUMO-1.0-iop-003-3

	Test Object
	Client device and DM Server

	Test Case Description
	To test client behaviour in case of Failure – incomplete download of update packages during Alternate download mechanism.

	Specification Reference
	[FUMO] Chapters 14

	SCR Reference
	FWUPDATE-C-007
FWUPDATE-C-014

FWUPDATE-C-015
FWUPDATE-C-017

FWUPDATE-C-018

FWUPDATE-C-019

	

	Preconditions
	· The DM client must be configured to work with a DM server. 
· The DM client should support Alert 1226.

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2. Ensure that the update package is not completely downloaded, to cause a failure condition.  

3.  Invoke an Exec on the ../x*/DownloadAndUpdate node.  Stop the download before the entire package is received.  This step assumes that there exists a mechanism in the client to stop downloads prematurely – such as a management screen that displays active downloads.

4.  Verify client returns Alert Code 1226 with:
e. Result code 501 Download Failed,

f. URI equal to FUMO URI ../x*

g.  Alert type of  “org.openmobilealliance.dm.firmwareupdate.downloadandupdate”

h.  If the correlator was supplied on EXEC, the correct correlator. 

The ../x*/State is one of the valid states. 

	Pass-Criteria
	Exec is invoked and a failure ResultCode 501: Download Failed, is sent by client, received by server.

	
	


9.3.4 Failure due to Corrupted Update Package Downloaded – Alternate Download

	Test Case Id
	FUMO-1.0-iop-003-4

	Test Object
	Client device and DM Server

	Test Case Description
	To test client behaviour in case of Failure – corrupted update package downloaded.

	Specification Reference
	[FUMO] Chapters 14

	SCR Reference
	FWUPDATE-C-007
FWUPDATE-C-014

FWUPDATE-C-015
FWUPDATE-C-017

FWUPDATE-C-018

FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting firmware update. 
· The DM client must be configured to work with a DM server. 
· The DM client should support Alert 1226.
· A corrupted update package is provided by the client implementor / OEM

	Test Procedure
	1. Create a particular firmware update managed object ../x*/ in the management tree, if one does not exist in the management tree.    

2. Ensure that the update package is corrupted when it is downloaded, to cause a failure condition.  For example, a few bytes may be changed in the update package before it is downloaded.

3.  Invoke an Exec on the ../x*/Download node or on the ../x*/DownloadAndUpdate node.

4.  Verify client returns Alert Code 1226 with:
a.  Result code 403 Corrupted FW_UP,

b. URI equal to FUMO URI ../x*

c.  Alert type of  “org.openmobilealliance.dm.firmwareupdate.download” or “org.openmobilealliance.dm.firmwareupdate.downloadandupdate”

d.  If the correlator was supplied on EXEC, the correct correlator. 

The ../x*/State is one of the valid states.

	Pass-Criteria
	1. Exec is invoked and a failure ResultCode 403: Corrupted FW_UP is sent by the client and  received by the server.  

	
	


9.4 Device Management Client Interoperability Test Group #4 
9.4.1 FUMO Optional Elements - Verification of DM Tree structure contatining Optional elements
	Test Case Id
	FUMO-1.0-opt-004-1

	Test Object
	Client 

	Test Case Description
	This test verifies that the device can set and retrieve the optional elements of FUMO, if the optional elements are supported by the client

	Specification Reference
	[FUMO] Chapters 5.1

	SCR Reference
	FWUPDATE-C-005
FWUPDATE-C-017
FWUPDATE-C-018
FWUPDATE-C-019

	

	Preconditions
	· A DM client capable of supporting setting and retrieval of values for the optional FUMO elements. 
· The device should support Firmware Updates.

	Test Procedure
	1. Create a particular firmware update managed object ../x* in the management tree, if one does not exist in the management tree. 

2.  If supported, Add/Replace ../x*/PkgName 
     If supported, Add/Replace ../x*/PkgVersion
2.  Perform a GET on the ../x*/PkgName node.

3.  Perform a GET on the ../x*/PkgVersion node.


	Pass-Criteria
	1. The client created a firmware update managent object ../x* when requested by the server, if one does not exist

2. If supported, Add/ Replace is possible on ../x*/PkgName
3. If supported, Add/ Replace is possible on ../x*/PkgVersion
4. Verify the GET command returns 200 response for GET for ../x*/PkgName.

5. Verify the GET command returns 200 response for GET for ../x*/PkgVersion.




9.4.2 Determining the location of a FUMO based on DDF 
	
Test Case Id
	FUMO-1.0-iop-004-2

	Test Object
	Server 

	Test Case Description
	Purpose of this verification is to ensure that a server supporting firmware update management object is capable of determining the location of a FUMO on a device based on DDF.

	Specification Reference
	[FUMO] Chapters 5.1


	SCR Reference
	FWUPDATE-S-001

	

	Preconditions
	· A DM server capable of supporting firmware update. 
· The DM client be configured to work with a device. 
· A DDF is available for the DM client under test
· The DM server should be able to retrieve and process a DDF for the device

	Test Procedure
	1. Retrieve a DDF.  

How a DDF is retrieved by the DM Server, or processed by the DM server, is implementation specific. However, each DM server is expected to retrieve a DDF information based on DevInfo, and possibly even DevDetail information.

2. Determine the location of the FUMO from the DDF.

	Pass-Criteria
	1. The server can determine the location of a FUMO and create one in the device, if one does not exist.
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Appendix A. SCR mapping to Test Case

A.1 SCR for FUMO Tree Structure

	Item
	Function
	Reference
	Status
	Requirement
	Test Case

	FWUPDATE-T-001
	Use of org.openmobilealliance/1.0/FirmwareUpdateManagementObject for the node type for the <x> node
	Section 5
	M
	
	

	FWUPDATE-T-002
	Support for x/Download
	Section 5.2.4
	O
	FWUPDATE-T-010
	

	FWUPDATE-T-003
	Support for x/DownloadAndUpdate
	Section 5.2.8
	O
	FWUPDATE-T-009
	

	FWUPDATE-T-004
	Support for x/Update
	Section 5.2.6
	O
	FWUPDATE-T-011
	

	FWUPDATE-T-005
	Support for PkgName
	Section 5.2.2
	O
	
	

	FWUPDATE-T-006
	Support for PkgVersion
	Section 5.2.3
	O
	
	

	FWUPDATE-T-007
	Support for Ext
	Section 5.2.11
	O
	
	

	FWUPDATE-T-008
	Support for State
	Section 5.2.10
	M
	
	FUMO-1.0-Con-C-001-1

	FWUPDATE-T-009
	Support for  x/DownloadAndUpdate/PkgURL
	Section 5.2.9
	O
	
	

	FWUPDATE-T-010
	Support for  x/Download/PkgURL
	Section 5.2.5
	O
	
	

	FWUPDATE-T-011
	Support for  x/Update/PkgData
	Section 5.2.7
	O
	
	


A.2 SCR for FUMO Client

	Item
	Function
	Reference
	Status
	Requirement
	TestCase

	FWUPDATE-C-001
	Support for Package Download Operation
	Section 6.1.1
	M
	FWUPDATE-C-003 OR

FWUPDATE-C-010
	

	FWUPDATE-C-002
	Support for Exec
	Section 6.1
	M
	
	

	FWUPDATE-C-003
	Support for Alternative Download of Update Package
	Section 6.1.1, 6.1.3
	O
	FWUPDATE-C-004 OR FWUPDATE-C-007


	

	FWUPDATE-C-004
	Support for Exec on x/Download
	Section 6.1.1
	O
	FWUPDATE-T-002 AND 

(FWUPDATE-C-005 OR FWUPDATE-C-006)
	

	FWUPDATE-C-005
	Support for Add of x/Download/PkgURL
	Section 5.1.5
	O
	
	

	FWUPDATE-C-006
	Support for Replace of x/Download/PkgURL
	Section 5.1.5
	O
	
	

	FWUPDATE-C-007
	Support for Exec on x/DownloadAndUpdate
	Section 5.1.8
	O
	FWUPDATE-T-003 AND 

(FWUPDATE-C-008 OR FWUPDATE-C-009)
	

	FWUPDATE-C-008
	Support for Add of x/DownloadAndUpdate/PkgURL
	Section 5.1.9
	O
	
	

	FWUPDATE-C-009
	Support for Replace of x/DownloadAndUpdate/PkgURL
	Section 5.1.9
	O
	
	

	FWUPDATE-C-010
	Support for OMA DM Based Package Download (large object transfer)
	Section 6.1
	O
	FWUPDATE-T-004 AND 

(FWUPDATE-C-011 OR FWUPDATE-C-012)
	

	FWUPDATE-C-011
	Support for Add of  x/Update/PkgData
	Section 5.1.7
	O
	
	

	FWUPDATE-C-012
	Support for Replace of x/Update/PkgData
	Section 5.1.7
	O
	
	

	FWUPDATE-C-013
	Support for Update Operation
	Section 6.1.2, 5.1.6
	M
	FWUPDATE-C-007 OR FWUPDATE-C-014
	

	FWUPDATE-C-014
	Support for Exec on x/Update
	Section 5.1.6
	O
	FWUPDATE-C-004 OR

FWUPDATE-C-010
	

	FWUPDATE-C-015
	Support for Generic Alert for result reporting
	Section 6.2
	M
	
	

	FWUPDATE-C-016
	Use FUMO URI for result reporting
	Section 6.2.1
	M
	
	

	FWUPDATE-C-017
	Use predefined result codes for result reporting
	Section 6.2.4
	M
	
	

	FWUPDATE-C-018
	Use predefined alert types for result reporting
	Section 6.2.2
	M
	
	

	FWUPDATE-C-019
	Support for Correlator


	Section 6.2.3
	M
	
	

	FWUPDATE-C-020
	Use alert severities for result reporting
	Section 6.2
	O
	
	

	FWUPDATE-C-021
	Support for Client Initiated Firmware Update
	Section 7
	O
	FWUPDATE-C-022 AND

FWUPDATE-C-023 AND

FWUPDATE-C-025 AND

FWUPDATE-C-026
	

	FWUPDATE-C-022
	Support for Generic Alert for Client Initiated Firmware Update
	Section 7.1.1
	O
	
	

	FWUPDATE-C-023
	Use of the predefined Alert Types for Client Initiated Firmware Update
	Section 7.1.2
	O
	
	

	FWUPDATE-C-024
	Use of the FUMO URI
	Section 7.1.3
	O
	
	

	FWUPDATE-C-025
	Use of String as Data Type
	Section 7.1.4
	O
	
	

	FWUPDATE-C-026
	Use of User Interaction Alert prior to update
	Section 6.1
	O
	
	


A.3 SCR for FUMO Server

	Item
	Function
	Reference
	Status
	Requirement
	Test Case

	FWUPDATE-S-001
	Support for the Firmware Update Management Object
	Section 5
	M
	
	

	FWUPDATE-S-002
	Support for receiving Generic Alert
	Section 6.2
	M
	
	

	FWUPDATE-S-003
	Support for Correlator
	Section 6.2.3
	O
	
	

	FWUPDATE-S-004
	Support for Exec
	Section 6
	M
	
	








�It may be very difficult to do this.  Especially if the OMA DL server is part of the TestFest infrastructure.


�I don’t think we need this testcase as I don’t think there is a requirement that a server be able to process the DDF.  Some manufacturers might not even publish their DDF.


�Is this a duplicate of 7.3.1?


�Is this a duplicate of 7.3.2?


�I don’t think we need this testcase as I don’t think there is a requirement that a server be able to process the DDF.  Some manufacturers might not even publish their DDF.
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