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	Replaces:
	n/a


1 Reason for Change

The use of "tricky" characters in the UserID and password SHOULD be tested during the login transactions (both 2-way and 4-way login).
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP IMPS SWG SHOULD agree these test cases, and replace IMPS-1.2.1-con-C-SAP-001, IMPS-1.2.1-con-C-SAP-005, IMPS-1.2.1-con-S-SAP-001 by the proposed test cases.
6 Detailed Change Proposal

6.1 IMPS-1.2.1-con Client

6.1.1 IMPS-1.2.1-con-C-SAP
	Test Case Id
	IMPS-1.2.1-con-C-SAP-001

	Test Purpose
	Verify the Login functionality (2-way, correct password), with special characters in UserID and password.

	Test Object
	Client A

	Test Case Description
	The purpose is to verify that the login functionality is correctly performed
Verification is done by performing a 2-way login (or 4-way) towards a test tool, which will verify that the login is correct.

	Specification Reference
	[OMA-IMPS-WV-CSP-SCR-V1_2-20050125-A] §5, § 10.1, § 10.3

	SCR Reference
	Client SCR Items Tested

SERV-1

Support of Service Access Point functionality

M

SAP-3

Support for 2-way Login transaction

M

LOGIN-5

2-way mode login is performed when the LoginRequest contains the element “Password-String” as plain text.

M



	Tool
	IMPS Conformance tool

	Test code
	Validated test code for test case IMPS-1.2.1-con-C-SAP-001

	Preconditions
	· Client A is not logged in.
· User selects 2-way login (if it is not default)

· The UserID of the account is composed by letters, numbers, "+", "_" and "/"

· The password of this account is composed by letters, numbers, "-", "_" and "."

	Test Procedure
	1. Client A performs the login procedure towards the test tool using the User ID and password specified during account creation. 
2. 
Note: The login procedure may be preceded by Version Discovery, includes Service Negotiation and optionally includes Client Capability Negotiation. These interactions may not be represented in the client’s user interface.

	Pass-Criteria
	The test tool confirms a successful login and Client A displays a visual confirmation.


	Test Case Id
	IMPS-1.2.1-con-C-SAP-005

	Test Purpose
	Verify the Login functionality (4-way, correct password), with special characters in UserID and password.

	Test Object
	Client A

	Test Case Description
	The purpose is to verify that the 4-way login functionality is correctly performed. 

Verification is done by performing a 4-way login towards a test tool, which will verify that the login is correct.

	Specification Reference
	[OMA-IMPS-WV-CSP-SCR-V1_2-20050125-A] §5, § 10.1, § 10.3

	SCR Reference
	Client SCR Items Tested

SERV-1

Support of Service Access Point functionality

M

SAP-4

Support for 4-way Login transaction

O

LOGIN-6

4-way mode login is performed when the LoginRequest contains the element “Supported Digest Schema”

M

LOGIN-7

If 4-way mode login is performed, The transaction-

ID is the same in all four primitives.
LOGIN-8

If 4-way mode login is performed, in the first LoginResponse the server sends back a challenge “nonce” based on “Digest Schema”.

M

LOGIN-9

Upon receiving a challenge “nonce” (4-way mode login) the client responds with a LoginRequest with the BASE64-encoded result string based on the “schema”.

M



	Tool
	IMPS Conformance tool

	Test code
	Validated test code for test case IMPS-1.2.1-con-C-SAP-005

	Preconditions
	· Client A is not logged in.
·  User selects 4-way login (if it not default)
Capability:

· Client A supports the MD5 digest scheme.
· The UserID of the account is composed by letters, numbers, "+", "_" and "/"

· The password of this account is composed by letters, numbers, "-", "_" and "."


	Test Procedure
	1. User selects 4-way login (if not default).

2. Client A performs the login procedure towards the test tool using the User ID and password specified during account creation.

3. 
Note: The login procedure may be preceded by Version Discovery, includes Service Negotiation and optionally includes Client Capability Negotiation. These interactions may not be represented in the client’s user interface.

	Pass-Criteria
	The test tool confirms a successful login and client A displays a visual confirmation.


6.2 IMPS-1.2.1-con Server

6.2.1 IMPS-1.2.1-con-S-SAP

	Test Case Id
	IMPS-1.2.1-con-S-SAP-001

	Test Purpose
	Verify the Login functionality (2-way, correct password) with special characters in UserID and password

	Test Object
	Server

	Test Case Description
	The purpose is to verify that the 2-way login functionality is correctly performed. 

Verification is done by performing a 2-way login from a test tool, which will verify that the login response from the server is correct.

	Specification Reference
	[OMA-IMPS-WV-CSP-SCR-V1_2-20050125-A] §5, § 10.1, § 10.3

	SCR Reference
	Server SCR Items Tested

SERV-1

Support of Service Access Point functionality

M

SAP-3

Support for 2-way Login transaction

M

LOGIN-1

When LoginRequest is sent to the SAP, and no error occurs, the SAP responds with a LoginResponse primitive in both 2-way and 4-way login modes.

M

LOGIN-5

2-way mode login is performed when the LoginRequest contains the element “Password-String” as plain text.

M

LOGIN-10

The server verifies that the password is valid

M



	Tool
	IMPS Conformance tool

	Test code
	Validated test code for test case IMPS-1.2.1-con-S-SAP-001.

	Preconditions
	· The server has at least 1 user account existing on it.
· The UserID of the account is composed by letters, numbers, "+", "_" and "/"

· The password of this account is composed by letters, numbers, "-", "_" and "."

	Test Procedure
	1. The test tool performs a 2-way login.

2. The server responds to the login request that was sent from the test tool.
3. 

	Pass-Criteria
	The server confirms the login with a LoginResponse to the test tool. The test tool verifies that the response is correct.
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