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1.1 Client Conformance Testing, Network Initiated
1.1.1 Establishment and termination of secure session for SUPL session
1.1.1.1 MAC and Key Identity
1.1.1.1.1 SUPL-1.0-con-0XX - Correct MAC and Key Identity.

	Test Case Id
	SUPL-1.0-con-0XX

	Test Object
	Client

	Test Case Description
	To test SET correctly supports MAC and Key Identity

	Specification Reference
	ULP 6, 7, 8, AD 7

	SCR Reference
	ULP-A-C-001, ULP-A-C-002, ULP-A-C-003, ULP-A-C-004, ULP-A-C-005, ULP-A-C-006, ULP-C-C-001

	Tool
	SUPL Client Conformance Test Tool

	Test code
	Validated test code for this test case

	Preconditions
	State:

Continuation of / Can be tested at the same time as:

Prerequisite for this test: For 3GPP SETs, the SET shall support PSK-TLS. Ensure SET is provisioned with a MAC_KEYID known to the Conformance Test Tool

	Test Procedure
	1. Start a NI Location Session with the MAC and Key Identity fields in the SUPL INIT message set to valid values.
2. Ensure the Location Session completes successfully.

	Pass-Criteria
	1. At step 2 the Location Session shall complete successfully.


1.1.1.1.2 SUPL-1.0-con-0XX - Incorrect MAC.

	Test Case Id
	SUPL-1.0-con-0XX

	Test Object
	Client

	Test Case Description
	To test SET correctly rejects an incorrect MAC

	Specification Reference
	ULP 6, 7, 8, AD 7

	SCR Reference
	ULP-A-C-001, ULP-A-C-002, ULP-A-C-003, ULP-A-C-004, ULP-A-C-005, ULP-A-C-006, ULP-C-C-001

	Tool
	SUPL Client Conformance Test Tool

	Test code
	Validated test code for this test case

	Preconditions
	State:

Continuation of / Can be tested at the same time as:

Prerequisite for this test: For 3GPP SETs, the SET shall support PSK-TLS. Ensure SET is provisioned with a MAC_KEYID known to the Conformance Test Tool

	Test Procedure
	1. Start a NI Location Session with an incorrect value of MAC field (e.g. by inverting the final bit of the field) and correct Key Identity field in the SUPL INIT message.
2. For a 3GPP SET ensure the Location Session completes successfully or for a 3GPP2 SET ensure the SET does not respond to the SUPL INIT message.

	Pass-Criteria
	1. At step 2 for a 3GPP SET the Location Session shall complete successfully, for a 3GPP2 SET the SET shall not respond to the SUPL INIT message.


1.1.1.1.3 SUPL-1.0-con-0XX - Incorrect Key Identity.

	Test Case Id
	SUPL-1.0-con-0XX

	Test Object
	Client

	Test Case Description
	To test SET correctly rejects an incorrect Key Identity

	Specification Reference
	ULP 6, 7, 8, AD 7

	SCR Reference
	ULP-A-C-001, ULP-A-C-002, ULP-A-C-003, ULP-A-C-004, ULP-A-C-005, ULP-A-C-006, ULP-C-C-001

	Tool
	SUPL Client Conformance Test Tool

	Test code
	Validated test code for this test case

	Preconditions
	State:

Continuation of / Can be tested at the same time as:

Prerequisite for this test: For 3GPP SETs, the SET shall support PSK-TLS. Ensure SET is provisioned with a MAC_KEYID known to the Conformance Test Tool. For a 3GPP2 SET ensure SET is also provisioned with another key such as KEYID2 known to the Conformance Test Tool.

	Test Procedure
	1. Start a NI Location Session with a correct value of MAC field and a value of Key Identity in the Key Identity field that is not stored in the SET (e.g. by inverting the final bit of the field) in the SUPL INIT message.
2. For a 3GPP SET ensure the Location Session completes successfully or for a 3GPP2 SET ensure the SET does not respond to the SUPL INIT message.

3. For a 3GPP2 SET repeat the test from step 1 using a value of Key Identity which is stored in the SET but which was not used to generate the MAC (e.g. use the value of KEYID2).

	Pass-Criteria
	1. At step 2 for each test, for a 3GPP SET the Location Session shall complete successfully, for a 3GPP2 SET the SET shall not respond to the SUPL INIT message.
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