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1 Reason for Change

The OMA XDM Core specifications released 22 Nov. 2005 updated the specifications the test case PoC-1.0-con-C-0741 test.
2 Impact on Backward Compatibility

The change in OMA-TS-XDM_Core-V1_0-20051122-C no longer requires the qop header.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA-TS-XDM_Core-V1_0-20051122-C changes the HTTP Digest authentication to no longer require the “qop” header to be set to “auth-int”.  The requirement needs to be removed from the test case PoC-1.0-Con-C-0741 in the specification OMA-ETS-POC-CON-V1_0-20051020-A.
6 Detailed Change Proposal

The change to be made is shown below:

This is the current test case in document OMA-ETS-POC-CON-V1_0-20051020-A.

7.1.3.1 PoC-1.0-con-C-0741 - Support for HTTP Digest Authentication of Client

	Test Case ID
	PoC-1.0-con-C-0741

	Test Object
	PoC XDM Client (UE)

	Test Case Description
	Verify that the PoC XDM client supports HTTP Digest Authentication. In particular the test case will check processing in the client

	Specification Reference
	[OMA-XDM-Core] 6.4.1 (For details refer to Appendix A.1)

	SCR Reference
	XDM-XDMC-C-005

	Tool
	POC XDM Conformance Tool

	Test code
	Validated test code for test case PoC-1.0-con-C-0741

	Preconditions
	The UE is powered on and the PoC XDM Client is registered with the SIP/IP core with public user identity of [XUI1] (see clause 3.6.1). The PoC XDM Client does not contain valid authentication credentials.
PoC XDM Client does not hold local copies of the PoC Group documents MyPoCGroups.xml and MyOtherGroups.xml.

The PoC Group documents MyPoCGroups.xml and MyOtherGroups.xml exist in the “Users” tree for PoC User 1 within the test tool.

	Test Procedure
	1.
PoC XDM client issues a GET request in order to retrieve the PoC Group document MyPoCGroups.xml from the test tool.

2.
PoC XDM client receives "HTTP/1.1 401 Unauthorized" with a WWW-Authenticate header. The WWW-Authenticate header returned includes a "qop-options" parameter with string value "auth-int"; and includes an algorithm parameter with value "MD5".

3.
PoC XDM client repeats the GET request including an "Authorization" header.

4.
PoC XDM client receives HTTP "200 OK" including PoC Group document MyPoCGroups.xml.

5.
PoC XDM client issues another GET request, in order to retrieve the PoC Group document MyOtherGroups.xml from the test tool.

6.
Poc XDM client receives "HTTP/1.1 401 Unauthorized" with a WWW-Authenticate header "stale" parameter set to "true". The WWW-Authenticate header includes a "qop-options" parameter with string value "auth-int"; and includes an algorithm parameter with value "MD5". The WWW-Authenticate header includes a new nonce value and "stale" parameter set to "true".

7.
PoC XDM client repeats the GET request including an "Authorization" header using the new "nonce" value.

8.
PoC XDM client receives HTTP "200 OK" including PoC Group document MyOtherGroups.xml

	Pass Criteria
	3a.
The Authorization header shall include a nonce-count value of "nc=00000001" in the "digest-response" parameter".

3b.
The value of the "username" parameter in the Authorization header shall be the public user identity resulting from registration with the SIP/IP core.

3c.
The "digest-response" parameter shall be complete and correct as defined in clause 3.2.2 of RFC 2617.

3d.
The Authorization header shall include a message-qop value of "auth-int" in the "digest-response" parameter".

5a.
The Authorization header shall include a nonce-count value of "nc=00000002" in the "digest-response" parameter".

5b.
The value of the "username" parameter in the Authorization header shall be the public user identity resulting from registration with the SIP/IP core.

5c.
The "digest-response" parameter returned shall be complete and correct as defined in clause 3.2.2 of RFC 2617.

5d.
The Authorization header shall include a message-qop value of "auth-int" in the "digest-response" parameter".

7a.
The Authorization header shall include a nonce-count value of "nc=00000001" and include the new nonce value supplied by the test tool in step 6.

7b.
The value of the "username" parameter in the Authorization header shall be the public user identity resulting from registration with the SIP/IP core.

7c.
The "digest-response" parameter shall be complete and correct as defined in clause 3.2.2 of RFC 2617.

7d.
The Authorization header shall include a message-qop value of "auth-int" in the "digest-response" parameter".


Appendix A. Specification References and Requirement Text (Informative)

A.1 Client Test Cases

	Test Case ID
	PoC-1.0-con-C-0741

	Test Object
	PoC XDM Client (UE)

	Test Case Description
	Verify that the PoC XDM client supports HTTP Digest Authentication. In particular the test case will check processing in the client

	Specification Reference
	[OMA-XDM-Core] 6.4.1

	Requirement Text

[OMA-XDM-Core] 6.4.1
	If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDM Client and the Aggregation Proxy (see [XDMAD]) SHALL support the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication SHALL conform to [RFC2617] with the following clarifications:

The HTTP server (“401 Unauthorized”) SHALL be used;

the “rspauth” parameter MAY be used to provide mutual authentication;

the “username” parameter SHALL contain the SIP URI identifying the user (the public user identity);

the “qop” header shall be set to “auth-int”


The updated test case will be as follows:

7.1.3.1 PoC-1.0-con-C-0741 - Support for HTTP Digest Authentication of Client

	Test Case ID
	PoC-1.0-con-C-0741

	Test Object
	PoC XDM Client (UE)

	Test Case Description
	Verify that the PoC XDM client supports HTTP Digest Authentication. In particular the test case will check processing in the client

	Specification Reference
	[OMA-XDM-Core] 6.4.1 (For details refer to Appendix A.1)

	SCR Reference
	XDM-XDMC-C-005

	Tool
	POC XDM Conformance Tool

	Test code
	Validated test code for test case PoC-1.0-con-C-0741

	Preconditions
	The UE is powered on and the PoC XDM Client is registered with the SIP/IP core with public user identity of [XUI1] (see clause 3.6.1). The PoC XDM Client does not contain valid authentication credentials.
PoC XDM Client does not hold local copies of the PoC Group documents MyPoCGroups.xml and MyOtherGroups.xml.

The PoC Group documents MyPoCGroups.xml and MyOtherGroups.xml exist in the “Users” tree for PoC User 1 within the test tool.

	Test Procedure
	1.
PoC XDM client issues a GET request in order to retrieve the PoC Group document MyPoCGroups.xml from the test tool.

2.
PoC XDM client receives "HTTP/1.1 401 Unauthorized" with a WWW-Authenticate header. The WWW-Authenticate header returned includes an algorithm parameter with value "MD5".

3.
PoC XDM client repeats the GET request including an "Authorization" header.

4.
PoC XDM client receives HTTP "200 OK" including PoC Group document MyPoCGroups.xml.

5.
PoC XDM client issues another GET request, in order to retrieve the PoC Group document MyOtherGroups.xml from the test tool.

6.
Poc XDM client receives "HTTP/1.1 401 Unauthorized" with a WWW-Authenticate header "stale" parameter set to "true". The WWW-Authenticate header includes an algorithm parameter with value "MD5". The WWW-Authenticate header includes a new nonce value and "stale" parameter set to "true".

7.
PoC XDM client repeats the GET request including an "Authorization" header using the new "nonce" value.

8.
PoC XDM client receives HTTP "200 OK" including PoC Group document MyOtherGroups.xml

	Pass Criteria
	3a.
The Authorization header shall include a nonce-count value of "nc=00000001" in the "digest-response" parameter".

3b.
The value of the "username" parameter in the Authorization header shall be the public user identity resulting from registration with the SIP/IP core.

3c.
The "digest-response" parameter shall be complete and correct as defined in clause 3.2.2 of RFC 2617.

5a.
The Authorization header shall include a nonce-count value of "nc=00000002" in the "digest-response" parameter".

5b.
The value of the "username" parameter in the Authorization header shall be the public user identity resulting from registration with the SIP/IP core.

5c.
The "digest-response" parameter returned shall be complete and correct as defined in clause 3.2.2 of RFC 2617.

7a.
The Authorization header shall include a nonce-count value of "nc=00000001" and include the new nonce value supplied by the test tool in step 6.

7b.
The value of the "username" parameter in the Authorization header shall be the public user identity resulting from registration with the SIP/IP core.

7c.
The "digest-response" parameter shall be complete and correct as defined in clause 3.2.2 of RFC 2617.


Appendix B. Specification References and Requirement Text (Informative)

B.1 Client Test Cases
	Test Case ID
	PoC-1.0-con-C-0741

	Test Object
	PoC XDM Client (UE)

	Test Case Description
	Verify that the PoC XDM client supports HTTP Digest Authentication. In particular the test case will check processing in the client

	Specification Reference
	[OMA-XDM-Core] 6.4.1

	Requirement Text

[OMA-XDM-Core] 6.4.1
	If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDM Client and the Aggregation Proxy (see [XDMAD]) SHALL support the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication SHALL conform to [RFC2617] with the following clarifications:

The HTTP server (“401 Unauthorized”) SHALL be used;

the “rspauth” parameter MAY be used to provide mutual authentication;

the “username” parameter SHALL contain the SIP URI identifying the user (the public user identity);
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