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	Title:
	Test case for Alternative ciphering suites
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	IOP-MEC

	Doc to Change:
	OMA-ETS-SUPL-V1_0-20070116-C

	Submission Date:
	10th March 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
1: Major Change
 FORMCHECKBOX 
  2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Richard Catmur, Spirent.

	Replaces:
	n/a


1 Reason for Change

There is currently no Client Conformance test case to test the ability of the SET to correctly use different ciphering suites
A new test case is proposed.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the proposed changes.

6 Detailed Change Proposal

Changes are detailed below: 
1.1.1.1.1 SUPL-1.0-con-024 – Alternative Ciphering Suites.

	Test Case Id
	SUPL-1.0-con-024

	Test Object
	Client

	Test Case Description
	To test SET correctly uses alternative ciphering suites

	Specification Reference
	ULP 6, 7, 8, AD 7

	SCR Reference
	ULP-A-C-001, ULP-A-C-002, ULP-A-C-004, ULP-A-C-005

	Tool
	SUPL Client Conformance Test Tool

	Test code
	Validated test code for this test case

	Preconditions
	State:

Continuation of / Can be tested at the same time as:

Prerequisite for this test: None.

	Test Procedure
	Test 1: Mandatory Ciphering suites
Case 1: TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]

1. Configure the Conformance Test Tool to use  TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]
2. Start a NI Location Session. 
3. Ensure the SET establishes a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]
4. Ensure the Location Session completes successfully. 

Case 2: TLS_RSA_WITH_NULL_SHA

5. Configure the Conformance Test Tool to use  TLS_RSA_WITH_NULL_SHA

6. Start a NI Location Session. 

7. Ensure the SET establishes a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_NULL_SHA

8. Ensure the Location Session completes successfully. 

Test 2: Optional Ciphering suite [Optional]:

9. Configure the Conformance Test Tool to use  TLS_RSA_WITH_3DES_EDE_CBC_SHA

10. Start a NI Location Session. 

11. Ensure the SET establishes a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_3DES_EDE_CBC_SHA 

12. Ensure the Location Session completes successfully. 

	Pass-Criteria
	Test 1:

1. At step 3 the SET shall establish a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]
2. At step 7 the SET shall establish a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_NULL_SHA
3. At step 4 and 8 the Location Session shall complete successfully. 

Test 2: 
4. At step 11 the SET shall establish a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_3DES_EDE_CBC_SHA 

5 At step 12 the Location Session shall complete successfully. 
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