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1 Reason for Change

The contribution presents test cases on Security (Mandatory and Optional).
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this CR so that the test cases are added to the XDM 2 ETS.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.1.1 Security Test Cases

5.1.1.1 Normal flow

5.1.1.1.2 XDM-2.0-int-XXX1 HTTP Digest Authentication

	Test Case Id
	XDM-2.0-int-XXX1

	Test Object
	UE with XDMC, Aggregation Proxy

	Test Case Description
	Verify that both an XDMC and an Aggregation Proxy support HTTP Digest mechanism for client authentication, and interoperate.

	Specification Reference
	[OMA_XDM_CORE] 6.1, 6.3, 5.1.1

	SCR Reference
	ETR: SEC-001, XDM_Core-SEC-C-001-M, XDM_Core-SEC-C-002-M, XDM_Core-SEC-S-002-M, XDM_Core-SEC-S-003-M 

	Tool
	Not available.

	Test code
	Not available.

	Preconditions
	· Equipment:

· UE (with User1 credentials)

· Aggregation Proxy

· Prerequisite for this test:

· User1 is preconfigured in the network with valid credentials.

· The UE is powered off.

· Authentication is enabled in the Aggregation Proxy.

· The XDMC communicates with an XDMS when the user accesses the documents for the first time after power up.

· UE does not have any documents stored locally for User1

· Logging might be required for this test case, in order to fully verify the successful authentication.

	Test Procedure
	1. UE1 is powered on.

2. XDMS is contacted to retrieve User1 document (s).

	Pass-Criteria
	2. No failed authentication indication is displayed to the user. No HTTP “403 Forbidden” error response is sent to the XDMC.


5.1.1.1.2 XDM-2.0-int-XXX2 HTTP over TLS

	Test Case Id
	XDM-2.0-int-XXX2

	Test Object
	UE with XDMC, Aggregation Proxy, Search Proxy

	Test Case Description
	Verify that both an XDMC and an Aggregation Proxy and a Search Proxy support HTTP over TLS for server authentication, integrity and confidentiality protection, and interoperate.

	Specification Reference
	[OMA_XDM_CORE] 6.1, 6.3.1.1, 6.4, 5.1.4

	SCR Reference
	ETR: SEC-002, XDM_Core-SEC-C-002-M, XDM_Core-SEC-S-003-M 

	Tool
	Not available.

	Test code
	Not available.

	Preconditions
	

	Test Procedure
	

	Pass-Criteria
	


5.1.1.1.3 Authorization

	Test Case Id
	XDM-2.0-int-XXX3

	Test Object
	UE with XDMC, any XDMS

	Test Case Description
	Verify that an XDMS allows only authorized XDMC to access an XML document, while an unauthorized XDMC is denied access.

	Specification Reference
	[OMA_XDM_CORE] 6.2, 5.1.5

	SCR Reference
	ETR: SEC-003, XDM_Core-SEC-S-001-M 

	Tool
	Not available.

	Test code
	Not available.

	Preconditions
	· Equipment:

· UE (with User1 credentials)

· Any XDMS
· Prerequisite for this test:

· User1 is preconfigured in the network with valid credentials.

· The UE is powered on and User1 successfully authenticated.

· UE does not have any documents stored locally for User1.
· XDMC has been granted access rights to retrieve Document1.
· Logging might be required for this test case, in order to fully verify the successful authorization.

	Test Procedure
	1. XDMS is contacted by User1 to retrieve Document1 

2. XDMS is contacted by User1 to retrieve Document2.

	Pass-Criteria
	2. No failed authorization indication is displayed to the user regarding Document1. No HTTP “403 Forbidden” error response is sent to the XDMC.
3. A failed authorization indication is displayed to the user regarding Document2. HTTP “403 Forbidden” error response is sent to the XDMC.


5.1.1.1.4 XDM Client identity assertion
	Test Case Id
	XDM-2.0-int-XXX4

	Test Object
	UE with XDMC, Aggregation Proxy

	Test Case Description
	Verify that an XDMC asserts authenticated identity; and an Aggregation Proxy checks if the right identity is asserted, if not asserts the right identity.

	Specification Reference
	[OMA_XDM_CORE] 6.1, 6.3, 5.1.2

	SCR Reference
	ETR: SEC-004, XDM_Core-SEC-C-005-M, XDM_Core-SEC-S-005-M  

	Tool
	Not available.

	Test code
	Not available.

	Preconditions
	· Equipment:

· UE (with User1 credentials)
· Aggregation Proxy
· Any XDMS
· Prerequisite for this test:

· User1 is preconfigured in the network with valid credentials.

· The UE is powered on and User1 successfully authenticated.

· XDMC has been granted access rights to retrieve Document1.
· Logging might be required for this test case, in order to fully verify the successful identity assertion.

	Test Procedure
	1. XDMS is contacted by User1 to retrieve Document1 

	Pass-Criteria
	1.
a) The aggregation proxy has inserted X-XCAP-Asserted-Identity 
on HTTP request using User1 credentials’s username.

b) User1 can display Document1.


5.1.1.1.5 XDM Client identity sharing
	Test Case Id
	XDM-2.0-int-XXX5

	Test Object
	UE with XDMC, Aggregation Proxy, Search Proxy

	Test Case Description
	Verify that an XDMC authentication and identity assertion is shared by an Aggregation Proxy and a Search Proxy.

	Specification Reference
	[OMA_XDM_CORE] 6.4, 6.5, 5.1.3

	SCR Reference
	ETR: SEC-005, XDM_Core-SEC-S-007-M  

	Tool
	Not available.

	Test code
	Not available.

	Preconditions
	· Equipment:

· UE (with User1 credentials)
· 2 Aggregation Proxy
· Search Proxy
· Prerequisite for this test:

· User1 is preconfigured in the network with valid credentials.

· The UE is powered on and User1 successfully authenticated.

· Aggregation Proxy of Remote Network is responsible for the target domain of received XCAP requests or Search Requests.

· Remote Network is considered to be a trusted network.

· There is a user (User2) which User1 wants to search that matches the search profile.
· Logging might be required for this test case, in order to fully verify identity sharing.

	Test Procedure
	1. UE is powered on.
2. User1 submits a query to find users that have a given profile (Age, Gender, Intention, City or country) target to the domain of Remote Network.
3. XDMC forwards the query to Search Proxy via Aggregation Proxy.
4. The Search Proxy routes the query to the Aggregation Proxy of the Remote Network.

5. Aggregation Proxy of remote network returns the results to the Search Proxy.
6. The Aggregation Proxy returns the identifier of User2 to the XDMC of UE1.

7. UE1 displays the search results to User1.

	Pass-Criteria
	2. X-XCAP-Asserted-Identity of HTTP Search request is kept for comparison.

3. X-XCAP-Asserted-Identity of HTTP Search request is same as in step above.

4. X-XCAP-Asserted-Identity of HTTP Search request is same as in step 2.

5. X-XCAP-Asserted-Identity of HTTP Search response is same as in step 2.

6. User1 can see the result with User2 data.
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