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1 Reason for Change

SUPL INIT protection test cases added for Client Conformance. 
2 Impact on Backward Compatibility

No impact on backward compatibility.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the changes detailed below.

6 Detailed Change Proposal

5.1 Client Conformance: Network Initiated
NEXT CHANGED SECTION
5.1.2 Single sessions
5.1.2.1 SUPL-2.0-con-009 – Basic SUPL INIT protection [Includes optional features]
	Test Case Id
	SUPL-2.0-con-009

	Test Object
	Client

	Test Case Description
	To test SET correctly supports Basic SUPL INIT protection

	Specification Reference
	ULP TS 6, 9

	SCR Reference
	ULP-PRO-C-004-O, ULP-PRO-C-037-O

	Tool
	SUPL Client Conformance Test Tool

	Test code
	Validated test code for this test case

	Preconditions
	State:

Continuation of / Can be tested at the same time as:

Prerequisite for this test:
Applicability: 

ics_PSK_TLS

	Test Procedure
	Run all Cases.

Case 1: Correct support.
Note that if the SET supports PSK-TLS with GBA by default, then this Case is not necessary as it will be tested inherently during other testing, however it is required so that the following Cases start from a known state.
1. Clear any SUPL_INIT_ROOT_KEY from the Conformance Test Tool
2. Start a normal NI Location Session 
3. In SUPL INIT set:

· Positioning Method to Enhanced Cell / sector
· Protection Level set:

· Level to Null Protection
4. The SET connects to the H-SLP and indicates support for PSK-TLS with GBA
5. The SET sends SUPL POS INIT using PSK-TLS
6. Send SUPL END

7. Release the secure IP connection
8. Start a normal NI Location Session 

9. In SUPL INIT set:

· Positioning Method to Enhanced Cell / sector
· Protection Level set:

· Level to Basic Protection
· Basic Protection Parameters to suitable values
10. The SET connects to the H-SLP using PSK-TLS with GBA

11. The SET sends SUPL POS INIT

12. Send SUPL END

13. Release the secure IP connection

Case 2: Correct discard procedure – incorrect Protection Level
Case 3: Correct discard procedure – incorrect Key Identity
Case 4: Correct discard procedure – incorrect Basic Replay Counter
14. Start a normal NI Location Session 

15. In SUPL INIT set:

· Positioning Method to Enhanced Cell / sector
· Case 2: Protection Level set:

· Level to Null Protection
· Basic Protection Parameters to suitable values
· Case 3, Case 4: Protection Level set:

· Level to Basic Protection

· Case 3: Basic Protection Parameters:

· Key Identifier set to an incorrect value (not equal to the current B-TID)
· Basic Replay Counter and Basic MAC set to suitable values
· Case 4: Basic Protection Parameters:

· Key Identifier and Basic MAC set to suitable values 

· Basic Replay Counter set to a value of 0 (the value that has already been used in step 10)
16. The SET does not respond (SUPL INIT is discarded)
17. Release the secure IP connection
Case 5: Key expiry.

18. Repeat Case 1 but after step 1 set the lifetime of the new SUPL_INIT_ROOT_KEY to a suitable short value so that it will expire after step 13 (e.g. two minutes)
19. After step 13 wait for the SUPL_INIT_ROOT_KEY to expire
20. Start a normal NI Location Session 

21. In SUPL INIT set:

· Positioning Method to Enhanced Cell / sector
· Protection Level set:

· Level to Null Protection

22. The SET connects to the H-SLP and indicates support for PSK-TLS with GBA

23. The SET sends SUPL POS INIT using PSK-TLS
24. Send SUPL END

25. Release the secure IP connection

26. Start a normal NI Location Session 

27. In SUPL INIT set:

· Positioning Method to Enhanced Cell / sector
· Protection Level set:

· Level to Basic Protection

· Basic Protection Parameters to suitable values

28. The SET connects to the H-SLP using PSK-TLS with GBA

29. The SET sends SUPL POS INIT

30. Send SUPL END

31. Release the secure IP connection

	Pass-Criteria
	All Cases:

1. At step 11 the SET shall send SUPL POS INIT

2. At step 12 the session shall end successfully

Case 2, Case 3, Case 4: 

· 3. At step 16 the SET shall not respond
· Case 5:

4. At step 24 the SET shall send SUPL POS INIT

5. At step 25 the session shall end successfully

6. At step 30 the SET shall send SUPL POS INIT

· 7. At step 31 the session shall end successfully


NEXT CHANGED SECTION

Appendix B. Conformance Test Case applicability

B.1 Introduction

This section shall help implementers of the SUPL 2.0 Enabler to select appropriate Conformance test cases that are applicable to the features implemented.

This appendix lists all test cases testing only mandatory features, ICS (Implementation Conformance Specification), IXIT (Implementation eXtra Information) and a mapping from ICS/IXIT to applicable test cases as defined by the Open Mobile Alliance.

B.2 Test Cases testing only mandatory features

These Conformance test cases are independent from any applicability, are testing only mandatory SCRs and SHALL be run with every implementation.

	Test Case

	SUPL-2.0-con-XXX-1, -2, -3 Compatible Versions

	SUPL-2.0-con-XXX-1 Unsupported Versions

	SUPL-2.0-con-1XX-1, -2 - Compatible Versions

	SUPL-2.0-con-XXX -1 - Timeout UT1 Immediate session

	SUPL-2.0-con-XXX -3 - Timeout UT2 (NI) No SUPL POS session (Immediate session)

	SUPL-2.0-con-XXX -3 - Timeout UT2 (SI) No SUPL POS session (Immediate session)

	SUPL-2.0-con-0XX – Emergency Services Location Requests

	SUPL-2.0-con-0XX – Emergency Services Location Request – Interaction with normal SUPL session




B.3 Applicability

B.3.1 Client ICS

	ICS
	Description
	SCR
Reference(s)
	Supported (yes/no)

	ics_PSK_TLS
	PSK-TLS with GBA supported
	ULP-PRO-C-004-O, ULP-PRO-C-037-O
	

	ics_support_SUPLV1.0
	SUPL V1.0 supported
	
	

	ics_ notification_currentLocation
	Notification based on current location supported
	ULP-PRO-C-029-O
	

	ics_real_time
	Real time reporting supported
	ULP-PRO-C-046-O
	

	ics_quasi_real_time
	Quasi real time reporting supported
	ULP-PRO-C-047-O
	

	ics_periodic_Network_initiated
	Periodic trigger in Network initiated call flows supported
	ULP-PRO-C-032-O
	

	ics_periodic_SET_initiated
	Periodic trigger in SET initiated call flows supported
	ULP-PRO-C-032-O
	

	ics_SETbased_in_quasi_real_time
	SET based positioning in quasi real time reporting supported
	-
	

	ics_AGPSSETassisted_Network_initiated
	A-GPS SET assisted mode in Network initiated call flows supported
	ULP-PRO-C-012-O
	

	ics_AGPSSETassisted_SET_initiated
	A-GPS SET assisted mode in SET initiated call flows supported
	ULP-PRO-C-012-O
	

	ics_AGPSSETbased_Network_initiated
	A-GPS SET based mode in Network initiated call flows supported
	ULP-PRO-C-013-O
	

	ics_AGPSSETbased_SET_initiated
	A-GPS SET based mode in SET initiated call flows supported
	ULP-PRO-C-013-O
	

	ics_autonomousGPS_Network_initiated
	Autonomous GPS mode in Network initiated call flows supported
	ULP-PRO-C-014-O
	


B.4 ICS to test case mapping

According to the ICS described above the applicable test cases can be derived from the following table.

	Applicability
	Test Cases

	ics_PSK_TLS
	5.1.2.2 SUPL-2.0-con-009 – Basic SUPL INIT protection



	ics_support_SUPLV1.0
	SUPL-2.0-con-010-4 Compatible Versions

	NOT ics_support_SUPLV1.0
	SUPL-2.0-con-011-2 Unsupported Versions

	ics_ notification_currentLocation
	SUPL-2.0-con-025 Notification and verification based on current location. Test 1: User accepts the verification

SUPL-2.0-con-025 Notification and verification based on current location. Test 2: User denies the verification

SUPL-2.0-con-072 - Timeout UT5
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