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1. Scope

This document describes in detail available test cases for LAWMO V1.0.

The test cases are split in two categories, conformance and interoperability test cases.

The conformance test cases are aimed to verify the adherence to normative requirements described in the technical specifications. 

The interoperability test cases are aimed to verify that implementations of the specifications work satisfactory.

If either conformance or interoperability tests do not exists at the creation of the test specification this part should be marked not available.

2. References

2.1 Normative References

	[DMPRO]
	“OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance™, OMA-TS-DM_Protocol-V1_2, 
URL: http://www.openmobilealliance.org/ 

	[DMREPRO]
	“OMA DM Representation Protocol”, Version 1.2, Open Mobile Alliance™, OMA-TS-DM_RepPro-V1_2, 
URL: http://www.openmobilealliance.org/ 

	[LAWMO-AD]
	“LAWMO Architecture”, Version 1.0, Open Mobile Alliance™, OMA-ADLAWMO-V1_0, 
URL: http://www.openmobilealliance.org/ 

	[LAWMO-DDF]
	“LAWMO DDF”, Version 1.0, Open Mobile Alliance™, OMA-SUP-MO_LAWMO-V1_0,

URL: http://www.openmobilealliance.org/

	[LAWMO-RD]
	“LAWMO Requirements”, Version 1.0, Open Mobile Alliance™, OMA-RDLAWMO-V1_0, 
URL: http://www.openmobilealliance.org/ 

	[LAWMO-TS]
	“Lock and Wipe Management Object”, Version 1.0, Open Mobile Alliance™, OMA-TS-LAWMO-V1_0,

URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt 

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, 
URL: http://www.ietf.org/rfc/rfc4234.txt 

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, 
URL: http://www.openmobilealliance.org/ 

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.8, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_8, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Device
	see [OMADICT]

	Factory Reset
	The act of resetting the device to its initial factory state.

	Fully Lock Device
	The act of rendering the device fully inoperable from unauthorised usage except for: functions mandated by law (e.g. emergency calls) and participating LAWMO sessions as well as other data sessions that aid in the recovery of the device.

	LAWMO Alert
	LAWMO-specific alerts which convey the result of LAWMO Operations via the DM Generic Alert mechanism [DMPRO].

	LAWMO Operations
	Lock Device, Unlock Device, Wipe Device’s Data and Factory Reset operations which may be invoked on a Lock and Wipe MO.

	Lock Device
	The act of rendering the device fully inoperable from unauthorised usage according to which lock level is chosen.



	Management Object
	A data model for information which is a logical part of the interfaces exposed by DM components.

	Partially Lock Device
	To render the device inoperable from unauthorised usage except for receiving incoming calls, functions mandated by law (e.g. emergency calls), and participating in LAWMO sessions as well as other data sessions that aid in the recovery of the device.

	Unlock Device
	To re-enable all Device functionalities previously locked by the Fully Lock Device and Partially Lock Device operations.

	Wipe Device’s Data
	The act of permanently erasing personal and/or enterprise-related data from the device.

	
	

	
	


3.3 Abbreviations

	DDF
	Data model Description File

	DM
	Device Management

	DMS
	Device Management Server

	IOP
	Interoperability

	LAWMO
	Lock And Wipe Management Object

	MO
	Management Object

	MOI
	Management Object Identifier

	OMA
	Open Mobile Alliance

	
	


4. Introduction

The purpose of this document is to provide test cases for LAWMO Enabler Release 1.0.

The implementation of some features is optional for the Clients and/or the Servers in the LAWMO Enabler.  The tests associated with these optional features are marked as "(Includes Optional Features)" in the test specification.

This document defines test cases for the Lock and Wipe Management Object employed in a Lock and Wipe management process that leverages OMA DM protocol [DMPRO].  It also covers test cases for LAWMO Client and LAWMO Server-side behaviour associated with Lock and Wipe Management Object necessary to remotely manage the Device.

5. LAWMO Conformance Test Cases
5.1 Static DDF Conformance Test
	Test Case Id
	LAWMO-1.0-con-001

	Test Object
	DDF file provided by the Client vendor

	Test Case Description
	Manual verification of the DDF file

	Specification Reference
	[LAWMO-DDF] 

	SCR Reference
	LAWMO-T-001-M

LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M 

	Tool
	None

	Test code
	None

	Preconditions
	1. Equipment:

· 1 Client 

· Prerequisite for this test:

· The DDF file is provided by the Client vendor


	Test Procedure
	1. DDF file is made available
2. The contents of DDF is examined to ensure compliance

	Pass-Criteria
	1. The MOI is correct
2. All required nodes are present

3. If an optional node is present, all required nodes under it are present

4. The DFType of each node is as specified in the enabler

5. The DFFormat of each node is as specified in the enabler

6. The minimum occurrence of each node is as specified in the enabler

7. The maximum occurrence of each node is as specified in the enabler


Table 1: Test Information for LAWMO-1.0-con-001 Conformance Test 

6. LAWMO Interoperability Test Cases

6.1 Verify Tree Structure
	Test Case Id
	LAWMO-1.0-int-001

	Test Object
	Client and Server under test

	Test Case Description
	Verify that the LAWMO Client supports the required LAWMO elements and the required nodes in the DM tree

	Specification Reference
	[LAWMO-TS] sections 5.1, 5.2 

	SCR Reference
	LAWMO-T-001-M

LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M 

	ETR Reference
	DDF

DDF-MOI

DDF-MUST

DDF-Cond

DDF-DFType

DDF-Format

DDF-Min-Occ

DDF-Max-Occ

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO
2. The LAWMO Client MUST be configured to work with a LAWMO Server

3. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

4. An established DM session between DM Client and DM Server

	Test Procedure
	1. Perform an ADD to create the top-level LAWMO node (<x>) in the Management Tree, if one does not exist

a. If the Client implementation does not create the full sub-tree, the Server will perform additional ADD commands to create the rest of the sub-tree

2. Perform a GET on <x> node, to verify that it exists and to verify that all its sub-nodes are present
3. Perform additional GET commands to retrieve the full sub-tree under <x>

	Pass-Criteria
	1. Verify that all required nodes are present

2. Verify that all required nodes under optional nodes are present, if the parent optional node is present 


Table 2: Test Information for LAWMO-1.0-int-001 Interoperability Test

6.2 Fully Lock with Synchronous Reporting

	Test Case Id
	LAWMO-1.0-int-002

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a FullyLock operation with synchronous result reporting, without providing notification to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-001-M
LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	FullyLock

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/FullyLock

2. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The status message from the Exec in step 1:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed
2. The value of the <x>/State node retrieved in step 2 is ‘10’ (Fully Locked)

3. There is no notification to the user about the result of the operation

4. The Device is fully locked


Table 3: Test Information for LAWMO-1.0-int-002 Interoperability Test

6.3 Fully Lock with Asynchronous Reporting

	Test Case Id
	LAWMO-1.0-int-003

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a FullyLock operation with asynchronous result reporting, without providing notification to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-001-M
LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	FullyLock

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server performs an Exec on <x>/Operations/FullyLock

2. Server receives a Generic Alert corresponding to the Exec command

3. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The result code from Exec in step 1 is 202 (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. The value of the <x>/State node retrieved in step 3 is ‘10’ (Fully Locked)

4. There is no notification to the user about the result of the operation

5. The device is fully locked


Table 4: Test Information for LAWMO-1.0-int-003 Interoperability Test

6.4 Partially Lock with Synchronous Reporting

	Test Case Id
	LAWMO-1.0-int-004

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a PartiallyLock operation with synchronous result reporting, without providing notification to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-002-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	PartiallyLock

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/PartiallyLock

2. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The status message from the Exec in step 1:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

2. The value of the <x>/State node retrieved in step 2 is ‘20’ (Partially Locked)

3. There is no notification to the user about the result of the operation

4. The device is partially locked


Table 5: Test Information for LAWMO-1.0-int-004 Interoperability Test

6.5 Partially Lock with Asynchronous Reporting

	Test Case Id
	LAWMO-1.0-int-005

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a PartiallyLock operation with asynchronous result reporting, without providing notification to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-002-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	PartiallyLock

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server performs an Exec on <x>/Operations/PartiallyLock

2. Server receives a Generic Alert corresponding to the Exec command

3. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. The value of the <x>/State node retrieved in step 3 is ‘20’ (Partially Locked)

4. There is no notification to the user about the result of the operation

5. The device is partially locked


Table 6: Test Information for LAWMO-1.0-int-005 Interoperability Test

6.6 Unlock with Synchronous Reporting

	Test Case Id
	LAWMO-1.0-int-006

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing an UnLock operation with synchronous result reporting, without providing notification to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-003-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	UnLock

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/UnLock

2. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The status message from the Exec in step 1:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

2. The value of the <x>/State node retrieved in step 2 is ‘30’ (UnLocked)

3. There is no notification to the user about the result of the operation

4. The device is fully unlocked


Table 7: Test Information for LAWMO-1.0-int-006 Interoperability Test

6.7 Unlock with Asynchronous Reporting

	Test Case Id
	LAWMO-1.0-int-007

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a UnLock operation with asynchronous result reporting, without providing notification to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-003-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	UnLock

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server performs an Exec on <x>/Operations/UnLock

2. Server receives a Generic Alert corresponding to the Exec command

3. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. The value of the <x>/State node retrieved in step 3 is ‘30’ (UnLocked)

4. There is no notification to the user about the result of the operation

5. The device is fully unlocked


Table 8: Test Information for LAWMO-1.0-int-007 Interoperability Test

6.8 Factory Reset 

	Test Case Id
	LAWMO-1.0-int-008

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Factory Reset operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-004-M

LAWMO-S-001-M 

	ETR Reference
	FactoryReset

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client MUST be configured to work with a LAWMO Server

3. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

4. An established DM session between DM Client and DM Server

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/FactoryReset

	Pass-Criteria
	1. The status code from the Exec, the <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
2. The Device has been restored to its initial factory settings


Table 9: Test Information for LAWMO-1.0-int-008 Interoperability Test

6.9 Fully Lock with Synchronous Reporting and Notification

	Test Case Id
	LAWMO-1.0-int-009

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a FullyLock operation with synchronous result reporting, providing a notification after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-001-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	FullyLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/FullyLock

2. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The status message from the Exec in step 1:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

2. The value of the <x>/State node retrieved in step 2 is ‘10’ (Fully Locked)

3. A notification is displayed on the Device with the result of the operation

4. The Device is fully locked


Table 10: Test Information for LAWMO-1.0-int-009 Interoperability Test

6.10 Fully Lock with Asynchronous Reporting and Notification
	Test Case Id
	LAWMO-1.0-int-010

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a FullyLock operation with asynchronous result reporting, providing a notification after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-001-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	FullyLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. Server performs an Exec on <x>/Operations/FullyLock

2. Server receives a Generic Alert corresponding to the Exec command

3. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. The value of the <x>/State node retrieved in step 3 is ‘10’ (Fully Locked)

4. A notification is displayed on the Device with the result of the operation

5. The device is fully locked


Table 11: Test Information for LAWMO-1.0-int-010 Interoperability Test

6.11 Partially Lock with Synchronous Reporting and Notification
	Test Case Id
	LAWMO-1.0-int-011

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a PartiallyLock operation with synchronous result reporting, providing a notification after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-002-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	PartiallyLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/PartiallyLock

2. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The status message from the Exec in step 1:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

2. The value of the <x>/State node retrieved in step 2 is ‘20’ (Partially Locked)

3. A notification is displayed on the Device with the result of the operation

4. The device is partially locked


Table 12: Test Information for LAWMO-1.0-int-011 Interoperability Test

6.12 Partially Lock with Asynchronous Reporting and Notification
	Test Case Id
	LAWMO-1.0-int-012

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a PartiallyLock operation with asynchronous result reporting, providing a notification after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-002-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	PartiallyLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. Server performs an Exec on <x>/Operations/PartiallyLock

2. Server receives a Generic Alert corresponding to the Exec command

3. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. The value of the <x>/State node retrieved in step 3 is ‘20’ (Partially Locked)

4. A notification is displayed on the Device with the result of the operation

5. The device is partially locked


Table 13: Test Information for LAWMO-1.0-int-012 Interoperability Test

6.13 Unlock with Synchronous Reporting and Notification
	Test Case Id
	LAWMO-1.0-int-013

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing an UnLock operation with synchronous result reporting, providing a notification after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-003-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	UnLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. Server performs an Exec on the <x>/Operations/UnLock

2. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The status message from the Exec in step 1:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

2. The value of the <x>/State node retrieved in step 2 is ‘30’ (UnLocked)

3. A notification is displayed on the Device with the result of the operation

4. The device is fully unlocked


Table 14: Test Information for LAWMO-1.0-int-013 Interoperability Test

6.14 Unlock with Asynchronous Reporting and Notification
	Test Case Id
	LAWMO-1.0-int-014

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a UnLock operation with asynchronous result reporting, providing a notification after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M 

LAWMO-C-003-M 

LAWMO-C-011-O
LAWMO-S-001-M 

	ETR Reference
	UnLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. Server performs an Exec on <x>/Operations/UnLock

2. Server receives a Generic Alert corresponding to the Exec command

3. Server performs a Get on the <x>/State node

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. The value of the <x>/State node retrieved in step 3 is ‘30’ (UnLocked)

4. A notification is displayed on the Device with the result of the operation

5. The device is fully unlocked


Table 15: Test Information for LAWMO-1.0-int-014 Interoperability Test

6.15 Create Wipe List

	Test Case Id
	LAWMO-1.0-int-015

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when the Server creates the AvailableWipeList sub-tree

	Specification Reference
	[LAWMO-TS] sections 6.1 

	SCR Reference
	LAWMO-T-003-O
LAWMO-C-005-O
LAWMO-C-007-M

LAWMO-S-003-M

	ETR Reference
	Configure

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client MUST be configured to work with a LAWMO Server

3. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

4. An established DM session between DM Client and DM Server

5. The LAWMO Client supports the <x>/AvailableWipeList node and its sub-tree
6. The Client allows the Server to control the AvailableWipeList sub-tree

	Test Procedure
	1. The Server creates the <x>/AvailableWipeList node and multiple <x> sub-trees below it

	Pass-Criteria
	1. The commands used to perform step 1 are successful


Table 16: Test Information for LAWMO-1.0-int-015 Interoperability Test

6.16 Wipe with Synchronous Reporting

	Test Case Id
	LAWMO-1.0-int-016

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with synchronous result. The Server only configures the flags whether a category is to be wiped. Notification is not provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node

8. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server perform one or more Replace commands to set the values of some <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “True”

2. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. All the Replace commands in step 1 are successful

2. The status message from the Exec in step 2:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. There is no notification to the user about the result of the operation

4. The requested data was wiped


Table 17: Test Information for LAWMO-1.0-int-016 Interoperability Test

6.17 Wipe with Asynchronous Reporting
	Test Case Id
	LAWMO-1.0-int-017

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with asynchronous result. The Server only configures the flags whether a category is to be wiped. Notification is not provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	UnLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node
8. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server perform one or more Replace commands to set the values of some <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “True”

2. Server performs an Exec on the <x>/Operations/Wipe
3. Server receives a Generic Alert corresponding to the Exec command

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

a. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

c. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO TS]
3. There is no notification to the user about the result of the operation

4. The requested data was wiped


Table 18: Test Information for LAWMO-1.0-int-017 Interoperability Test

6.18 Configure+Wipe with Synchronous Reporting

	Test Case Id
	LAWMO-1.0-int-018

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with synchronous result. The Server configures the list of data to be wiped. Notification is not provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M

LAWMO-C-009-M

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. The Server creates the <x>/AvailableWipeList with values set for each <x>/ListItemName and at least one <x>/AvailableWipeList/<x>/ToBeWiped node is set to value of “True”

2. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. The sub-tree in step 1 is created
2. The status message from the Exec in step 2:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. There is no notification to the user about the result of the operation

4. The requested data was wiped


Table 19: Test Information for LAWMO-1.0-int-018 Interoperability Test

6.19 Configure+Wipe with Asynchronous Reporting

	Test Case Id
	LAWMO-1.0-int-019

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with asynchronous result. The Server configures the list of data to be wiped. Notification is not provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M

LAWMO-C-009-M

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	UnLock

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	a. The Server creates the <x>/AvailableWipeList with values set for each <x>/ListItemName and at least one <x>/AvailableWipeList/<x>/ToBeWiped node is set to value of “True”

b. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. The sub-tree in step 1 is created 

2. The result code from Exec in step 2 is “202” (Accepted for Processing)

3. The Generic Alert contents are:

1. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
2. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO-TS]
4. There is no notification to the user about the result of the operation

5. The requested data was wiped


Table 20: Test Information for LAWMO-1.0-int-019 Interoperability Test

6.20 Wipe with Synchronous Reporting and Notification

	Test Case Id
	LAWMO-1.0-int-020

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with synchronous result. The Server only configures the flags whether a category is to be wiped. Notification is provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

8. The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node

	Test Procedure
	1. Server perform one or more Replace commands to set the values of some <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “True”

2. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. All the Replace commands in step 1 are successful

2. The status message from the Exec in step 2:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. A notification is displayed on the Device with the result of the operation
4. The requested data was wiped


Table 21: Test Information for LAWMO-1.0-int-020 Interoperability Test

6.21 Wipe with Asynchronous Reporting and Notification

	Test Case Id
	LAWMO-1.0-int-021

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with asynchronous result. The Server only configures the flags whether a category is to be wiped. Notification is provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

8. The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node

	Test Procedure
	a. Server perform one or more Replace commands to set the values of some <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “True”

b. Server performs an Exec on the <x>/Operations/Wipe

c. Server receives a Generic Alert corresponding to the Exec command

	Pass-Criteria
	1. The result code from Exec in step 1 is “202” (Accepted for Processing)

2. The Generic Alert contents are:

1. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
2. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO-TS]
3. A notification is displayed on the Device with the result of the operation
4. The requested data was wiped


Table 22: Test Information for LAWMO-1.0-int-021 Interoperability Test

6.22 Configure+Wipe with Synchronous Reporting and Notification

	Test Case Id
	LAWMO-1.0-int-022

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with synchronous result. The Server configures the list of data to be wiped. Notification is provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M

LAWMO-C-009-M

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Configure

Wipe

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support synchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	1. The Server creates the <x>/AvailableWipeList with values set for each <x>/ListItemName and at least one <x>/AvailableWipeList/<x>/ToBeWiped node is set to value of “True”

2. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. The sub-tree in step 1 is created

2. The status message from the Exec in step 2:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. A notification is displayed on the Device with the result of the operation
4. The requested data was wiped


Table 23: Test Information for LAWMO-1.0-int-022 Interoperability Test

6.23 Configure+Wipe with Asynchronous Reporting and Notification

	Test Case Id
	LAWMO-1.0-int-023

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation with asynchronous result. The Server configures the list of data to be wiped. Notification is provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.3, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M

LAWMO-C-009-M

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Configure

Wipe

Notify

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client support asynchronous reporting on the Exec command

3. The LAWMO Client MUST be configured to work with a LAWMO Server

4. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

5. An established DM session between DM Client and DM Server

6. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

7. The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	a. The Server creates the <x>/AvailableWipeList with values set for each <x>/ListItemName and at least one <x>/AvailableWipeList/<x>/ToBeWiped node is set to value of “True”

b. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. The sub-tree in step 1 is created 

2. The result code from Exec in step 2 is “202” (Accepted for Processing)

3. The Generic Alert contents are:

1. The <Item>/<Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
2. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. The <Item>/<Meta> element conforms to the specifications in section 6.3 [LAWMO-TS]
4. A notification is displayed on the Device with the result of the operation
5. The requested data was wiped


Table 24: Test Information for LAWMO-1.0-int-023 Interoperability Test

6.24 Wipe with sub-tree deletion without notification
	Test Case Id
	LAWMO-1.0-int-024

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation, with the Client deleting the AvailableWipeList/<x> sub-trees. Notification is not provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M
LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client MUST be configured to work with a LAWMO Server

3. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

4. An established DM session between DM Client and DM Server

5. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

6. The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node

7. The Client is configured to support deletion of the AvailableWipeList/<x> sub-tree after the data specified in that sub-tree was successfully deleted
8. The node <x>/LAWMOConfig/NotifyUser is either not present or is present and its value is “False”

	Test Procedure
	1. Server perform one or more Replace commands to set the values of one or more <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “True”

2. Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	1. All the Replace commands in step 1 are successful

2. The status message from the Exec in step 2:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

3. The requested data was wiped

4. All the <x>/AvailableWipeList/<x> sub-trees that were configured to be wiped are also deleted from the tree
5. There is no notification to the user about the result of the operation


Table 25: Test Information for LAWMO-1.0-int-024 Interoperability Test

6.25 Wipe with sub-tree deletion with notification
	Test Case Id
	LAWMO-1.0-int-025

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation, with the Client deleting the AvailableWipeList/<x> sub-trees. Notification is provided to the user after the operation

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M 

LAWMO-C-011-O
LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

	Tool
	None

	Test code
	None

	Preconditions
	The DM Client supports LAWMO

The LAWMO Client MUST be configured to work with a LAWMO Server

The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

An established DM session between DM Client and DM Server

The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node

The Client is configured to support deletion of the AvailableWipeList/<x> sub-tree after the data specified in that sub-tree was successfully deleted
The node <x>/LAWMOConfig/NotifyUser is present and its value is “True”

	Test Procedure
	Server perform one or more Replace commands to set the values of one or more <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “True”

Server performs an Exec on the <x>/Operations/Wipe

	Pass-Criteria
	All the Replace commands in step 1 are successful

The status message from the Exec in step 2:

a. The <Data> element contains a result code indicating success as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

The requested data was wiped

All the <x>/AvailableWipeList/<x> sub-trees that were configured to be wiped are also deleted from the tree
A notification is displayed on the Device with the result of the operation


Table 26: Test Information for LAWMO-1.0-int-025 Interoperability Test

6.26 Wipe with 1406 Result Code

	Test Case Id
	LAWMO-1.0-int-026

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a Wipe operation when no category was marked for deletion.

	Specification Reference
	[LAWMO-TS] sections 6.1, 6.2, 6.4 

	SCR Reference
	LAWMO-T-002-M

LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-005-O

LAWMO-C-008-M 

LAWMO-C-010-M

LAWMO-S-001-M

LAWMO-S-003-M 

	ETR Reference
	Wipe

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client MUST be configured to work with a LAWMO Server

3. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

4. An established DM session between DM Client and DM Server

5. The LAWMO Client supports the Wipe operation and the <x>/Operations/Wipe node is present

6. The <x>/AvailableWipeList sub-tree is present and contains at least one <x> sub-tree with a valid category in its ListItemName node

	Test Procedure
	1. Server perform one or more Replace commands to set the values of all existing <x>/AvailableWipeList/<x>/ToBeWiped nodes to value of “False”

2. Server performs an Exec on the <x>/Operations/Wipe

3. If the command was executed asynchronously, Server waits for the Generic Alert related to this Exec command

	Pass-Criteria
	1. All the Replace commands in step 1 are successful

2. The Exec command has completed and its result code is available
3. The status message from the Exec in step 2:

a. The <Data> element (or <Item>/<Data> in the case of Generic Alert) contains result code “1406” as per section 6.4 [LAWMO-TS]
b. The <Item>/<Source>/<LocURI> element contains the URI of the node that was executed

4. No data was wiped


Table 27: Test Information for LAWMO-1.0-int-026 Interoperability Test

6.27 Retrieve Available Wipe List

	Test Case Id
	LAWMO-1.0-int-027

	Test Object
	Client and Server under test

	Test Case Description
	Test LAWMO Client and Server IOP when performing a retrieval of the list of data that can be wiped

	Specification Reference
	[LAWMO-TS] sections 5, 6.1

	SCR Reference
	LAWMO-T-003-O

LAWMO-T-004-M

LAWMO-C-006-M

LAWMO-S-002-M 

	ETR Reference
	List

	Tool
	None

	Test code
	None

	Preconditions
	1. The DM Client supports LAWMO

2. The LAWMO Client MUST be configured to work with a LAWMO Server

3. The DM Server has proper ACL rights to access all relevant nodes of the DM Tree

4. An established DM session between DM Client and DM Server

5. The LAWMO Client controls the <x>/AvailableWipeList sub-tree (as described in [LAWMO-TS] 6.1

	Test Procedure
	1. The Server retrieves the <x>/AvailableWipeList sub-tree

	Pass-Criteria
	1. Step 1 is successful

2. The full <x>/AvailableWipeList sub-tree is available and correct


Table 28: Test Information for LAWMO-1.0-int-027 Interoperability Test
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