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1. Scope

This document details the Validation plan for the Lock and Wipe Management Object 1.0 Enabler Release.  The successful accomplishment of the validation activities will be required for the Enabler to be considered for Approved status. 

The validation plan for the 1.0 Enabler Release specifications is based on testing expectations in the Enabler Test Requirements (ETR).  While the specific test activities to be performed are described in the Enabler Test Specification (ETS) the test environment is described in this plan.  This test environment details infrastructure, operational and participation requirements identified for the needed testing activities.

1.1 Assumptions

None
1.2 Exclusions

None
2. References

2.1 Normative References

	[IOPETR]
	OMA-LAWMO-ETR-V1_0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[IOPETS]
	OMA-LAWMO-ETS-V1_0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.7, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_7, URL:http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[ERELD]
	“Enabler Release Document for LAWMO”, Version 1.0, Open Mobile Alliance™,
OMA-ERELD-LAWMO-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’con’
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’int’
Indicating this test is a interoperability test case
number
Leap number for the test case
3.2 Definitions

	<Node>
	Path from the root to the node that is configured to the SCTS before the testing is done (e.g.. ‘./AvailableWipeList’). The test case is driven to this configured interior node. The <Node> can be different between different Test Cases.

	Test Object
	The implementation under test is referred to as the Test Object.


3.3 Abbreviations

	DDF
	Device Description Framework

	DL
	Download

	DLOTA
	Download Over-The-Air

	DM
	Device Management

	LAWMO
	Lock And Wipe Management Object

	MO
	Management Object

	OMA
	Open Mobile Alliance

	SCR
	Static Conformance Requirement


4. Enabler Validation Description

It is intended that Test Fests will be the primary method of validation for OMA LAWMO 1.0.
5. TestFest Activities

5.1 Enabler Test Guidelines

5.1.1 Minimal Test Configuration

5.1.2 Minimal Participation Guidelines

There are a minimum of 3 SET clients from different vendors and 2 SLP servers from different vendors.
5.1.3 Optimal TestFest Achievement Guidelines

The ETS Test Cases listed below represent a subset of all the Test Cases for the Enabler that it is thought can be executed in a test session at an OMA TestFest. This list is intended to facilitate maximum test coverage of the functionality of the enabler within a test session. It is not intended to be the only tests executed at a TestFest, and teams are encouraged to execute more tests if they are able to do in the time allowed.
The Test Cases for LAWMO 1.0 are specified in [IOPETS].
The list includes: 
	LAWMO-1.0-int-001

	LAWMO-1.0-int-002

	LAWMO-1.0-int-003

	LAWMO-1.0-int-004

	LAWMO-1.0-int-005

	LAWMO-1.0-int-006

	LAWMO-1.0-int-007

	LAWMO-1.0-int-008

	LAWMO-1.0-int-009

	LAWMO-1.0-int-010

	LAWMO-1.0-int-011

	LAWMO-1.0-int-012

	LAWMO-1.0-int-013

	LAWMO-1.0-int-014

	LAWMO-1.0-int-015

	LAWMO-1.0-int-016

	LAWMO-1.0-int-017

	LAWMO-1.0-int-018

	LAWMO-1.0-int-019

	LAWMO-1.0-int-020

	LAWMO-1.0-int-021

	LAWMO-1.0-int-022

	LAWMO-1.0-int-023

	LAWMO-1.0-int-024

	LAWMO-1.0-int-025

	LAWMO-1.0-int-026

	LAWMO-1.0-int-027


5.2 Enabler Test Requirements

Testing requirements for LAWMO 1.0 are specified in [IOPETR].

The testing assertions shall reflect possible high-level functionality of the mentioned areas in a normal flow.
5.2.1 Test Infrastructure Requirements
5.2.1.1 Architectural Diagram
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Figure 5‑1 Overall Test Environment

5.2.2 Flows
5.2.2.1 LAWMO Server Interactions with LAWMO Client on the Device for LAWMO Operations without User Confirmation/Notification
This flow describes the interaction between the LAWMO Client on the device and the LAWMO Server wherein the LAWMO Server invokes LAWMO functionality on the device. 

This condition would typically apply in the following use case:

· Partial Lock/Unlock Operation: An End User (Jack) finds he has left his mobile device in a taxi and wants to Partially Lock his device.  Jack’s device is now protected from fraudulent use and his personal information cannot be perused. Jack can call his device hoping the person in possession of it will return it to him.  The taxi driver answers and Jack arranges to pick up his device.  After picking up his device he calls Customer Care to unlock his device and return it to full functionality. These operations will be performed without user confirmation.
· Full Lock/Wipe Operation: An End User realizes his device has been stolen and requests his device to be fully locked to protect his device from fraudulent use and his personal information cannot be perused. In addition he may request to wipe all his personal and enterprise-related data. These operations will be performed without user confirmation and without user notification.
5.2.2.1.1 Normal Flow

1.  The LAWMO Server sends notifications to DM Server to perform LAWMO Operation on the device without User Confirmation/Notification.

2.  The DM Server notifies the DM Client to initiate the device management session.
3.  The DM Server sends the DM command(s) to DM Client on the device to perform a LAWMO Operation.

4.  The DM Client executes the DM command(s) sent from DM Server.

5.  The LAWMO Client performs the requested LAWMO Operation.

6.  The DM Client reports the results of the requested LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the DM command has been received rather than results) to the DM Server.

7. The DM Server relays the results of the requested LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the DM command has been received rather than results) to the LAWMO Server.
5.2.2.2 LAWMO Server Interactions with LAWMO Client on the Device for LAWMO Operations with User Confirmation
This flow describes the interaction between the LAWMO Client on the device and the LAWMO Server wherein the LAWMO Server invokes a LAWMO Operation which requires User confirmation prior to execution.  
This condition would typically apply in the following use case:

· Wipe Operation: An End User wants to upgrade his device and sell the old one on the internet.  He wishes to permanently wipe all his personal and/or enterprise-related data from device with user confirmation.
· Factory Reset Operation: Non-end users, such as mobile network operators, device manufacturers, or resellers of second-hand devices, require the capability to reset devices to the factory clean state automatically and easily and allow user to confirm this operation before execution.

5.2.2.2.1 Normal Flow

1.  The User requests, via External Management Infrastructure, a LAWMO Operation be performed on the device

2.  LAWMO Server sends notifications to DM Server to perform LAWMO Operation on the device with indication that User confirmation is required.
3.  The DM Server notifies the DM Client to initiate the device management session.
4．The DM Server sends the DM command(s) to DM Client on the device to perform a LAWMO Operation, with User confirmation required.

5.  The DM Client presents the User with the opportunity to confirm execution of the LAWMO Operation.

6.  Upon positive confirmation, the DM Client executes the DM command(s) sent from DM Server.

7.  The LAWMO Client performs the requested LAWMO Operation.

8.  The DM Client reports the results of the LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the command has been received rather than results) to the DM Server.
9. The DM Server relays the results of the requested LAWMO Operation excluding the Factory Reset operation (which could only return status indicating the DM command has been received rather than results) to the LAWMO Server.

5.2.3 Test Content Requirements

5.2.4 Test Limitations

5.2.4.1 Physical

There are no physical testing limitations. Vendors may test onsite or remotely.

5.2.4.2 Resources

There are no resource limitations.

5.2.5 Test Restrictions

5.2.6 Test Tools

A network protocol analyser, such as the freely available Wireshark (http://www.wireshark.org) may be helpful to analyse the packets sent between the device and the LAWMO Server. To be able to analyse the payload of the packets the DM session needs to use XML instead of WBXML format.
5.2.6.1 Existing Tools to be Used

No OMA LAWMO conformance test tool exists.

5.2.6.2 Test Tool Requirements

5.2.7 Resources Required

5.3 Tests to be Performed

The following sections describe the tests related to the formal TestFest validation activities.

5.3.1 Entry Criteria for TestFest
The following tests need to be performed and passed by implementations by members wishing to participate in the TestFest.  This ensures minimal requisite capability of the implementations.  The tests are defined in the ETS [IOPETS] and any special comments are noted.

	Test Case Id
	Special Conditions

	LAWMO-1.0-int-001
	

	LAWMO-1.0-int-002
	

	LAWMO-1.0-int-004
	

	LAWMO-1.0-int-006
	

	LAWMO-1.0-int-008
	

	LAWMO-1.0-int-015
	

	LAWMO-1.0-int-016
	

	LAWMO-1.0-int-018
	


Table 1: Listing of Tests for Entry Criteria for TestFest 

5.3.2 Testing to be Performed at TestFest

The following tests need to be performed to fully cover the range of capabilities of the enabler and defined protocols.  These tests are to be covered in the TestFest.  The tests are defined in the ETS [IOPETS] and any special comments are noted.

	Test Case Id
	Special Conditions

	LAWMO-1.0-int-001
	

	LAWMO-1.0-int-002
	

	LAWMO-1.0-int-003
	

	LAWMO-1.0-int-004
	

	LAWMO-1.0-int-005
	

	LAWMO-1.0-int-006
	

	LAWMO-1.0-int-007
	

	LAWMO-1.0-int-008
	

	LAWMO-1.0-int-009
	

	LAWMO-1.0-int-010
	

	LAWMO-1.0-int-011
	

	LAWMO-1.0-int-012
	

	LAWMO-1.0-int-013
	

	LAWMO-1.0-int-014
	

	LAWMO-1.0-int-015
	

	LAWMO-1.0-int-016
	

	LAWMO-1.0-int-017
	

	LAWMO-1.0-int-018
	

	LAWMO-1.0-int-019
	

	LAWMO-1.0-int-020
	

	LAWMO-1.0-int-021
	

	LAWMO-1.0-int-022
	

	LAWMO-1.0-int-023
	

	LAWMO-1.0-int-024
	

	LAWMO-1.0-int-025
	

	LAWMO-1.0-int-026
	

	LAWMO-1.0-int-027
	


Table 2: Listing of Tests to be Performed at TestFest

5.4 Enabler Test Reporting

5.4.1 Problem Reporting Requirements

5.4.2 Enabler Test Requirements

6. Alternative Validation Activities

7. Approval Criteria

The LAWMO 1.0 Enabler can be put in the Approved state when:
· The Enabler has been tested successfully at 2 Test Fests or

· There has been at least 2 successful bi-lateral test sessions that have reported results and any issues to OMA. 
· No open PRs exist.

7.1 Enabler Validation Test Cases

The following table should list the set of tests that are used for enabler validation. 

	Test Case Id
	ETR Requirement Id
	ETR Status
	Notes

	LAWMO-1.0-int-001
	DDF
	M
	

	
	DDF-MOI
	M
	

	
	DDF-MUST
	M
	

	
	DDF-Cond
	M
	

	
	DDF-DFType
	M
	

	
	DDF-Format
	M
	

	
	DDF-Min-Occ
	M
	

	
	DDF-Max-Occ
	M
	

	LAWMO-1.0-int-002
	FullyLock
	M
	

	LAWMO-1.0-int-003
	FullyLock
	M
	

	LAWMO-1.0-int-004
	PartiallyLock
	M
	

	LAWMO-1.0-int-005
	PartiallyLock
	M
	

	LAWMO-1.0-int-006
	Unlock
	M
	

	LAWMO-1.0-int-007
	Unlock
	M
	

	LAWMO-1.0-int-008
	FactoryReset
	M
	

	LAWMO-1.0-int-009
	FullyLock
	M
	

	
	Notify
	O
	

	LAWMO-1.0-int-010
	FullyLock
	M
	

	
	Notify
	O
	

	LAWMO-1.0-int-011
	PartiallyLock
	M
	

	
	Notify
	O
	

	LAWMO-1.0-int-012
	PartiallyLock
	M
	

	
	Notify
	O
	

	LAWMO-1.0-int-013
	Unlock
	M
	

	
	Notify
	O
	

	LAWMO-1.0-int-014
	Unlock
	M
	

	
	Notify
	O
	

	LAWMO-1.0-int-015
	Configure
	M
	

	LAWMO-1.0-int-016
	Wipe
	O
	

	LAWMO-1.0-int-017
	Wipe

	O
	

	LAWMO-1.0-int-018
	Configure
	M
	

	
	Wipe
	O
	

	LAWMO-1.0-int-019
	Configure
	M
	

	
	Wipe
	O
	

	LAWMO-1.0-int-020
	Wipe
	O
	

	
	Notify
	O
	

	LAWMO-1.0-int-021
	Wipe
	O
	

	
	Notify
	O
	

	LAWMO-1.0-int-022
	Configure
	M
	

	
	Wipe
	O
	

	
	Notify
	O
	

	LAWMO-1.0-int-023
	Configure
	M
	

	
	Wipe
	O
	

	
	Notify
	O
	

	LAWMO-1.0-int-024
	Wipe
	O
	

	LAWMO-1.0-int-025
	Wipe
	O
	

	
	Notify
	O
	

	LAWMO-1.0-int-026
	Wipe
	O
	

	LAWMO-1.0-int-027
	List
	M
	


Table 3: Enabler Validation Test Cases
7.2 Non-Covered ETR Requirements

Any restrictions, limitations and/or infeasibility of testing the ETR requirements should be stated in this section. 

If new information about limitations and/or infeasibility of testing of any of the ETR requirements is discovered, this section should be updated accordingly.
	ETR Requirement Id
	ETR Status
	Notes

	DFF-Min-Acc
	M
	Error Flow

	DDF-Inv-Ext
	M
	Error Flow

	DDF-Inv-Acc
	M
	Error Flow


Table 4: Non-Covered ETR Requirements
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