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1 Reason for Change

A new structure for the Interoperability test cases is proposed in order to avoid to mix tests of different natures without any logical order  (Core Spec basic mechanisms / Core Spec Object test cases / Extra Objects test cases ). Github issues are also addressed [issues #22, #24] while the Test cases themselves are not modified 

a lot (not the purpose here)  
R01 : Editorial’s corrections
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP MEC is kindly asked to approve the document.
6 Detailed Change Proposal

Change 1:  List of Changes in the Original Text : OMA-ETS-LightweightM2M-0-20150203-C
See the companion document CR007-Companion_List_of_Changes.doc
Change 2:  New Document Structure : Re-ordering  in a more logical way
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Change 3:  Re-ordering in a more logical way . very  few corrections 

6. LightweigthM2M Interoperability Test Cases
6.1 LWM2M Core Specification Test cases  [0-999]
6.1.1 Bootstrap Interface : [0-99]
<Test Cases to fill-up>
6.1.2 Registration Interface [100-199]
6.1.2.1 LightweightM2M-1.0-int-101 – Initial Registration
	Test Case Id
	LightweigthM2M-1.0-int-101

	Test Object
	Client and Server

	Test Case Description
	Test that the Client registers with the Server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is turned on

· The bootstrap procedure has been completed or the required bootstrap information is available to the client
· The client contains the following mandatory LWM2M 1.0 objects instances.
· LWM2M Server Object (ID=1)    Instance 0 

          with mandatory resources   and Short Server ID=1

· LWM2M Security Object (ID = 0) Instance 0 

     with mandatory resources   and Bootstrap Server =False

· LWM2M Device Object (ID=3)  Instance 0

with mandatory resources

	Test Procedure
	1. Device is switched on and bootstrap information is available to the device. 
2. The device automatically registers at the server, once this information is available.
Normal flow:

a. Registration message (COAP POST) is sent from client to server.

b. Client receives Success message (2.01 Created) from the server.

	Pass-Criteria
	1. Server has received REGISTER operation
2. Server knows the following
· Endpoint Client Name

· registration lifetime (optional)
· LWM2M version (optional)
· binding mode (optional)

· SMS number (optional) 
· Objects and Object Instances (mandatory and optional objects / object instances)
3. Client has received “Success” message from server


6.1.2.2 LightweightM2M-1.0-int-102 – Registration Update

	Test Case Id
	LightweigthM2M-1.0-int-102

	Test Object
	Client and Server

	Test Case Description
	Test that the client updates the registration information on the server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Need exists to re-register, e.g. previous registration has expired.

	Test Procedure
	1. Switch on device and try to Re-Register

Normal flow:

a. Re-Registration message (COAP PUT) is sent from client to server.
b. Client receives Success message (2.04 Changed) from the server.

	Pass-Criteria
	1. Server has received REGISTER operation
2. Server knows the following
· Endpoint Client Name

· registration lifetime (optional)
· LWM2M version (optional)
· binding mode (optional)

· SMS number (optional) 
· Objects and Object Instances (optional)
3. Client has received “Success” message from server 


6.1.2.3 LightweightM2M-1.0-int-103 – Deregistration

	Test Case Id
	LightweigthM2M-1.0-int-103

	Test Object
	Client and Server

	Test Case Description
	Test that the client is able to deregister at the server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Client is registered

	Test Procedure
	1. Client will no longer be available, thus, it should de-register
Normal flow:

a. Deregistration message (COAP DELETE) is sent from client to server.
b. Client receives Success message (2.02 Deleted) from the server.

	Pass-Criteria
	1. Client is removed from the servers registration database


6.1.2.4 LightweightM2M-1.0-int-104 – Registration Update Trigger 

	Test Case Id
	LightweigthM2M-1.0-int-104

	Test Object
	Client and Server

	Test Case Description
	Test that the Client registers with the Server when triggered with the Registration Update Trigger (see LWM2M server object)

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is turned on

· The bootstrap procedure has been completed or the required bootstrap information is available to the client
· The client has a LWM2M Server Object Instance.

· The device is registered with the server.

	Test Procedure
	1. Binding is set to U (as in TS section 5.2.1.1)

2. De-registration is performed, or, alternatively registration expires

3. Server sends Registration Update Trigger via SMS

Normal flow:

a. Binding is set by sending  COAP PUT 1/7 with string content “U” from server to device

b. Server receives Success message (2.04 Changed) from the device

c. Device registration expires on the server (for test purposes a short registration lifetime could be chosen)
d. Registration Update Trigger message COAP POST 1/8 is sent from server to client via SMS

e. Re-Registration message (COAP PUT) is sent from client to server via UDP
f. Client receives Success message (2.04 Changed) from the server.

	Pass-Criteria
	1. Server has received REGISTER operation via UDP

2. Server knows the following
· Endpoint Client Name

· registration lifetime (optional)
· LWM2M version (optional)
· binding mode (optional)

· SMS number (optional) 
· Objects and Object Instances (optional)
3. Client has received “Success” message from server


6.1.2.5 LightweightM2M-1.0-int-105 – Initial Registration to Bootstrap Server
<Test Cases to fill-up>
6.1.3 Device management & Service Enablement Interface [200-299]
6.1.3.1 LightweightM2M-1.0-int-201  – Querying basic information  in Plain Text format
	Test Case Id
	LightweigthM2M-1.0-int-201

	Test Object
	Client and Server     

	Test Case Description
	Querying the following data on the client (Device Object : ID 3):
· Manufacturer
· Model number
· Serial number

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server

	Test Procedure
	1. A READ operation from server on these resources has been received by the client.
Normal flow:

a. READ (COAP GET) on device object resources, with the CoAP Accept option to indicate the requested content format:

Plain Text

b. Server receives success message (2.05 Content) and the requested values in the requested format. 

	Pass-Criteria
	1. Server has received the requested information and display of the following data to the user is possible:
· Manufacturer
· Model number
· Serial number


6.1.3.2 LightweightM2M-1.0-int-202  – Querying basic information  in Opaque format
<Test Cases to fill-up>
6.1.3.3 LightweightM2M-1.0-int-203  – Querying basic information  in TLV format

	Test Case Id
	LightweigthM2M-1.0-int-203

	Test Object
	Client and Server

	Test Case Description
	Querying the following data on the client  (Device Object : ID 3):
· Manufacturer
· Model number
· Serial number

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server

	Test Procedure
	1. A READ operation from server on these resources has been received by the client.
Normal flow:

a. READ (COAP GET) on device object resources, with the CoAP Accept option to indicate the requested content format:

TLV

i. Bits 7-6=00= Object Instance in which case the Value contains one or more Resource TLVs
ii. Bits 7-6=11= Resource with Value
b. Server receives success message (2.05 Content) and the requested values in the requested format. 

	Pass-Criteria
	1. Server has received the requested information and display of the following data to the user is possible:
· Manufacturer
· Model number
· Serial number


6.1.3.4 LightweightM2M-1.0-int-204  – Querying basic information  in JSON format

	Test Case Id
	LightweigthM2M-1.0-int-204

	Test Object
	Client and Server

	Test Case Description
	Querying the following data on the client  (Device Object : ID 3):
· Manufacturer
· Model number
· Serial number

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server

	Test Procedure
	1. A READ operation from server on these resources has been received by the client.
Normal flow:

a. READ (COAP GET) on device object resources, with the CoAP Accept option to indicate the requested content format:

JSON
b. Server receives success message (2.05 Content) and the requested values in the corresponding format. 

	Pass-Criteria
	1. Server has received the requested information and display of the following data to the user is possible:
· Manufacturer
· Model number
· Serial number


6.1.3.5 LightweightM2M-1.0-int-205  – Setting basic information  in Plain Text format
<Test Cases to fill-up>

6.1.3.6 LightweightM2M-1.0-int-210 – Setting basic information  in Opaque format
<Test Cases to fill-up>

6.1.3.7 LightweightM2M-1.0-int-215  – Setting basic information  in TLV format

<Test Cases to fill-up>

6.1.3.8 LightweightM2M-1.0-int-220  – Setting basic information  in JSON format

<Test Cases to fill-up>

6.1.3.9 LightweightM2M-1.0-int-241    – Executable Resource : Rebooting the Device

	Test Case Id
	LightweigthM2M-1.0-int-241

	Test Object
	Client and Server

	Test Case Description
	Test that rebooting of the device remotely through the server is possible  (Device Object : ID 3).

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is switched on and registered with the server. (Device might be in a state that requires a reboot)

	Test Procedure
	1. An EXECUTE operation from server on the resource object/reboot has been received by the client.
Normal flow:

a. Server performs Execute (COAP POST) on device/reboot resource
b. Server receives success message (2.04 Changed) from client

	Pass-Criteria
	1. Device reboots successfully and re-registers at the server again


6.1.3.10 LightweightM2M-1.0-int-260    – Discover Command
<Test Cases to fill-up>
6.1.3.11 LightweightM2M-1.0-int-270    – Create Object Instance
<Test Cases to fill-up>
6.1.3.12 LightweightM2M-1.0-int-271    – Create Multiple Resource Instance
<Test Cases to fill-up>
6.1.3.13 LightweightM2M-1.0-int-290    – Delete Object  Instance
<Test Cases to fill-up>
6.1.4 Information Reporting Interface [300-399]
6.1.4.1 LightweightM2M-1.0-int-301    – Observation and Notification of parameters values

	Test Case Id
	LightweigthM2M-1.0-int-301

	Test Object
	Client and Server

	Test Case Description
	Sending the observation policy to the device.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server
· Device is switched on and operational.

	Test Procedure
	1. The Server establishes an Observation relationship with the Client to acquire conditional notifications about:
· Line Voltage

· Signal Strength

Normal flow:

a. Server communicates to the device min/max period, threshold value and step with a WRITE ATTRIBUTE (COAP PUT) operation
b. Server sends OBSERVE (COAP Observe Option) message to activate reporting
c. Client reports requested information with a NOTIFY message (COAP responses)

	Pass-Criteria
	1. The server has received the requested information and display of “Line Voltage” and “Signal Strength” to the user is possible.


6.1.4.2 LightweightM2M-1.0-int-302    – Cancel Observation  using Reset Operation

	Test Case Id
	LightweightM2M-1.0-int-302

	Test Object
	Client and Server

	Test Case Description
	Cancel the Observation relationship by sending “Cancel Observation” operation.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server
· Device is switched on and operational.
· Server established Observation relationship with the Client.

	Test Procedure
	1. The Server removes a pre-established Observation relationship by sending “Cancel Observation”. The Client removes  conditional notifications about:
·  Power Source Voltage

· Signal Strength

Normal flow:

a. Client reports requested information with a NOTIFY message (COAP responses) 

b. Server sends Cancel Observe (COAP RESET message) to cancel the Observation relationship.
c. Client stops reporting requested information and removes associated entries from the list of observers.

	Pass-Criteria
	1. The server stops receiving information on “Line Voltage” and “Signal Strength” and associated entries from the list of observers are removed.


6.1.4.3 LightweightM2M-1.0-int-303    – Cancel Observation using  Observe with Cancel parameter  (to be updated )
	Test Case Id
	LightweightM2M-1.0-int-303

	Test Object
	Client and Server

	Test Case Description
	.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server
· Device is switched on and operational.
· Server established Observation relationship with the Client.

	Test Procedure
	1. 
· 
· 

a. 
b. 

	Pass-Criteria
	1. The server stops receiving information on “Line Voltage” and “Signal Strength” and associated entries from the list of observers are removed.


6.1.5 Security [400-499]
6.1.5.1 LightweightM2M-1.0-int-401 – UDP Channel Security – Pre-shared Key Mode

	Test Case Id
	LightweigthM2M-1.0-int-401

	Test Object
	Client and Server

	Test Case Description
	Establishing DTLS session using UDP pre-shared key mode

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· The bootstrap procedure has been completed or the required bootstrap information is available to the client. 

· The bootstrap information includes the Security Mode resource of the object LWM2M Security set to 0: Pre-Shared Key mode
· The client has a LWM2M Server Object Instance.

	Test Procedure
	1. Device is switched on and bootstrap information is available to the device. 
2. The device automatically registers at the server, once this information is available and a DTLS session is established between client and server.

3. Using this DTLS session, GET commands are sent from the server to the client, and the client sends back the requested resource values.
Normal flow:

c. Registration message (COAP POST) is sent from client to server.

d. Client receives Success message (2.01 Created) from the server.
e. READ (COAP GET) on e.g. ACL object resources

f. Server receives success message (2.05 Content) and the requested values (encrypted)

	Pass-Criteria
	· Registration and READ commands work successfully over DTLS session.


6.1.6 Core Specific Objects Test cases  [500-999]
6.1.6.1 Security Object (ID 0)  [500-549]
6.1.6.2 Server Object (ID 1)  [550-599]
6.1.6.3 Access Control  Object (ID 2)  [600-649]
6.1.6.4 Device Object (ID 3)  [650-699]
6.1.6.4.1 LightweigthM2M-1.0-int-651 Querying power status of the  Device
	Test Case Id
	LightweigthM2M-1.0-int-651

	Test Object
	Client and Server

	Test Case Description
	Test that you can query the device for its power status (e.g. on battery or on mains) and/or for the voltage level of its power supply.

	Tool
	Device Hardware

	Test code
	n/a

	Preconditions
	· Device is registered with the LWM2M server.
· Device is operational and connected to some power supply

	Test Procedure
	1. A READ operation from server on these resources is received by the client.
Normal flow:

a. READ (COAP GET) on the following device object resources related to power status, with the CoAP Accept option to indicate the requested content format:

· Available Power Sources
· Battery level 
· Power Source Voltage
· Power Source Current
b. Server receives success message (2.05 Content) and the requested values in the corresponding TLV or JSON format

	Pass-Criteria
	1. Available Power Source status and Battery level are available on the server and can be displayed.
2. Voltage and current level of the power supply to the device is available on the server and can be displayed.


6.1.6.4.2 LightweigthM2M-1.0-int-652  Querying the firmware version from the Client
	Test Case Id
	LightweigthM2M-1.0-int-652

	Test Object
	Client and Server

	Test Case Description
	Test that you can query the device for its power status (e.g. on battery or on mains) and/or for the voltage level of its power supply.

	Tool
	Device Hardware

	Test code
	n/a

	Preconditions
	· Device is registered with the LWM2M server.
· Device is operational and connected to some power supply

	Test Procedure
	2. A READ operation from server on these resources is received by the client.
Normal flow:

c. READ (COAP GET) on the following device object resources related to power status, with the CoAP Accept option to indicate the requested content format:

· Available Power Sources
· Battery level 
· Power Source Voltage
· Power Source Current
d. Server receives success message (2.05 Content) and the requested values in the corresponding TLV or JSON format

	Pass-Criteria
	3. Available Power Source status and Battery level are available on the server and can be displayed.
4. Voltage and current level of the power supply to the device is available on the server and can be displayed.


6.1.6.5 Connectivity Monitoring Object (ID 4) [700-749]
6.1.6.5.1 LightweightM2M-1.0-int-701 – Querying of connectivity parameters

	Test Case Id
	LightweigthM2M-1.0-int-701

	Test Object
	Client and Server

	Test Case Description
	Querying multiple parameters related to connectivity on the device.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server
· Device is switched on and operational.

	Test Procedure
	1. A READ (COAP GET) operation from server on the following resources has been received by the client (using Plain Text, TLV, or JSON format):

· Network bearer (used)

· Available network bearer

· Signal Strength

· Link quality

· Service mobile network code

· Country code

· Cell ID

· APN

· IP address of the device

	Pass-Criteria
	1. The server has received the requested information and display to the user is possible.


6.1.6.6 Firmware Update Object (ID 5) [750-799]
6.1.6.6.1 LightweigthM2M-1.0-int-755  Firmware update (via COAP)
	Test Case Id
	LightweigthM2M-1.0-int-755

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server
· Device is switched on and operational.
· Firmware Update is available on the Server

	Test Procedure
	1. A WRITE operation from the server on firmware/package is received by the client
Normal flow:

a. The server delivers the firmware to the device through a WRITE (COAP PUT/POST) operation on firmware/package
b. A READ (COAP GET) on firmware/state provides the status of the firmware download to the client
c. The server may send repeated READs (COAP GETs) to determine when the download is completed.
d. If the download is completed, the server initiates a firmware update by EXECUTE (COAP POST) firmware/update
e. The device is rebooting.
f. The server READs the result of the firmware update procedure.

	Pass-Criteria
	1. New firmware is installed on the device.
2. The device is rebooted.

3. The server receives the status code “2.00” for success.


6.1.6.6.2 LightweigthM2M-1.0-int-756  Firmware update (via alternative mechanism)

	Test Case Id
	LightweigthM2M-1.0-int-756

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server.

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is registered at the LWM2M server
· Device is switched on and operational.
· Firmware Update is available on the Server

	Test Procedure
	1. A WRITE operation from the server on firmware/package URI is received by the client
Normal flow:

a. The server delivers the firmware URI to the device through a WRITE (COAP PUT/POST) operation on firmware/URI

b. The device downloads the firmware from the URI via an alternative mechanism (not COAP)
c. A READ (COAP GET) on firmware/state provides the status of the firmware download to the client
d. The server may send repeated READs (COAP GETs) to determine when the download is completed.
e. If the downloaded is completed, the server initiates a firmware update by EXECUTE (COAP POST) firmware/update
f. The device is rebooting.
g. The server READs (COAP GET) the result of the firmware update procedure.

	Pass-Criteria
	1. New firmware is installed on the device.
2. The device reboots.

3. The server receives the status code “2.00” for success.


6.1.6.7 Location Object (ID 6)  [800-849]
6.1.6.7.1 LightweightM2M-1.0-int-801– Location Object

	Test Case Id
	LightweightM2M-1.0-int-801

	Test Object
	Client and Server

	Test Case Description
	Querying and Observing parameters related to Location Object

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is switched on and operational
· Device is registered at the LWM2M server

	Test Procedure
	1. A READ (COAP GET) operation from server on the following resources has been received by the client (using Plain Text, TLV, or JSON format):

· Latitude

· Longitude

· Timestamp

2. The Server establishes an Observation relationship with the Client to acquire conditional notifications about:
· Latitude

· Longitude

Normal flow:

a. Server communicates to the device min/max period with a WRITE ATTRIBUTE (COAP PUT) operation
b. Server sends OBSERVE (COAP Observe Option) message to activate reporting
c. Client reports the latest Latitude and Longitude values with a NOTIFY message (COAP responses) as per the min/max period provisioned earlier.

	Pass-Criteria
	1. The server has received the requested information and display to the user is possible. 


6.1.6.8 Connectivity Statistics Object (ID 7)  [850-899]
<Test Cases to fill-up>
6.2 LWM2M Additional Objects Test cases [1000-1999]
6.2.1 Lock and Wipe  Object (ID 8) [1000-1099]
<Test Cases to fill-up>
6.2.2 Software Management Object (ID 9) [1100-1199]
<Test Cases to fill-up>
6.2.3 Connectivity Management Objects (ID 10,11,12,13) [1200-1499]
6.2.3.1 LightweightM2M-CONMGMT-1.0-int-1201 – APN configuration

	Test Case Id
	LightweightM2M-CONMGMT-1.0-int-1201

	Test Object
	Client and Server

	Test Case Description
	Creating and enabling a new APN profile

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is switched on and operational
· Device is registered at the LWM2M server

· Device has a Cellular Network Connectivity object and one instance of an APN Connection Profile object. Cellular connectivity is established with the parameters given in the APN Connection Profile object instance.

	Test Procedure
	Normal flow:

a. CREATE (COAP POST) operation is performed by the server targeting 11/1 to create a 2nd instance of the APN connection profile object with a new APN which is not yet active.

b. Server receives success message (2.01 Created) 
c. Client is triggered to do a REGISTER operation e.g. by power off/on

d. REGISTER message (COAP POST) is sent from client to server including information about the supported Objects and Object Instances including the new instance of the APN Connection Profile object
e. Client receives 2.01 Created indicating successful completion of register message.
f. Server activates the new APN Connection Profile by changing Enable status to True by WRITE 11/1/3 (COAP PUT)
g. Server receives success message (2.04 Changed)
h. Server reads the list of active APN Connection Profiles by performing READ 10/4000

i. Server receives success message (2.05 Content) indicating the active APN Connection Profiles

	Pass-Criteria
	· New APN connection profile is active
NOTE: In case the device only supports one active APN profile this 
test is passed when the new APN profile is activated.


6.2.3.2 LightweightM2M-CONMGMT-1.0-int-1202 – Bearer Selection

	Test Case Id
	LightweightM2M-CONMGMT-1.0-int-1202

	Test Object
	Client and Server

	Test Case Description
	Controlling bearers using Bearer Selection Object

	Tool
	n/a

	Test code
	n/a

	Preconditions
	· Device is switched on and operational
· Device is registered at the LWM2M server

· Device has a Cellular Network Connectivity object and one instance of an APN Connection Profile object. Cellular connectivity is established with the parameters given in the APN Connection Profile object instance. Also, Device has a WLAN Connectivity object but WLAN radio is not enabled. 

	Test Procedure
	Normal flow:

a. CREATE (COAP POST) operation is performed by the server targeting 13/0 to create the instance of the Bearer selection object with Preferred Communication Bearer (13/0/0) as WLAN preferred.
b. Server receives success message (2.01 Created) 

c. Client shall turn on the WLAN radio and use it for connectivity with the Server. Client shall send Update to the Server indicating the update in registration as the Client’s IP address (and port) has changed. 
d. Server checks the status of the WLAN connectivity object by performing a READ on /12/0. The interface shall be enabled and running. The Server shall verify the values of Enable and Status resources for the same.
e. Server performs WRITE operation on Preferred Communication Bearer (13/0/0) resource and updates its value to 3GPP PS Preferred.
f. Client shall turn on the Cellular network connectivity (if not already enabled) and use it for connectivity with the Server. Client shall send Update to the Server indicating the update in registration as the Client’s IP address (and port) has changed.

g. Server checks the status of the Cellular Network Connectivity object by performing a READ on /10. The interface shall be enabled and running.

	Pass-Criteria
	· Bearer Selection Object is allowing the Server to control Client interface for communication


6.2.4 Device Capability Management Object (ID 15) [1500-1599]
<Test Cases too fill-up>
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