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1 Reason for Contribution

Updates to the interoperability portion of OMA-IOP-POC-2005-0061-PAG-XDM-ETR-ETS-Mapping based on the latest specifications.

2 Summary of Contribution

This document is basis for the Interoperability XDM ETS.

3 Detailed Proposal
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review the contribution and based on an approved version created Interoperability XDM ETS.
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_1178427166.xls
Int and Con  ERT Mapping

		This spreadsheet is based on OMA-ETR-XDM-V1_0-20050131-D

		ETR Feature		ETR Test Requirements		ETS Conf/InterOp		Test Method

		5.1.1.1..		GM Common functionalities

		[01]: Storage of per-user information as one or more documents. ([OMA GM-RD] section 6.1.1.1, 6.1.1.2)		Verify per-user information can be stored in the network in one or more documents in XDMS.		Conformance (element)

		[02]:URI construction, ([OMA-XDM -Spec] section 6.1.1.1)		a) Verify the XCAP client is able to construct a unique URI		Conformance (element)

				b) Verify the URI is one globally, unique URI.		Conformance (element)

				c) Verify the XUI is identical to a Public SIP URI that belongs to the user.		Conformance (element)

		[03]Usage of the constructed URI ([OMA-XDM -Spec] section 6.1.1.2)		a) Verify the XCAP is able to use the constructed URI as Request-URI according to identify a XML document.		Conformance (protocol)

				b) Verify the XCAP is able to use the constructed URI as Request-URI according to identify XML element.		Conformance (protocol)

				c) Verify the XCAP is able to use the constructed URI as Request-URI according to identify a XML attribute.		Conformance (protocol)

		[04]: Document Management Functions ([OMA GM-RD] section 6.1.3.1-9, [OMA-XDM -Spec] section 6.1.1.2)		Verify principals with appropriate permissions can:

				a)       Create a document or an element, or an attribute of a document.		Interoperability		User interface of client - perform test steps and observe results; for document, element, but what about attribute, meta-data?

				b)       Retrieve a document or an element, or an attribute of a document.		Interoperability

				c)       Delete a document or an element, or an attribute of a document.		Interoperability

				d)       Modify a document or an element by adding, editing or deleting meta-data.		Interoperability

		Note: Verify meaning of "principals". Certainly the Primary Principal is the initial creator (user of client?), but can non-primary principals be PoC/Presence/RLS servers or only other users of clients?		e)       Suspend access to and use of a document.  Verify no function may be performed on suspended draft other than modifying state.		Interoperability		What is user experience of suspend-resume, and what interfaces/ref points are active?

				f)        Resume usage of an suspended document. Verify all operations are possible.		Interoperability

				g)       Search for documents.   Verify search can be performed by content or meta-data.  Verify wildcard characters can be used in search.  Verify ability to limit number of search results.  Verify search results are restricted to Service Provider policies and end-user privacy settings.		Interoperability (search, limits, privacy settings)   Conformance (element e.g. policies)?		What is user experience of search, wildcards, privacy setting?

				Administrate and configure number of document creations per principal and per document type.  Verify the ability to set permissions to receive document change notifications.		Conformance (protocol)

		[05] Void

		[06] Subscription ([OMA-XDM -Spec] section, 6.1.2.1, 6.2.2.1)		a) Verify a XCAP client is able to generate SUBSCRIBE request to the XML documents		Interoperability		User interface of client - perform test steps and observe results

				b) Verify the XDMS is able to process the request		Interoperability		User interface of client - perform test steps and observe results

		[07] Notification ([OMA-XDM -Spec] section, 6.1.2.2)		a) Verify the XDM Client is able to receive an incoming NOTIFY request that is part of the same dialog as the previously sent SUBSCRIBE request.		Interoperability		User interface of client - perform test steps and observe results

				b) Verify the XDMS is able to generate a NOTIFY request		Interoperability		User interface of client - perform test steps and observe results

		[08]: Void

		[09]: Access and authentication.  ([OMA GM-RD] section 6.1.1.7, 6.1.3.1, [OMA-XDM -Spec] section 6.3.1)		Verify document access identity is going to be authenticated by the Aggregation Proxy and only the  authorized principals is able to be authenticated successfully with appropriate permissions.		Interoperability		Prerequisites include provisioning to authorize permissions to some identities and not others

		[10] XCAP request forwarding by Aggregation Proxy ([OMA-XDM -Spec] section, 6.3.3)		Verify the Aggregation Proxy is able to forward each XCAP request to the corresponding XDM Server based on the AUID and the XUI values in the HTTP Request URI.		Interoperability - several tests with different AUID and XUI		User interface of client - perform test steps and observe results

		[11] TLS usage ([OMA-XDM -Spec] section, 6.4.1)		a) Verify the usage of TLS is going to be negotiated and used between the XDMC and Aggregation Proxy.		Conformance (protocol)

				b) Verify the corresponding TLS ciphersuites are possible to be used by the XDMC and Aggregation Proxy.		Conformance (protocol)

				c) Verify integrity and confidentiality protection of XDM file.		Conformance (protocol)

		[12]Authorization ([OMA-XDM -Spec] section, 6.4.2)		Verify the XDMS is going to check that the identity of the requesting XDMC has granted access rights to perform the requested operations.		Interoperability		Prerequisites include provisioning to authorize permissions to some identities and not others

		[13]: Data consistency. ([OMA GM-RD] section 6.1.1.8)		Verify document data is consistent when accessed simultaneously by multiple devices and end-users.		Interoperability		User interface of client - perform test steps and observe results

		[14]:  Retrieval data from smartcard. ( [OMA GM-RD] section6.1.1.12)		Verify data can be retrieval if stored on a smartcard.		Conformance (element)

		[15]:  Multiple character sets. ([OMA GM-RD] section 6.1.1.13)		Verify documents support multiple character sets.		Conformance (element)

		[16]: XCAP Server Capabilities retrieval ([OMA-XDM -Spec] section, 6.3.3, 6.7.1)		Verify the Aggregation Proxy shall be able to return XCAP Server Capabilities in 200OK upon receiving an XCAP GET request for the “xcap-caps” AUID (described in section 6.7.1)		Conformance (element)

		[17]:  Void

		[18]:  Void

		[19]:  Void

		[20]:  The initial Client provision via OMA DM. ([OMA GM-RD] section 6.1.11, [OMA-DM])		Verify provisioning is accomplished via OMA DM enablers		Conformance (element)

		[21]:  Interoperability ( [OMA GM-RD] section 6.1.7)		Verify interoperability across XDM vendor implementations in the  following way:

				a)       Consistent document administration.		Conformance (element)

		Although feature is "interoperability" in ETR, it should be verified by confromance test in ETS.		b)       Compliant transfer of documents across open interfaces.		Conformance (element)

				c)       Consistent document structure.		Conformance (element)

				Compliant collection and consistent format of charging information.		Conformance (element)

				.

		[22]:  GM UE-Network Interfaces ( [OMA GM-RD] 6.2.3.1, 6.2.3.2)		Verify the Network Interface between the GM client and GM server supports the following:

				a)       Neutral access technology		Conformance (protocol)

				b)       Secure exchange of GM messages		Conformance (protocol)

				c)       Document management functions		Conformance (protocol)

				d)       Secure provisioning of GM client parameters.		Conformance (protocol)

		[23]: Default authorization policy		Verify a default policy is applied by the XDMS that primary principle has permission to perform all operations.		Interoperability

		[24]:  Common Application Usage ([OMA-XDM -Spec] section, 6.6)		Verify that every XDM server  supports the Application Usage “xcap-caps”, which defines the capabilities of the server. The single document corresponding to the “xcaps-caps” Application Usage SHALL be available to all principals as a part of the global URI tree.		Conformance (protocol)

		[25]: XDMC identity assertion([OMA-XDM-Spec] section 6.3.2)		Verify if the GAA is present, the Aggregation proxy makes the identity assertion by checking the existence of the X-3GPP-Asserted-Identity.		Conformance (protocol)

				Verify if the GAA is not present.

				a) The Aggregation Proxy always inserts X-XCAP-Asserted-Identity; and		Conformance (protocol)

				b) There is only one X-XCAP-Asserted-Identity header in each HTTP request		Conformance (protocol)

		Error flow [01]: Improper AUID value  ([OMA-XDM -Spec] section, 6.5)		If an XDM server receives a HTTP request targeted at a XCAP resource whose application usage is not understood, verify that the XDM Server is able to reject the request with a HTTP 404 (Not Found) response.		Conformance (protocol)

		Error flow [02]: Error code 409 ([OMA-XDM -Spec] section, 6.5)		Verify a HTTP 409 error response is supported to include a document in the HTTP body that conforms to that defined in [XCAP] Section 9.		Conformance (protocol)

		Error flow [03]: HTTP method for Data management ([OMA-XDM -Spec] section, 6.2.1)		Verify that HTTP POST shall be rejected by XDMS.		Conformance (protocol)

		Error flow [04]: Multiple authentication failure  ([OMA-XDM -Spec] section, 6.5)		Verify the Aggregarion Proxy is able to return an HTTP error response to the XDMC located in UE, after several failed responses to a challenge. The exact count of challenges is decided by local implementation policy.		Interoperability

		5.1.1.5..		PAG Shared XDM

		[06]: URI list ([OMA-Shared-XDM], section 5.3)		Verify the XDMC and Shared XDMS both are able to support the Presence Content Rules structure, and also the others in following:		Conformance (element)

				Application Unique ID

				XML Schema

				MIME type

				Validation constraints

				Data Semantics

				Naming conventions

				Global documents

				Resource interdependency

		5.1.2.1..		Optional XDM functionality

		[01]: GAA usage ([OMA-XDM -Spec] section 6.4.1)		Verify if the GAA is present, the XDMC and Aggregation Proxy are able to utilize the GAA to perform mutual authentication based on GAA.		Conformance (protocol)

		[02]: Query of permissions. ([OMA GM-RD] section 6.1.3.10)		Verify authorized principle with appropriate permissions may query document permissions.		Interoperability		Requires UE client to support user querying permissions?

		[03]: Notification of document updates. ([OMA-XDM-RD] section 6.2.1 bullet 3, 6.2.2 bullet 4)		Upon request, verify authorized principals receive notification of updates to documents.		Interoperability		User interface of client - perform test steps and observe results

		[04]: Usability. ([OMA GM-RD] section 6.1.6)		a) Verify the system supports version control of XDM documents.		Conformance (element)

				b) Verify the XDM client use a version control function to avoid unnecessary document retrievals prior to document manipulation.		Conformance (protocol)

		[05]: XDM Clients and notifications. ( [OMA GM-RD] section 6.2.1.3, [OMA-XDM -Spec] section 6.1.2.1)		Verify XDM client can subscribe to and receive notification of document updates (the change part).		Interoperability		User interface of client - perform test steps and observe results

		[06]: XDM Servers and notifications. ([OMA GM-RD] section 6.2.1.4)		Verify XDM Server notifies authorized principals of document updates.		Interoperability		User interface of client - perform test steps and observe results

		[07]: Synchronization of user GM data over user-network interfaces (UNI).  ( [OMA GM-RD] section 6.2.3.1.5)		Verify GM-1, GM-3 Network Interfaces support the synchronization of changed user data , e.g. resource list.		Interoperability		User interface of client - perform test steps and observe results

		[08]: Aggregation Proxy supporting compression ([OMA-XDM -Spec] section 6.3.4)		Verify that Aggregation Proxy is able to perform compression of XML documents over the radio interface.		Conformance (protocol)

		[09]: TLS usage ([OMA-XDM -Spec] section 6.4.1)		Support other TLS cipher suites defined in RFC2246		Conformance (protocol)

		Error flow [01]: Validation constraints: Receiving an HTTP “409 Conflict” response indicating “uniqueness-failure” of the conference URI ([OMA-PoC-XDM], section 5.2.1)		Verify the XDM Client is optionally support to repeat the XCAP request using one of the generated conference URI.		Conformance (protocol)

		Error flow [02]: Validation constraints 2 ([OMA-RLS-XDM], section 5.3.5)		Verify if the received HTTP “409 Conflict” response includes an “alt-value” element, the XDM Client is optionally support to repeat the XCAP request using one of the Service URI provided in the received “alt-value” element.		Conformance (protocol)



Chris Horton:
Ref: OMA-ETR-XDM-V1_0-20050131-D, Note: Enabler Package approved 2005-03-17 does not include later ETR.

Chris Horton:
Requirement applies to an element on it's own, not to interaction with other element or user.
That is - a conformance requirement to be tested by vendor

Chris Horton:
Requirement applies to the protocol between elements, not to user experience.
That is - a conformance requirement to be tested by vendor

Chris Horton:
Guidance from OMA-ORG-IOP_Process-V1_2_1-20041115-D Section 8.3 Conformance Testing:

"As the nature of conformance testing is exhaustive, time consuming and requires considerable resources both for test development and test execution, it is recommended that the responsibility for conformance testing is left for vendors.
If and when OMA has conformance test cases and/or test tools available, they SHALL be used in conformance testing."

Chris Horton:
Requirement applies to the interaction between elements, and user experience.
That is - appropriate interoperability requirement for Test-Fest, Bi-lateral test, or test house; as per IOP_Process Section 8.4 Interoperability Testing

Chris Horton:
Not a specific IOP test - if not interoperable, then lots of other tests will fail.

Chris Horton:
Not a specific IOP test - if not interoperable, then lots of other tests will fail.



Int ETR Mapping

		This spreadsheet is based on OMA-ETR-XDM-V1_0-20050204-C

		ETR Feature		ETR Test Requirements		Test Procedure		Test Cases		Open Issues

		MANDATORY XDM REQUIREMENTS (ETR: Secton 5.1.1.1)

										Restructure the document, so that it is per enabler specific XDMS if that is what we want to show here.

		[04]: Document Management Functions ([OMA GM-RD] section 6.1.3.1-9, [OMA-XDM -Spec] section 6.1.1.2)

Do we want one of these per Shared XDMS AND additionally for each enabler specific XDMS?		Verify principals with appropriate permissions can:
a) Create a document or an element, or an attribute of a document.		Create document: Create an empty list and verify that its document is created and stored correctly in the XDMS.		XDM-1.0-int-M-0

						Create element and attribute: Add a member to already existing contact list. Verify that the member and the uri attribute of the member are created and stored correctly in the XDMS.		XDM-1.0-int-M-0

				Verify principals with appropriate permissions can:
b) Retrieve a document or an element, or an attribute of a document.		Retrieve document:Add a member to the already existing list and verify that the list’s xml document is updated correctly in the XDMS (update by creation of element and attribute).		XDM-1.0-int-M-0

						User retrieves a list/list data on the client. The results are visible on the client's interface as a display of the requested data: 
Retrieve element: user selects the list of members of the list.		XDM-1.0-int-M-0

						User retrieves a list/list data on the client. The results are visible on the client's interface as a display of the requested data: 
Retrieve attribute: user selects the uri of one of the members of a list.		XDM-1.0-int-M-0

				Verify principals with appropriate permissions can:
c) Delete a document or an element, or an attribute of a document.		Delete document: Delete a contact list and verify that the list’s xml document is removed from the XDMS.				Can we delete a default contact list? Is this test case feasible?

						Delete element: Delete a member of the contact list and verify that the list’s xml document in the XDMS is updated correctly and does not contatin the element that represents the deleted member.		XDM-1.0-int-M-0

						Delete attribute: we cannot delete an attribute in Shared XDMS				We cannot delete any attribute in the current schema of Shared XDMS.

				Verify principals with appropriate permissions can:
d) Modify a document or an element by adding, editing or deleting meta-data.		Modify document and element: Modify a display name element of an existing member in the existing list and verify that the list’s xml document is updated correctly in the XDMS.		XDM-1.0-int-M-0

						Modify attribute: Modify a display name element of an existing member in the existing list and verify that the list’s xml document is updated correctly in the XDMS.				Modify attribute: we cannot modify an attribute in Shared XDMS. There is nothing in the schema that alows that.

		[09]: Access and authentication.  (AUTHORIZATION: [OMA-XDM-RD] section 6.1.1, item 7, 6.1.3, item 1, 
AUTHENTICATION: [OMA-XDM -Spec] section, 6.3.1) 

Do we want one of these per Shared XDMS AND additinally for each enabler specific XDMS?		Verify that the document access identity is going to be authenticated by the Aggregation Proxy and only the  authorized principals are able to be authenticated successfully.		Authentication (Success): Log on to the PTT network and make sure that the user is authenticated (has access to the PTT network).		XDM-1.0-int-M-0		Can we verify this without looking at the logs?

						Authentication (Failure): Verify that the Aggregation Proxy rejects too many authentication attempts from the client.		XDM-1.0-int-M-0

						Authorization (XDMC in UE - Primary Principal rights): Verify that the XDMS allows the user with primary principal rights to read, write, modify, and delete a list document.		XDM-1.0-int-M-0		Can we delete a default contact list? Is this test case feasible?

						Authorization (XDMC in UE - Principal rights): Verify that the XDMS allows the user with primary principal rights to read, write, modify, and delete a list document.				Will this test case be possible? The GUI on the UE will only display the documents that are owned by this UE – primary principal and not principal rights.

						Authorization (XDMC in AS - Principal rights): Verify that the XDMS allows the PoC Server to read the group document. The PoC Server has the principal rights to a group document.		XDM-1.0-int-M-0		1) Should this test case be in PoC ETS or it XDM ETS?
2) We need IMS Core, PoC Server and the PoC XDMS as additional enablers for this test case. Do we assume these to be test tools, or actual enablers?

						Authorization (XDMC in UE - No Access rights) Verify that the PoC Server checks the access rights to the group during the group call and rejects unauthorized users.		XDM-1.0-int-M-0		We need IMS Core, PoC Server and the PoC XDMS as additional enablers for this test case. Do we assume these to be test tools, or actual enablers?

						Authorization (XDMC in AS - No Access rights) - Verify that the XDMS checks the access rights to the group during the group call and rejects anauthorized users.				Can the AS be removed from the list of the trusted applications?

		[10] XCAP request forwarding by Aggregation Proxy ([OMA-XDM -Spec] section, 6.3.3) 

How do we check that the client constructed a correct AUID? How do we check that the request actually went to the correct XDMS? We will be able to verify that the set values are stored correctly in the network, but will not be able to see where they are stored…		Verify the Aggregation Proxy is able to forward each XCAP request to the corresponding XDMS based on the AUID and the XUI values in the HTTP Request URI.		Request Forwarding (PoC XDMS): To verify that the <allow-invite> element in the “pocrules” XML document is set properly in the PoC XDMS. The results are observed during the 1-1 call, where the PoC Server reads the “pocrules” document from the PoC XDMS and acts according the retrieved data.		XDM-1.0-int-M-0

						Request Forwarding (Shared XDMS) - To verify …		XDM-1.0-int-M-0

						Request Forwarding (Presence XDMS) - To verify …		XDM-1.0-int-M-0

						Request Forwarding (RLS XDMS) - To verify …		XDM-1.0-int-M-0

						Request Forwarding (Error Flow - Shared XDMS) - To verify …		XDM-1.0-int-M-0

						Request Forwarding (Error Flow - PoC XDMS) - To verify …		XDM-1.0-int-M-0

						Request Forwarding (Error Flow - Presence XDMS) - To verify …		XDM-1.0-int-M-0

						Request Forwarding (Error Flow - RLS XDMS) - To verify …		XDM-1.0-int-M-0

		[12]Authorization ([OMA-XDM -Spec] section, 6.4.3)

Looks to me as [12] is the same as [9] - first portion. Maybe in the ETR in [9] the authorization references should be removed.		Verify the XDMS is going to check that the identity of the requesting XDMC has granted access rights to perform the requested operations.						Captured in [9]

		[13]: Data consistency. ([OMA GM-RD] section 6.1.1.8)

ADDITIONALLY: Find a case when different proncipals can access the same data.		Verify document data is consistent when accessed simultaneously by multiple devices and end-users.		Data Consistency (Shared XDMS): Log on as the same user on multiple devices (one at the time) and verify that the user sees the same data on both devices.		XDM-1.0-int-M-0

						Data Consistency (PoC XDMS): Log on as the same user on multiple devices (one at the time) and verify that the user sees the same data on both devices.		XDM-1.0-int-M-0

						Data Consistency (Presence XDMS): Log on as the same user on multiple devices (one at the time) and verify that the user sees the same data on both devices.		XDM-1.0-int-M-0

						Data Consistency (RLS XDMS): Log on as the same user on multiple devices (one at the time) and verify that the user sees the same data on both devices.		XDM-1.0-int-M-0

		[23]:  Default authorization policy ([OMA-XDM -Spec] section 6.4.3)		Verify  a default policy is applied by the XDMS that primary principle has permission to perform all operations.						Captured in [9]

		Error flow [04]: Multiple authentication failure  ([OMA-XDM -Spec] section, 6.5)		Verify the Aggregarion Proxy is able to return an HTTP error response to the XDMC located in UE, after several failed responses to a challenge. The exact count of challenges is decided by local implementation policy.						Captured in [9]

		MANDATORY PGM REQUIREMENTS (ETR: Secton 5.1.1.2)

		NONE

		OPTIONAL XDM REQUIREMENTS (ETR: Secton 5.1.2.1)

		[02]: Query of permissions.  ( [OMA-XDM-RD] section 6.1.3.10)		Verify authorized principle with appropriate permissions may query document permissions.				Requires UE client to support user querying permissions?

		[03]: Notification of document updates. ([OMA-XDM-RD] section 6.2.1 bullet 3, 6.2.2 bullet 4)		Upon request, verify authorized principals receive notification of updates to documents.

		[05]: XDMCs and notifications. ( [OMA-XDM-RD] section 6.2.1 bullet3, [OMA-XDM -Spec] section 6.1.2.1)		Verify XDMC can subscribe to and receive notification of document updates (the change part).

		[06]: XDMSs and notifications. ([OMA-XDM-RD] section 6.2.2, bullet 4)		Verify XDMS notifies authorized principals of document updates.

		[07]: Synchronization of user XML data over user-network interfaces (UNI).  ( [OMA-XDM-RD] section 6.2.3.1, bullet 5)		Verify XDM-1, XDM-3 Network Interfaces support the synchronization of changed user data , e.g. resource list.

		[06] Subscription ([OMA-XDM -Spec] section, 6.1.2.1, 6.2.2.1)		a) Verify a XCAP client is able to generate SUBSCRIBE request to the XML documents

				b) Verify the XDMS is able to process the request

		[07]: Notification ([OMA-XDM -Spec] section, 6.1.2.2, 6.2.2.2)		a) Verify the XDMC is able to receive an incoming NOTIFY request that is part of the same dialog as the previously sent SUBSCRIBE request.

				b) Verify the XDMS is able to generate a NOTIFY request






