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1 Reason for Contribution

To provide testing guidance to the vendors participating in the Prototype XDM Enabler TestFest.

2 Summary of Contribution

This document shows the call flows for the XDM ETS test cases (Shared XDM portion) based on OMA-TS-XDM_Core, OMA-TS-XDM_Shared and XCAP.

3 Detailed Proposal

1. References:

	[OMA-TS-XDM_Core]
	“XML Document Management (XDM) Specification”, Version 1.0, Open Mobile Alliance™, OMA-TS-XDM_Core-V1_0, www.openmobilealliance.org

	[OMA-TS_XDM_

Shared]
	“Shared XDM Specification ”, Version 1.0, Open Mobile Alliance™, OMA-TS-XDM_Shared-V1_0, www.openmobilealliance.org


	[PoC_XDM]
	“PoC XDM Specification”, Open Mobile Alliance_, OMA-TS-XDM_PoC-V1_0, Version 1.0,

http://www.openmobilealliance.org/

	[XCAP]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J.

Rosenberg, February 7, 2005, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-

07.txt

Note: Work in progress


2. Parameters used in XCAP URI:

	<XCAP Root URL>
	Hostname resolving to the address of the Aggregation Proxy

	<AUID>
	Application usage id; “resource-lists” for the Shared XDMS

	<XUI>
	SIP public id of User1 on any UE


3. Call Flows:

· XDM-1.0-int-M-0100 Authentication of XDMC in the UE

For the examples of messages, see:

· OMA-TS-XDM_Core, Appendix B1.
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1) User1 issues an HTTP GET request with the XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> – a name of an XML document  containing the URI list associated with User1
2) The Aggregation Proxy authenticates the request by sending an HTTP 401 response with a WWW-Authenticate header. The header is constructed according to the Digest rules in the RFC 2617.

3) User1 resends the request with his/her credentials included in the Authorization header according to the Digest rules in the RFC 2617.

4) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
5) Shared XDMS returns the requested XML document containing User1’s URI list in the HTTP 200 OK response.

6) Aggregation proxy forwards the 200 OK response back to User1.

7) UE1 displays User1’s URI list to the user.

· XDM-1.0-int-M-0150 Too Many Failed Authentication Attempts by XDMC in UE
For the examples of messages, see:

· OMA-TS-XDM_Core, Appendix B1
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1) User1 issues an HTTP GET request with the XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> a name of an XML document  containing the URI list associated with User1
2) The Aggregation Proxy authenticates the request by sending an HTTP 401 response with a WWW-Authenticate header. The header contains a nonce value calculated using the preconfigured User1 credentials (incorrect credentials need to be configured for User1, so that the Aggregation Proxy and the UE can generate different Digest nonce; and therefore, not allowing User1 to be authenticated).

3) User1 resends the request with his/her correct credentials included in the Authorization header according to the Digest rules in the RFC 2617.

4) The Aggregation Proxy checks the Authorization header, fails to authenticate User1 and resends the HTTP 401 response to User1 with a new nonce value calculated based on the preconfigured User1 credentials.

If performed, steps 5) to 10) will be repetition of the steps 3) and 4). The number of exchanges depends on the value of the “count of allowed challenges” preconfigured in the Aggregation Proxy.

· XDM-1.0-int-M-0200 Shared XDMS Document Creation and Retrieval
For the example of messages, see:

· OMA-TS-XDM_Core, Appendix B

· OMA-TS-XDM_Shared, Appendix B

· XCAP-CAPS, Section 12
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1) Successful authentication flow from test case XDM-1.0-int-M-0100
2) User1 sends the HTTP PUT request with the body containing the XML document describing the URI list to be stored in the Shared XDMS. The request is sent with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> is the name of an XML document containing the URI list for User1 to be stored in the Shared XDMS
3) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
4) Shared XDMS stores the received document and returns HTTP 201 Created response.

5) Aggregation proxy forwards the 201 Created response back to User1.

6) UE1 displays the URI list to the user.
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1) Successful authentication flow from test case XDM-1.0-int-M-0100
2) User1 sends the HTTP GET request with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> is a name of an XML document containing the URI list for User1 to be retrieved from the Shared XDMS
3) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
4) Shared XDMS returns the requested XML document containing the User1’s URI list in the HTTP 200 OK response. The returned XML document is the same as the XML document that UE1 stored in the Shared XDMS in the Step 2.

5) Aggregation proxy forwards the 200 OK response back to User1.

6) UE2 displays the URI list to the user. The list is identical to the list seen on UE1.

· XDM-1.0-int-M-0201 Shared XDMS Element and Attribute Creation and Retrieval
For the example of messages, see:

· OMA-TS-XDM_Core, Appendix B

· OMA-TS-XDM_Shared, Appendix B

· XCAP-CAPS, Section 12
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1) User1 sends the HTTP PUT request with the body containing the XML element to be added to the already existing XML document. The document to be modified contains the URI list already stored in the Shared XDMS. The request is sent with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>/~~/resource-lists/list[@name=<LIST NAME>]/entry[@uri=<NEW CONTACT URI>], where
· <URI List XML Document> is a name of an XML document containing the URI list for User1 to be stored in the Shared XDMS
· <URI List XML Document> is an XML document containing the URI List stored in the Shared XDMS
· <LIST NAME> is the name of the URI List to be modified
· <NEW CONTACT URI> is the URI of the Contact to be added to the URI List (XML element modifying URI List XML document)
2) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
3) Shared XDMS updates the specified XML document with the element in the body of the HTTP PUT request. The 200 OK is returned by the Shared XDMS indicating a successful addition of the element.

4) Aggregation proxy forwards the 200 OK response back to User1.

5) UE1 displays the updated URI list to the user. A new contact exists in the URI list.
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1) Successful authentication flow from test case XDM-1.0-int-M-0100
2) User1 sends the HTTP GET request with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> is a name of an XML document containing the URI list for User1 to be retrieved from the Shared XDMS
3) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
4) Shared XDMS returns the requested XML document containing the User1’s URI list in the HTTP 200 OK response’s body. The returned XML document is the same as the XML document UE1 stored in the Shared XDMS in the Step 2.

5) Aggregation proxy forwards the 200 OK response back to User1.

6) UE2 displays the URI list to the user. The list is identical to the updated list seen on UE1.

· XDM-1.0-int-M-0202 Shared XDMS Document and Element Modification and Retrieval
For the example of messages, see:

· OMA-TS-XDM_Core, Appendix B

· OMA-TS-XDM_Shared, Appendix B

· XCAP-CAPS, Section 12
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1) User1 sends the HTTP PUT request with the body containing the XML element to be modified in the already existing XML document. The document to be modified contains the URI list stored in the Shared XDMS. The request is sent with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>/~~/resource-lists/list[@name=<LIST NAME>]/entry[@uri=<NEW CONTACT URI>], where
· <URI List XML Document> is a name of an XML document containing the URI list for User1 to be modified in the Shared XDMS
· <URI List XML Document> is the XML document containing the URI List stored in the Shared XDMS
· <LIST NAME> is the he name of the URI List to be modified
· <NEW CONTACT URI> is the URI of the Contact to be modified in the URI List
2) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
3) Shared XDMS updates the XML element in the specified XML document with the XML data in the body of the HTTP PUT request. The 200 OK is returned by the Shared XDMS, indicating a successful addition of the element.

4) Aggregation proxy forwards the 200 OK response back to User1.

5) UE1 displays the updated URI list to the user. A new Contact entry exists in the list.
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0200: UE2 Call Flow

 


1) Successful authentication flow from test case XDM-1.0-int-M-0100
2) User1 sends the HTTP GET request with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:

<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> is a name of an XML document containing the URI list for User1 to be retrieved from the Shared XDMS
2) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
3) Shared XDMS returns the requested XML document containing the User1’s URI list in the HTTP 200 OK response. The returned XML document is the same as the XML document UE1 stored in the Shared XDMS in the Step 1.

4) Aggregation proxy forwards the 200 OK response back to User1.

5) UE2 displays the URI list to the user. The list is identical to the updated list seen on UE1.

· XDM-1.0-int-M-0203 Shared XDMS Element Deletion
For the example of messages, see:

· OMA-TS-XDM_Core, Appendix B

· OMA-TS-XDM_Shared, Appendix B

· XCAP-CAPS, Section 12
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1) User1 sends the HTTP DELETE request having the XML document to be deleted in the XCAP URI of the DELETE request. The document to be modified contains the URI list stored in the Shared XDMS. The request is sent with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:
<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>/~~/resource-lists/list[@name=<LIST NAME>]/entry[@uri=<CONTACT URI>], where
a. <URI List XML Document> is a name of an XML document containing the URI list for User1 to be modified in the Shared XDMS
b. <URI List XML Document> is the XML document containing the URI List stored in the Shared XDMS
c. <LIST NAME> is the name of the URI List to be modified
d. <CONTACT URI> is the URI of the Contact to be deleted from the URI List
2) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
3) Shared XDMS deletes the XML element in the specified XML document. The 200 OK is returned by the Shared Xdms, indicating a successful deletion of the element.

4) Aggregation proxy forwards the 200 OK response back to User1.

5) UE1 displays the updated URI list to the user. The deleted Contact entry does not exists in the list.
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1) Successful authentication flow from test case XDM-1.0-int-M-0100
2) User1 sends the HTTP GET request with User1’s credentials included in the Authorization header according to the Digest rules in the RFC 2617. The HTTP GET request contains XCAP URI in the form of:

<XCAP Root URL>/<AUID>/users/<XUI>/<URI List XML Document>, where
· <URI List XML Document> is a name of an XML document containing the URI list for User1 to be retrieved from the Shared XDMS
6) The Aggregation Proxy checks the Authorization header, authenticates User1, processes the asserted identity headers according to the rules in the section 6.3.2 of the OMA-TS-XDM_Core, and forwards the request to the Shared XDMS based on the AUID received in the XCAP URI.
7) Shared XDMS returns the requested XML document containing the User1’s URI list in the HTTP 200 OK response. The returned XML document is the same as the XML document UE1 stored in the Shared XDMS in the Step 1.

8) Aggregation proxy forwards the 200 OK response back to User1.

9) UE2 displays the URI list to the user. The list is identical to the updated list seen on UE1.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review the contribution, approve, combine with PoC XDM contribution and upload the combined contribution on the TestFest site.
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