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1 Introduction

SyncML Conformance Test Suite for Device Management (SCTS DM) is a tool to check if the Test Object implements all the mandatory features of the SyncML Device Management protocol. This document explains the necessary steps to install and configure SCTS DM. This document explains the various working modes of SCTS DM, the components of SCTS DM, and systematic instructions for setting up SCTS DM to execute SyncML sessions. The tests executed by SCTS DM are documented separately in SCTS Device Management Test Case Document [3]. SCTS DM V 1.0 tests the following SyncML specifications [1].

· SyncML common representation protocol v1.1.2
· SyncML Meta Information DTD v1.1.2
· SyncML HTTP Bindings v1.1.2
· SyncML OBEX Bindings v1.1.2
· SyncML Representation protocol, Device Management Usage v1.1.2
· SyncML Device Management protocol v1.1.2
· SyncML Device Management Tree and Description v1.1.2
· SyncML Device Management Standardised Objects v1.1.2
· SyncML Device Management Security v1.1.2
· SyncML Device Management Conformance Requirements v1.1.2
Features Implemented in the tool:

Operating System – The tool is designed for the Windows 95 and higher platforms.

Transport layers – Works over HTTP, OBEX over TCP/IP and OBEX over IrDA.

Encoding – Supports XML and WBXML encoding.

Authentication – Supports Basic, MD5 authentication scheme

Integrity – Supports HMAC–MD5

Logging – Logs the entire message exchanges between the Test Object and SCTS at SyncML Level as well as at transport level.

Tree Management Interface

Large Objects handling

Commands Management Interface for server devices.

Features that will be implemented in future versions:

Bootstrap Session

Device Description Framework parser

2 Formatting Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “NOT RECOMMENDED”, “MAY” and “OPTIONAL” in this document are to be interpreted as described in [RFC 2119].

3 Terminology

3.1  Definitions

Base64 – Content-Transfer-Encoding designed to represent arbitrary sequences of octets in a form that is not humanly readable

MD5 – An encryption technique as defined in [RFC 1321]
HMAC – An integrity checking technique as defined in [RFC 2104]
Test Object – Implementation under test

Server Device – Logical device, created when SCTS DM is a server, holds information of the remote client device, and has the capability to test remote client devices.

Client Device – A Client device is a logical client and holds information required for SCTS to behave as a normal SyncML client and as a Test Client.

Normal Session – SCTS DM behaves as a normal SyncML DM Client or Server.

Test Session – SCTS DM executes the different test cases in this session.

Discover Session – SCTS DM server discovers the client tree in this session.

Node – An element in the device management tree

Object – Generalization of various SCTS internal objects

3.2 Abbreviations

DTD
Document Type Definition

HTTP
Hyper Text Transfer Protocol

OBEX
Object Exchange protocol

SCTS DM
SyncML Conformance Test Suite for Device Management

WBXML
Wireless Binary Extensible Mark-up Language

WSP
Wireless Session Protocol

XML
Extensible Mark-up Language

4 General Information

4.1 Installation 

4.1.1 Requirements

SCTS DM requires Windows 95 or higher version of the operating system. 

Disk Space – Requires a minimum of 10 MB Free Space for installation and a minimum of 20 MB for proper operation.
RAM – Requires a minimum of 32 MB RAM

Display – Resolution of 800x600

CPU – No restriction

4.1.2 Procedure

SCTS DM is packaged in a self-extracting installable which will extract and install all the necessary components required by it. To install, run the executable “SyncML Conformance Test Suite DM 1.1.2.exe”, which will take you through the installation. The default install path is x: Program Files\SyncML DM\SCTS DM 1.1.2, which can be changed during installation.

4.2 Starting SCTS DM

SCTS DM installation will introduce a menu item for the SCTS DM in the “Start Menu”. To execute the SCTS DM,
Step 1: Click on Start Menu

Step2: Go to Programs

Step3: Go to SyncML

Step4: Click on SCTS DM 1.1.2
4.3 Problem Reporting

To report problems send a mail to OMA-SCTS@MAIL.OPENMOBILEALLIANCE.ORG SCTS Problem reporting template [4] has to be used. To view the relevant files that has to be sent while reporting a problem:

1. Click on the Help in the Menu.

2. Select the ‘Reporting a bug’ menu item in the Help menu, which will show the necessary files which will be useful in identifying the problem.

5 Menu, toolbar and Icons

5.1 Menu 

5.1.1 Configuration

The Configuration menu can be used to save the changes in the devices, to clear the session pane and to remove all the configured devices.
5.1.2 Settings

The Settings menu can be used to start stop or configure transport servers. It can also be used to view the state of various transport servers. The Settings menu can be used to set the logs path. By default, the logs are saved in the path where SCTS DM is installed. The settings menu is also used to select the type of OBEX service the client has to use to connect to the obex server.

5.1.3 Tools

Currently available tool in the Tools menu is the ‘Credentials calculator’ and WBXML – XML converter.

5.1.4 Help

The Help menu has the guides which help in configuring the tool as a normal client/server or a test client/server. The Help menu can be used to report a bug to the SCTS team, which will prompt the user as to what are the necessary information that has to be sent to the SCTS team.

5.2 Toolbar 

The various toolbar items are context sensitive. For example the ‘ + Add Device’ will add a ‘Client Device’ if the focus is on the ‘Client Devices’ object or will Add a ‘Server Device’ if the focus is on the ‘Server Devices’ object.  

5.3 Icons

SCTS DM has different icons to represent the various internal objects. The icons corresponding to the different internal objects are shown below. 

Device Management tree
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DM Accounts
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Connection objects
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Commands
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Server Device:             
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Client Device:                                                               
[image: image6.png]



Session with Errors:                                          
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Session without Errors:                                          

[image: image8.png]


         

Test passed
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Test failed
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6 Client Devices

Client devices are logical Device management clients for encapsulating the details of client. If SCTS DM is used as a client, then a Client Device has to be created. A Client Device is an abstraction of a physical client device. It holds the following information.

· Device Name: This is the identification of the device. 

· Encoding to be used by the device

· Maximum message size that the device can handle

· Maximum object size that the device can handle

·  Authentication information

· Server Test cases

· Necessary information to establish a DM session with the server is held in the DMAcc nodes of the tree, which are displayed using the DMAccounts panel. The connection information required to connect to the server is held in the Con nodes of the tree, which are displayed in the Connections panel. 

6.1 Adding new Client Device

Adding a new client device creates the device with the mandatory nodes. Other management nodes can be added using the tree interface. DM Accounts and Connection nodes should be added using the DM Acc configuration panel and connection configuration panel. All the client devices are grouped under an object called ‘Client Devices’. The steps below show the various steps to add and configure client devices.

1. Select the Client Devices node and click on ‘Add Device’, which will bring up a dialog as shown below.

2.  Enter the Device and the Test Information.

3. Click on ‘Apply changes’ button.
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6.2 Configuring a Client Device

6.2.1 Encoding type configuration

1. Expand the Client Devices object and select the client device to configure, which will bring up a dialog as shown above.

2. In the device information group, select the appropriate encoding type.

6.2.2 Maxmsgsize configuration

1. Expand the Client Devices object and select the client device to configure, which will bring up a dialog as shown above.

2. In the device information group, enter the maxmsgsize.

6.2.3 Large Objects configuration

1. Expand the Client Devices object and select the client device to configure, which will bring up a dialog as shown above.

2. If the client should support large objects delivery, check the support large object check box.

3. Enter the Maximum object size the client should support in the maxobjsize field. Enter 0 in this field if there is no limit to the large object size.
6.2.4 DM Tree configuration

Expand the client device and select the tree object, which will bring a dialog as shown below.[image: image15.jpg]SCTS3DevMan
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6.2.4.1 Adding a new node

1. Select the node under which the new node has to be added.

2. Click on the ‘Add Node’ button, which will bring up the dialog as shown below.

3. Enter the name of the node.

4. If the data is not specified, the format is changed to ‘null’ and it becomes a leaf node.

5. Enter the format as ‘node’ if the node has to be an interior node.

6. Double click on the data parameter, which will bring up a dialog as shown below.

7. Enter the data and click on ‘Apply changes’ to add the data to the node.

8. Click on ‘Apply changes’ to add the new node.

6.2.4.2 Modifying a node

1. Select the node whose parameters have to be modified.

2. To change the data, double click on the data, which will bring up a dialog as shown below. 

3. The data either can be modified in the pane or can be uploaded from a file.

4.  If the name parameter is being changed, check if the name is unique among its siblings, else SCTS will complain.

5. Change the format to suit the format of your data. The results can be dangerous if the format and the data format do not match.
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6.2.4.3 Deleting a node

1. Select the node, which has to be deleted.

2. Click on ‘Delete node’ button.

Note: A node will not be deleted if it is a permanent node. If an interior node is deleted it will delete all its children.

6.2.5 DM Account configuration

1. Select the client device and click on the ‘DM Accounts’ object, which will bring up a dialog as shown below.

2. Click on ‘Add Node’ to add a new DMAcc or select an existing DMAcc.

3. Make the necessary changes and click on ‘Apply changes’ button.
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6.2.6 Connection configuration

1. Select the client device and click on the ‘Connections’ object, which will bring up a dialog as shown below.

2. Click on ‘Add Node’ to add a new connection or select an existing connection.

3. Make the necessary changes and click on ‘Apply changes’ button.

[image: image18.jpg]- Confef Iforma

Name.

Apply Changss

Discard Changes.

[Cort

AP Irformation

Bearer 0BEX

adtess bddess Toee P4 5]
fun 1D Buth Seciet

[-Proy ol

Port uber G080

bddess  [BTEI2AT addess Toee P2 5]
futh 1D futh Seciet





6.2.7 Configuring the transport information for the client device

SCTS supports the HTTP over TCP, OBEX/TCP and OBEX/IR transports. The client can connect the server using any of these transports. The client uses the ‘Addr’ and ‘AddrType’ of the DMAcc.

6.2.7.1 Configuring HTTP transport for a client device

1. Expand the client device and select a DMAcc.

2. Select the AddrType as HTTP.

3. Enter the complete server address in the ‘Address’ field.

For ex: http://9.184.12.13/Servletpath.

Note: The servlet path that must be used to connect to SCTS server is ‘/Manage’.

4. Enter the port number in the ‘Port Number’ field. This field can be blank if the default HTTP port of 80 is used.

If a proxy server is used to connect to the Device Management server, continue.

5. A connection object has to be added. Click on the Connections object and click on ‘Add ‘ button.

6. Enter the proxy server’s address in the Address field. Give a name for the connection object.

7. SCTS does not use any other parameter of the connection pane, so they need not be configured. 

8. Click on ‘Apply changes’ button.

9. Now select the DM Accounts object and select the DMAcc. 

10. In the ‘ConRef’ dropdown list select the connection object.

11. Click on the ‘Apply Changes’ button.

6.2.7.2 Configuring OBEX/TCP transport for a client device

1. Expand the client device and select a DMAcc.

2. Select the AddrType as OBEX.

3. Enter the IP address of the server in the Address Field.

4. Enter the port number in the ‘Port Number’ field. This field can be bland if the default OBEX port of 650 is used.

5. Click on ‘Apply changes’ button.

6. Click on the settings menu and select ‘Use OBEX/TCP Client’ as shown below
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6.2.7.3 Configuring OBEX/IR transport for a client device

1. Expand the client device and select a DMAcc.

2. Select the AddrType as OBEX.

3. Enter the IR Server Name in the ‘Address’ field.

4. Click on  the settings menu and select ‘Use OBEX/IR Client’ as shown below
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6.2.8 Deleting Client Devices

1. Expand the Client Devices object.

2. Select the Client device to be deleted.

3. Click on ‘Delete Device’ button in the menu.

6.3 Server Devices

Server Device is an abstraction of a client device at the Server’s side. A Server Device holds all the necessary information of the client, like the client’s tree, authentication information, etc. Server Devices can be manually created, i.e. the tree has to be manually added or the server can discover the client’s tree.  The server device has the following additional features like, discovering the client’s tree, inserting management commands, manipulating the inserted commands, etc. The ServerId of the SCTS is ‘Scts’.

6.3.1 Adding a Server Device for discovery

1. Select the ‘Server Devices’ object.

2. Click on the ‘Add Device’ button, which will bring up a dialog as shown below.
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3. Select ‘Discover server device’, which will bring a dialog as shown below.

4. Enter the user name, which the client will use to connect. The client that connects using this user name will be discovered. Server will not authenticate the incoming client.

5. Click on ‘Discovery Device’.

Note: Only a single server device can be added for discovery at a time. Adding a second server device for discovery erases the previous devices information. SCTS should have GET access right for the tree to discover the tree. From subsequent session after the discovery session SCTS uses the DMAcc information configured on the client for authenticating the client.
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6.3.2 Adding the Server Devices manually

1. Select the ‘Server Devices’ object.

2. Click on the ‘Add Device’ button, which will bring up a dialog as shown below.
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3. Select the ‘Add server device manually’, which will bring up a dialog as shown in the above section.

4. Enter the necessary details and click on ‘Apply changes’.

5. Expand the device and select DM Accounts.

6. Add a DM Account with the same information as that the client will use to connect.

7. Click on ‘Apply changes’ in the DM Accounts, which will cause a new DMAccount to be added.

8. Click on the Tree object and expand the ‘root’ node. Add new nodes manually.

Note: Modifications made to the server device’s tree before the client connects for the first time will not be sent as management commands to the client. 

6.3.3 Commands

Modifications made to the server tree cause the server to add management commands to its command list. The management commands SCTS can send are Add, Delete, Replace, Get, Sequence and Atomic. The command list can be viewed by using the commands panel which is as shown below:
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6.3.3.1 Inserting a ‘Add’ command:

Adding a node in the server device causes an ‘Add’ command to be inserted in the commands list.

1. Select the server device and click on the tree object.

2. Select the node and click on ‘Add Node’ button, which causes a new node to be added as a child of the selected node.

3. Enter the name of the node.

4. If the data is not specified, the format is changed to ‘null’ and it becomes a leaf node.

5. Enter the format as ‘node’ if the node has to be an interior node.

6. Double click on the data parameter, which will bring up a dialog as shown below.

7. Enter the data and click on ‘Apply changes’ to add the data to the node.

8. Click on ‘Apply changes’ to add the new node.

Note: A node cannot be added if the ServerId does not have Add ACL right on the node.

6.3.3.2 Inserting a ‘Delete’ command:

Deleting a node in the server device causes a ‘Delete’ command to be inserted in the commands list.

1. Select the server device and click on the tree object.

2. Select the node to be deleted.

3. Click on the ‘Delete node’ button.

Note: A node will not be deleted if it is a permanent node or if the ServerId does not have Delete ACL rights on the node. If an interior node is deleted it will delete all its children. 

6.3.3.3 Inserting a ‘Replace’ command:

Replacing the contents of a node in the server device causes a ‘Replace’ command to be inserted in the commands list.

1. Select the server device and click on the tree object.

2. To change the data, double click on the data and make the necessary changes.

3. If the name parameter is being changed, check if the name is unique among its siblings, else SCTS will complain ‘Invalid node properties’.

4. Change the format to suit the format of your data. The results can be dangerous if the format and the data format do not match.

Note: A node cannot be modified if the ServerId does not have Replace ACL rights on the node.

6.3.3.4 Inserting a ‘Get’ commands:

1. Select the server device and click on the tree object.

2. Right click on the node, which will bring up a pop-up menu as shown below.

3. Selecting ‘Insert Get’, inserts a Get command on the node in the commands list.

4. Selecting ‘Insert Get (Struct)’ inserts a Get command with prop=Struct.

5. Selecting ‘Insert Get (StructData)’ inserts a Get command with prop=StructData.
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6.3.3.5 Inserting a ‘Atomic’ command:

1. Select the server device and click on the commands object, which will display the list of existing commands.

2. Using the ‘Shift’ key, select the commands, which have to be encapsulated by the Atomic command.

3. Click on the ‘Insert Atomic’ button, which will insert the Atomic command as shown below.

Note: ‘Insert Atomic’ button will be disabled if the selected commands contain a Get command, as Get cannot be a child of Atomic.
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6.3.3.6 Inserting a ‘Sequence’ command:

1. Select the server device and click on the commands object, which will display the list of existing commands.

2. Using the ‘Shift’ key, select the commands, which have to be encapsulated by the sequence command.

3. Click on the ‘Insert Sequence’ button, which will insert the Sequence command as shown below.
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6.3.3.7 Inserting a ‘User Interaction Alerts’

1. Select the server device and click on the commands object, which will display the list of existing commands.

2. Right click on a command and select ‘Insert User Interaction before’ button or ‘Insert User Interaction after’ button, which will display a dialog as shown below.

3. Select the appropriate alert type and configure the necessary details.

4. Click on the ‘OK’ button to insert the user interaction alert command.
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7 Device Management Sessions

7.1 Normal Session

SCTS behaves as a normal Device management server or client while executing normal session.

7.1.1 Steps for Executing Normal Session – Client

1. Select the client device and click on the ‘DM Accounts’ object.

2. Select an existing DM Account and click on ‘Connect’ button.

7.1.2 Steps for Executing Normal Session – Server

Server will always execute a normal session unless:

1. The server device has been added in the discover mode and it is the first session.

2. If a test group is being executed.

7.2 Test Session

7.2.1 Steps for Executing Test Session 

1. Select a device and click on the ‘Tests’ object, which will bring up a dialog as shown below.

2. Double click on a Test Group to select it.

3. Click on ‘Execute Test’ button to execute a Test Group.

7.2.2 Setting the prerequisites for Test Session

1. Select the Test Group to be executed. 

2. Click on the Execute Test Group Button.

3. If the Test Group requires configuration an input box as shown below will pop-up.

4. Enter the text and press enter.
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5. If the Test Group requires selection of a node, then an user choice as shown below will pop-up.

6. Double Click on the name of the node which will be used for the test group.
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7.3 Notification Session

7.3.1 Setting the Client as Notifiable

The client device which will be notified by the server should be set as notifiable on the SCTS. This is because SCTS can have multiple client devices. A client device which will be set as notifiable will wait for the server to send a HTTP notification message.
1. Select the client device which will be notified by the server.

2. Right click on the selected device which will bring up a pop-up as shown below.

3. Click on the Set Notifiable.
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7.3.2 Sending a notification message to Client
1. Select the server device which represents the client on SCTS.
2. Right click on the selected device, which will bring up a pop-up box as shown below.

3. Click on Send Notification, which will bring up a InputBox for entering the client’s address to which notification has to be sent.

4. Enter the address in the format “address: portnumber” and click enter.
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8 Miscellaneous

8.1 Starting and Stopping Transport servers

The SCTS server transports have to be started before the client connects to SCTS. HTTP Server is automatically started when the tool is started on port 80

In order to start a server  

1. Click on the Settings menu and select ‘Servers’.

2. This will bring up a dialog as shown below. Select the appropriate Transport and click on the Start or Stop button in order to start or stop the transport.
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8.2 Setting the Server Timeout

1. Click on the Settings menu and select the servers, which will bring up a dialog as shown above.

2. Click on the arrow buttons to increase or decrease server timeout interval

8.3 Changing the Server Port or OBEX Service Name

1. Click on the Settings menu and select the servers, which will bring up a dialog as shown below.

2. Double click on the on the row for which the port/ service has be configured and enter the port number or the service name. 
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8.4 Setting the logs path

1. Click on the Settings menu

2. Select the logs Path. This will bring up a dialog from which the appropriate folder to save the logs can be selected. 

8.5 Credential Calculator

SCTS comes with a tool, which will calculate the credential string as shown below. To start the credential calculator, click on the tools in the menu and select the credentials calculator.
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8.6 WBXML-XML Converter

SCTS comes with a wbxml-xml converter, for converting only SyncML wbxml logs. This converters the raw wbxml files into xml, formats the xml and displays it. To start the wbxml –xml converter, click on the tools in the menu and select the wbxml-xml converter.

9 Information

SCTS DM provides detailed information about the SyncML session state, the message exchange between SCTS and Test Object and session errors, if any.

9.1 Session Pane

The Session pane displays all the current sessions and the recent sessions. When the tool is shut down all the session information is deleted and only the message exchange log files are persisted. Click on an active session to see real-time SyncML session state. 

9.1.1 Session State Information

In the session’s pane, click on the session to view the session state which displays a as shown below
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9.1.2 Session message logs

To view the message exchanges of the client or the server device:

1. Click on the logs node of the device and expand it.

2.  Select the appropriate log file and expand it.

3. Click on the appropriate message node to view the message.
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9.1.3 Session Error information

If there are errors in a session, the icon is the session pane will have a red border. Expand the session node and click on the errors node. This will display the error information on the right panel. In some cases the errors can be ignored if the test group has passed as they are created on purpose, like the ones shown below wherein the user id and password were incorrectly sent by the test client. The error node will give a detailed description of the error and quotes from the specification where ever appropriate.
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9.1.4 Test Case information

To view the purpose, pre-conditions and pass-criteria of a particular Test case:

1. Click on the ‘Tests’ node.

2. Click on a Test Group, which will show the Test Cases in the Test Group.

3. Select the Test Case; the descriptions panel below will display the details of the Test Case.
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