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1 Reason for Change

DM 1.2. has added support for Transport Layer Security for server and client authentication and integrity purposes. This CR details the test cases (both conformance and interoperability) necessary to test this capability both in the server and the client.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that IOP-PRC agrees to the CR so that the new test cases can be incorporated in the DM 1.2. ETS.

6 Detailed Change Proposal

Change 1:  Client Conformance Test Cases

5.26 Device Management Client Conformance Test Group #26

5.26.1 TLS support over HTTP transport

	Test Case Id
	DeviceManagement-v1.2-client-con-2601

	Test Object
	Client device

	Test Case Description
	To test if the Test Object supports transport layer authentication using TLS over HTTP

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-C-003 Support for transport layer authentication

DM-SEC-C-004
 Support for HTTP transport

DM-SEC-C-013 Identifying that the server is using TLS1.0 or SSL3.0
DM-SEC-C-014
 Support for TLS

DM-SEC-C-016
 Supporting at least one of the cipher suites TLS_RSA_WITH_AES _128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA

	Test Tool
	SCTS DM 1.2 as a server

	Preconditions
	Client Device supports HTTP.

Credentials / certificates necessary to perform authentication have been provisioned in Test Object and Tool.

	Test Procedure
	1. DM client initiates a session with the Test Tool requesting transport layer authentication using TLS and indicating cipher settings.

2.  Test Tool authenticates the DM client and sends the information the DM client needs to authenticate it.

3. DM client authenticates the Test Tool and the TLS session is established.

4. DM session is established between DM client and Test Tool

	Pass-Criteria
	· Test Tool authenticates the DM client 

· DM client authenticates the Test Tool

· DM session is correctly established


5.26.2 SSL 3.0 support over HTTP transport

	Test Case Id
	DeviceManagement-v1.2-client-con-2602

	Test Object
	Client device

	Test Case Description
	To test if the Test Object supports transport layer authentication using SSL 3.0 over HTTP

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-C-003 Support for transport layer authentication

DM-SEC-C-004
 Support for HTTP transport

DM-SEC-C-013 Identifying that the server is using TLS1.0 or SSL3.0
DM-SEC-C-015
 Support for SSL 3.0

DM-SEC-C-017
 Support for at least one of SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA

	Test Tool
	SCTS DM 1.2 as a server

	Preconditions
	Client Device supports HTTP.

Credentials / certificates necessary to perform authentication have been provisioned in Test Object and Tool.

	Test Procedure
	1. DM client initiates a session with the Test Tool requesting transport layer authentication using SSL 3.0 and indicating cipher settings.

2. Test Tool authenticates the DM client and sends the information the DM client needs to authenticate it.

3. DM client authenticates the Test Tool and the SSL session is established.

4. DM session is established between DM client and Test Tool

	Pass-Criteria
	· Test Tool authenticates the DM client 

· DM client authenticates the Test Tool

· DM session is correctly established


Change 2:  Server Conformance Test Cases

6.21 Device Management Server Conformance Test Group #21

6.21.1 TLS support over HTTP transport

	Test Case Id
	DeviceManagement-v1.2-server-con-2101

	Test Object
	Server device

	Test Case Description
	To test if the Test Object supports transport layer authentication using TLS over HTTP

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-S-002 Support for client authentication at the transport layer

DM-SEC-S-014 Support for HTTP transport

DM-SEC-S-015 Support for TLS 1.0 [TLS]

DM-SEC-S-017 Using OMA DM over HTTP

DM-SEC-S-018 Using TLS

DM-SEC-S-020 Supporting all three cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA

	Test Tool
	SCTS DM 1.2 as a client

	Preconditions
	Server Device supports HTTP.

Credentials / certificates necessary to perform authentication have been provisioned in Test Object and Tool.

	Test Procedure
	1. Test Tool initiates a session with the Server requesting transport layer authentication using TLS and indicating that it wishes to use cipher suite TLS_RSA_WITH_AES_128_CBC_SHA-1
2. Server authenticates the Test Tool and sends the information the Test Tool needs to authenticate it.

3. Test Tool authenticates the Server and the TLS session is established.

4. DM session is established between Server and Test Tool

5. Repeat steps 1-4 using cipher suites TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA

	Pass-Criteria
	· Test Tool authenticates the DM server 

· DM server authenticates the Test Tool

· DM session is correctly established


6.21.2 SSL 3.0 support over HTTP transport

	Test Case Id
	DeviceManagement-v1.2-server-con-2102

	Test Object
	Server device

	Test Case Description
	To test if the Test Object supports transport layer authentication using SSL 3.0 over HTTP

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-S-002 Support for client authentication at the transport layer

DM-SEC-S-014 Support for HTTP transport

DM-SEC-S-016 Support for SSL3.0 [SSL3.0]

DM-SEC-S-017 Using OMA DM over HTTP

DM-SEC-S-019 Using SSL3.0

DM-SEC-S-021 Support for both of SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA

	Test Tool
	SCTS DM 1.2 as a client

	Preconditions
	Server Device supports HTTP.

Credentials / certificates necessary to perform authentication have been provisioned in Test Object and Tool.

	Test Procedure
	1- Test Tool initiates a session with the Server requesting transport layer authentication using SSL 3.0 and indicating that it wishes to use cipher suite SSL_RSA_WITH_RC4_128_SHA 
2- Server authenticates the Test Tool and sends the information the Test Tool needs to authenticate it.

3- Test Tool authenticates the Server and the TLS session is established.

4- DM session is established between Server and Test Tool

5- Repeat steps 1-4 using cipher suite SSL_RSA_WITH_3DES_EDE_CBC_SHA

	Pass-Criteria
	· Test Tool authenticates the DM server 

· DM server authenticates the Test Tool

· DM session is correctly established


Change 3:  Interoperability Test Cases

7. TLS 1.0 support

	Test Case Id
	DeviceManagement-v1.2-int-038

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to test transport layer authentication using TLS 1.0

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-C-003 Support for transport layer authentication

DM-SEC-C-013 Identifying that the server is using TLS1.0 or SSL3.0
DM-SEC-C-014
 Support for TLS

DM-SEC-C-016
 Supporting at least one of the cipher suites TLS_RSA_WITH_AES _128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA

DM-SEC-S-002 Support for client authentication at the transport layer

DM-SEC-S-015 Support for TLS 1.0 [TLS]

DM-SEC-S-018 Using TLS

DM-SEC-S-020 Supporting all three cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA

	Preconditions
	DM Client and Server support DM over the same transport protocol (HTTP or other)

Credentials / certificates necessary to perform authentication have been provisioned in Server and Device prior to the test.

	Test Procedure
	1. DM client initiates a session with the DM Server requesting transport layer authentication using TLS and indicating cipher settings.

2. DM Server authenticates the DM client and sends the information the DM client needs to authenticate it.

3. DM client authenticates the DM Server and the TLS session is established.

4. DM session is established between DM client and DM Server

	Pass-Criteria
	1. DM Server authenticates the DM client 

2. DM client authenticates the DM Server

3. DM session is correctly established.


7.32 SSL 3.0 support 

	Test Case Id
	DeviceManagement-v1.2-int-039

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to test transport layer authentication using SSL 3.0

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-C-003 Support for transport layer authentication

DM-SEC-C-013 Identifying that the server is using TLS1.0 or SSL3.0
DM-SEC-C-015
 Support for SSL 3.0

DM-SEC-C-017
 Support for at least one of SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA

DM-SEC-S-002 Support for client authentication at the transport layer

DM-SEC-S-016 Support for SSL3.0 [SSL3.0]

DM-SEC-S-019 Using SSL3.0

DM-SEC-S-021 Support for both of SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA

	Preconditions
	DM Client and Server support DM over the same transport protocol (HTTP or other)

Credentials / certificates necessary to perform authentication have been provisioned in Server and Device prior to the test.

	Test Procedure
	1. DM client initiates a session with the DM Server requesting transport layer authentication using SSL 3.0 and indicating cipher settings.

2. DM Server authenticates the DM client and sends the information the DM client needs to authenticate it.

3. DM client authenticates the DM Server and the SSL session is established.

4. DM session is established between DM client and DM Server

	Pass-Criteria
	1. DM Server authenticates the DM client 

2. DM client authenticates the DM Server

3. DM session is correctly established.
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