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1 Reason for Change

In the IOP-PRC F2F Meeting in San Francisco, document OMA-IOP-PRC-2007-0014-INP_DM_1.2_Conf_TestSpec_Enhancements was presented by setcom which highlighted the need for a more detailed and enhanced conformance test specification for DM 1.2. The intention was agreed in principle and setcom was given the task to come up with CRs incorporating the necessary enhancements to the conformance testcases.
During the past few weeks more amendments to this document were proposed and discussed and the changes that have been agreed upon have been included into this document.
Changes in R02:
The following changes w.r.t R01 of the document have been made

1. All references to core specification have been moved to the Specification Reference cell.

2. Precondition steps expanded, where necessary.

NOTE: Depending on the reusability of pre-condition steps, these could be defined as macros.

3. Message Sequence Chart positioned before the Pass criteria for continuity and easier readability.
This CR contains the first list of testcases with the proposed enhancements.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR

6 Detailed Change Proposal

Change 1:  The Message Sequence Charts are included for the modified testcases in §5. Requirements and Pass criteria for all relevant test steps have been defined.

5.1.1 Sending of valid Alert command

	Test Case Id 
	DeviceManagement-v1.2-client-con-0102

	Test Object 
	Client device

	Test Case Description 
	To check if the Test Object sent a valid Alert command.

	Specification Reference 
	[DMREPU] Chapter 6.6.2
[DMREPU] Chapter 7 (Alert Codes)

[DMPRO] Chapter 8.3

	SCR Reference 
	DMREPPRO-PCE-C-001 Support for sending ‘Alert’

	Test Tool 
	DM 1.2 conformance test tool 

	Preconditions
	The client is not involved in a session with the test tool.


	MESSAGE ´SEQUENCE
Step

Direction

Message

Comment

UE

SS

1

The client is triggered to initiate communication with the server. 

2

(
Setup-Request

The client sends a Setup-Request.

3

(
Setup-Response

Test Tool sends OK response to the client to close Session



	Pass-Criteria 
	Step 2:

The Test Object MUST send a request with a valid client initiated alert. Valid implies:

1. The Alert tag must have as sub elements a CmdID tag and a Data tag
2. The value of the data tag must be 1201 showing that this is a Client initiated session.



5.1.2 Sending of Device Information

	Test Case Id 
	DeviceManagement-v1.2-client-con-0103

	Test Object 
	Client device

	Test Case Description 
	To check if the Test Object sends Device Information

	Specification Reference 
	[DMREPU] Chapter 6.6.11

[DMPRO] Chapter 8.3

	SCR Reference 
	DMREPPRO-PCE-C-002
Support for ‘Replace’

	Test Tool 
	DM 1.2 conformance test tool 

	Preconditions
	The client is not involved in a session with the test tool.

	MESSAGE ´SEQUENCE   
Step

Direction

Message

Comment

UE

SS

1

The client is triggered to initiate communication with the server. 

2

(
Setup-Request

The client sends a Setup-Request.

3

(
Setup-Response

Test Tool sends OK response to the client to close Session



	Pass-Criteria 
	Step 2:

The Test Object MUST send its Device Information in a Replace command. This implies that:

1. The setup request shall contain a Replace tag which contains a CmdID tag and elements from the ./DevInfo node.  The latter represent Device Information.




5.1.3 Checking of Source LocURI

	Test Case Id 
	DeviceManagement-v1.2-client-con-0104

	Test Object 
	Client device

	Test Case Description 
	To check if the client's Source LocURI is same as the value in ./DevInfo/DevId

	Specification Reference 
	[DMREPU] Chapter 6.1.10
[DMREPU] Chapter 6.6.11
[DMPRO] Chapter 8.3

	SCR Reference 
	DMREPPRO-CUE-C-008 Support for ‘LocURI’

	Test Tool 
	DM 1.2 conformance test tool 

	Preconditions
	The client is not involved in a session with the test tool.

	MESSAGE ´SEQUENCE

Step

Direction

Message

Comment

UE

SS

1

The client is triggered to initiate communication with the server. 

2

(
Setup-Request

The client sends a Setup-Request.

3

(
Setup-Response

Test Tool sends OK response to the client to close Session



	Pass-Criteria 
	Step 2:


The client MUST send a setup request as follows:

1. Setup-Request shall contain a Replace tag, and this tag contains a CmdID tag and elements from the ./DevInfo node. These represent Device Information.
2. The Value in the SyncHdr/Source/LocURI tag should be equal to the value in the DevInfo/DevID tag, the latter being a subelement of the Replace tag.





5.2.1 Switching of the authentication scheme based on the challenge (MD5)

	Test Case Id 
	DeviceManagement-v1.2-client-con-0201

	Test Object 
	Client device

	Test Case Description 
	To check if the Test Object can switch the authentication scheme based on

the challenge (MD5).

	Specification Reference 
	[DMSEC] Chapter 5.3
[DMREPU] Chapter 6.1.6
[DMPRO] Chapter 9


	SCR Reference 
	DM-SEC-C-001 Client must authenticate itself to a server

DM-SEC-C-005 Send credentials to server

DM-SEC-C-008 Support for OMA DM syncml:auth-md5 type

Authentication

	Test Tool 
	DM 1.2 conformance test tool 

	Preconditions
	The client must support md5 authentication

	MESSAGE ´SEQUENCE

Step

Direction

Message

Comment

UE

SS

1

The client is triggered to initiate communication with the server. 

2

(
Setup-Request

The client sends a Setup-Request.

3

(
Setup-Response + Challenge

Test Tool receives the request and responds to this by sending a Challenge (Chal). In the challenge the server specifies that it is expecting an md5 authentication in the next request and server also specifies Nonce to be used.
4

(
Authentication using MD5

Client resends login response this time sending its credentials. 

5

(
Login response

Test Tool sends OK response to the client with 212, telling the client that it is authenticated or otherwise if client credentials are not correct



	Pass-Criteria 
	Step 4:

The Test Object MUST update its authentication scheme and send credentials using MD5 in the next session. This implies:

1. The test object sends its credentials as part of the <Cred> tag and using MD5 as the digest schema.
2. The credentials as sent by the test object must be the same as those saved on the server thus confirming that the test object has indeed carried out the md5 authentication correctly.




5.3.1 Support of the MD5 Digest authentication scheme

	Test Case Id 
	DeviceManagement-v1.2-client-con-0301

	Test Object 
	Client device

	Test Case Description 
	To check if the Test Object supports the MD5 Digest authentication scheme.

	Specification Reference 
	[DMSEC] Chapter 5.3
[DMREPU] Chapter 6.1.6

[DMPRO] Chapter 9

	SCR Reference 
	DM-SEC-C-001 Client must authenticate itself to a server

DM-SEC-C-005 Send credentials to server

DM-SEC-C-008 Support for OMA DM syncml:auth-md5 type

Authentication

	Test Tool 
	DM 1.2 conformance test tool 

	Preconditions
	1. The client sends a Setup-Request
2. Test Tool receives the request and responds to this by sending a Challenge (Chal). In the challenge the server specifies that it is expecting an md5 authentication in the next request and server also specifies Nonce to be used.

	MESSAGE ´SEQUENCE

Step

Direction

Message

Comment

UE

SS

1

The client is triggered to initiate communication with the server. 

2

(
Setup-Request

The client sends a Setup-Request.

3

(
Login response

Credentials are correct, the server sends back the response confirming that the client has been successfully authenticated



	Pass-Criteria 
	Step 2:

1. The test object sends its credentials as part of the <Cred> tag and using MD5 as the digest schema.

2. The credentials as sent by the test object must be the same as those saved on the server thus confirming that the test object has indeed carried out the md5 authentication correctly.
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