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1 Reason for Change

To provide clear test case applicability and provide extra information about  the implementation under test for test tools this CR introduces the ICS/IXIT concept to the DM ETS.

Test cases can then reference ICS/IXIT parameters in preconditions or test steps.

Note: This CR proposes as well an example test case that is taken from Input document OMA-IOP-PRC-0016R02 and enhanced with references to the appendix. This CR proposes only to add an Appendix to the ETS and another CR will be needed to change the test cases.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR

6 Detailed Change Proposal

This change is only an example and shall not be included in the ETS
5.2.1 Switching of the authentication scheme based on the challenge (MD5)

	Test Case Id 
	DeviceManagement-v1.2-client-con-0201

	Test Object 
	Client device

	Test Case Description 
	To check if the Test Object can switch the authentication scheme based on

the challenge (MD5).

	Specification Reference 
	[DMSEC] Chapter 5.3

[DMREPU] Chapter 6.1.6
[DMPRO] Chapter 9


	SCR Reference 
	DM-SEC-C-001 Client must authenticate itself to a server

DM-SEC-C-005 Send credentials to server

DM-SEC-C-008 Support for OMA DM syncml:auth-md5 type

Authentication

	Test Tool 
	DM 1.2 conformance test tool 

	Preconditions
	The client must support md5 authentication (ics_md5_auth)

	MESSAGE ´SEQUENCE

Step

Direction

Message

Comment

UE

SS

1

The client is triggered to initiate communication with the server. 

2

(
Setup-Request

The client sends a Setup-Request.

3

(
Setup-Response + Challenge

Test Tool receives the request and responds to this by sending a Challenge (Chal). In the challenge the server specifies that it is expecting an md5 authentication in the next request and server also specifies Nonce to be used.
4

(
Authentication using MD5

Client resends login response this time sending its credentials. 

5

(
Login response

Test Tool sends OK response to the client with 212, telling the client that it is authenticated or otherwise if client credentials are not correct



	Pass-Criteria 
	Step 4:

The Test Object MUST update its authentication scheme and send credentials using MD5 in the next session. This implies:

1. The test object sends its credentials as part of the <Cred> tag and using MD5 as the digest schema.

2. The credentials as sent by the test object must be the same as those saved on the server thus confirming that the test object has indeed carried out the md5 authentication correctly.



Change 1:  Add the appendix to the ETS
Appendix D. Testcases applicability

D.1 Introduction

This section shall help implementers of the DM Enabler to select appropriate test cases that are applicable to the features implemented.

This appendix lists all the test cases testing only mandatory features and test cases that include optional. For the test cases implementing optional features, ICS (Implementation Conformance Specification) and IXIT (protocol implementation extra information) were identified based on the preconditions and SCR items – this results in a mapping from ICS/IXIT to applicable test cases as defined by Open Mobile Alliance.

D.2 Client Test cases testing only mandatory features

These test cases are independent from any precondition, are testing only mandatory SCRs and SHALL be run with every terminal.

	Test Case

	


D.3 Client ICS

	Preconditions
	Applicable 


	ICS
	Description
	(yes/no)

	ics_md5_auth
	Client supports MD5 authentication
	


D.4 Client IXIT

Value column shall be filled with appropriate values that are supported by the device.

	Preconditions
	Unit
	Value

	IXIT
	Description
	
	

	
	
	
	 


D.5 Client ICS/IXIT to test case mapping

According to the ICS and IXIT marked in section D.3 and D.4 the applicable test cases can be derived from the following table.

	Preconditions
	Test Case

	ics_md5_auth
	DeviceManagement-v1.2-client-con-0201














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

