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1 Reason for Change

IOP-PRC recognized that the DM 1.2 ETS needs some improvement and more clarity.
This CR corrects the following test cases from Test group 26:

· DeviceManagement-v1.2-client-con-2601
· DeviceManagement-v1.2-client-con-2602
According the [DMSEC] specification chapter 5.5.1.1, the device management client must not use both transport layers TLS and SSL and must not support all cipher suites.
Extract of the [DMSEC]:

“The device management client MUST use TLS 1.0 or SSL 3.0”

“The device management client MUST at least one of the following cipher suites, […] when using a TLS1.0 session”

“The device management client MUST at least one of the following cipher suites, […] when using a SSL3.0 session”

For a client supporting either TLS or SSL only one test case would be applicable.

TLS1.0 is a further enhancement of SSL 3.0. Furthermore it is not likely that a client - supporting both transport layer protocols - can be configured to use either SSL or TLS. As a result a client supporting SSL 3.0 and TLS 1.0 would probably start a session with TLS and would fail the current test case 2602 (testing SSL3.0)

Additionally, the cipher suites TLS_RSA_WITH_3DES_EDE_CBC_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA are the same suites. The cipher suites TLS_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_ RC4_128_SHA are the same suites.

In conclusion, only one conformance test is needed to check if the device management client supports a transport layer authentication using TLS or SSL over HTTP and supports at least one of the three specified cipher suites.
R01: Implemented comments from the conference call in the pass criteria section.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR

6 Detailed Change Proposal

5.26.1 TLS or SSL support over HTTP transport (HTTPS)
	Test Case Id
	DeviceManagement-v1.2-client-con-2601

	Test Object
	Client device

	Test Case Description
	To test if the Test Object supports transport layer authentication using TLS/SSL over HTTP.

	Specification Reference
	[DMSEC] Chapter 5.3 and 5.5.1.1

	SCR Reference
	DM-SEC-C-003 Support for transport layer authentication

DM-SEC-C-004
 Support for HTTP transport (ics_http)
DM-SEC-C-013 Identifying that the server is using TLS1.0 or SSL3.0 (ics_secure)

DM-SEC-C-016
 Supporting at least one of the cipher suites TLS_RSA_WITH_AES _128_CBC_SHA-1, SSL_RSA_WITH_3DES_EDE_CBC_SHA and SSL_RSA_WITH_RC4_128_SHA

	Test Tool
	DM 1.2 conformance test tool

	Preconditions
	Client Device supports HTTP (ics_http). Client Device supports HTTPS (ics_secure) using TLS1.0 or SSL3.0
Credentials / certificates necessary to perform authentication have been provisioned in Test Object and Tool.

	Test Procedure
	1. The test tool asks the user to initiate a Secure DM Session over secure HTTP (HTTPS)
2. Client sends a TLS/SSL “Client Hello” message with the supported cipher suites.
3. Test Tool sends a TLS/SSL “Server Hello” message with the selected cipher suite.
4. TLS/SSL key exchange and authentication procedure.
5. After a successful TLS/SSL Handshake, the Client sends a valid Setup-Request message (Package #1, see C.2) over HTTPS transport using the selected cipher suite.

6. Test Tool sends a valid Setup-Response (Package #2, see C.3) to close the session.

	Pass-Criteria
	· Test Tool authenticates the DM client

· DM client authenticates the Test Tool 

· DM session is correctly established

Tis is tested as follows:
· 
· 
· 
Step 1:
The client sends a TLS1.0 or SSL3.0 Handshake Message Type “Client Hello” with a list of its supported cipher suites containing at least one of the following cipher suites:
TLS_RSA_WITH_AES _128_CBC_SHA-1 (if using TLS1.0)
SSL_RSA_WITH_3DES_EDE_CBC_SHA
SSL_RSA_WITH_ RC4_128_SHA
Step 5:

Client sends a valid Setup-Request message (Package#1 see C.2) ciphered by the cipher suite selected during the successful TLS/SSL authentication. The reception of this Setup-Request means then that:

· DM 1.2 conformance Test Tool has authenticated successfully the DM Client
· The DM Client has authenticated successfully the DM 1.2 conformance Test Tool

· The DM Session is correctly established


MESSAGE SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test tool asks the user to initiate a Secure DM Session over secure HTTP (HTTPS).

	2
	(
	TLS/SSL Handshake Message Type: Client Hello
	Client sends a TLS/SSL “Client Hello” message with the supported cipher suites.

	3
	(
	TLS/SSL Handshake Message Type: Server Hello
	Test Tool sends a TLS/SSL “Server Hello” message with the selected cipher suite.

	4
	((
	TLS/SSL Handshake messages
	Ciphered TLS/SSL authentication and key exchange.

	5
	(
	Ciphered Setup-Request (Package #1 see C.2)
	Client sends a valid Setup-Request message.

	6
	(
	Ciphered Setup-Response (Package #2 see C.3)
	Test Tool sends a valid Setup-Response (Package #2, see C.3) to close the session.


5.26.2 SSL 3.0 support over HTTP transport
Testcase removed.
D.1 Client ICS

Add the following ICS:

	Preconditions
	SCR
Reference
	Applicable

	ICS
	Description
	
	(yes/no)

	ics_http
	Client supports HTTP transport
	DM-SEC-C-004
	

	ics_secure
	Client supports identification using TLS1.0 or SSL3.0 and supports at least one of the cipher suites :

TLS_RSA_WITH_AES _128_CBC_SHA-1 (only with TLS1.0), SSL_RSA_WITH_3DES_EDE_CBC_SHA, SSL_ RSA_WITH_RC4_128_SHA
	DM-SEC-C-013, DM-SEC-C-016, DM-SEC-C-017
	


D.2 Client ICS/IXIT to test case mapping

Add the following mapping:

	Preconditions
	Test Case

	ics_http and ics_secure
	DeviceManagement-v1.2-client-con-2601
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