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1 Reason for Change

IOP-PRC recognized that the DM 1.2 ETS needs some improvement and more clarity.

This CR corrects the following test case from Test group 4:

· DeviceManagement-v1.2-client-con-0401
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR

6 Detailed Change Proposal

5.4.1 Support of HMAC and use of insecure transport
	Test Case Id 
	DeviceManagement-v1.2-client-con-0401

	Test Object 
	Client device

	Test Case Description 
	To check if the Test Object uses HMAC scheme.

	Specification Reference 
	[DMSEC] Chapter 5.4

	SCR Reference 
	DM-SEC-C-010 Integrity checking using HMAC-MD5

DM-SEC-C-011 Inserting HMAC in transport

DM-SEC-C-012 Using HMAC for all subsequent messages

	Test Tool 
	DM 1.2 Conformance test tool

	Preconditions
	The client should support HMAC and use an insecure transport.

Client is not involved in a session with the server

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with “407” code and a ‘Chal’ to the client of type ‘auth-MAC’ in the SyncBody of the Setup-Response (step 3 of the macro) as well as a ‘NextNonce’ tag set to b64 of ixit_NextNonce.
2. 
3. Client responds to the challenge by sending the requested credentials in the transport header.
4. Test tool checks the response and compares the credentials to those saved on the server and sends a 212 (Authenticated) or 401 (Unauthorized) response to the client, together with a ‘Get’ command on a test node (eg ‘./DevInfo’)
5. Client responds to the ‘Get’ with a valid package #3 message (see C.4) with the credentials as before in the transport header.

6. Test tool checks the response and sends a valid package #4 message (see C.5) to close the session

	Pass-Criteria 
	The Test Object MUST send valid HMAC. 
Step 2:

The client MUST send a valid package #3 (see C.4) as follows:

a. The transport header must contain the following:

x-syncml-hmac: algorithm=MD5, username="", mac=

where:
1. Algorithm is set to MD5

2. Username is the client’s username (ixit_UserName)
3. mac is the digest computed as defined in the spec.
a.  The credentials sent by the client must be the valid according to ixit_UserName, ixit_UserPass, ixit_NextNonce
Step 4:

The client MUST send a valid package #3 (see C.4) as follows:

a. The transport header must contain the following:

x-syncml-hmac: algorithm=MD5, username="", mac=

where:

1. Algorithm is set to MD5

2. Username is the client’s username (ixit_UserName)

3. mac is the digest computed as defined in the spec.

a. The credentials sent by the client must be the valid according to ixit_UserName, ixit_UserPass, ixit_NextNonce
b. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:

a a ‘TargetRef’ tag set to the node on which the ‘Get’ was carried out

b a ‘Data’ tag set to “200”.

c. the message’s ‘SyncBody’ SHALL contain a ‘Results’ tag with:

              a ‘Data’ tag containing Data stored in the node



MESSAGE SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with “407” code and a ‘Chal’ to the client of type ‘auth-MAC’ in the SyncBody of the Setup-Response (step 3 of the macro) as well as a ‘NextNonce’ tag set to ixit_NextNonce.

	
	
	
	

	2
	(
	Client Response with HMAC Auth Header
	Client responds to the challenge by sending the requested credentials in the transport header. 

	4
	(
	Server Management Operations Message
	Test tool checks the response and compares the credentials to those saved on the server and sends a 212 (Authenticated) or 401 (Unauthorized) response to the client.


D.3 Client ICS

	Preconditions
	SCR Reference
	Applicable 


	ICS
	Description
	
	(yes/no)

	ics_transport_auth
	Client supports Transport authentication
	DM-SEC-C-003
DM-SEC-C-010

	


D.4 Client IXIT

Value column shall be filled with appropriate values that are supported by the device.

	Preconditions
	Unit
	Value

	IXIT
	Description
	
	

	ixit_UserName
	DM User Name used in authentication procedures
	String
	e.g.

“DMuser”

	ixit_UserPass
	DM User Password used in authentication procedures
	String
	e.g.

“DMpass”

	ixit_NextNonce
	Initial Next Nonce used in authentication procedures
	Octetstring
	e.g.

“6E6F6E6365”


D.5 Client ICS/IXIT to test case mapping

According to the ICS and IXIT marked in section D.3 and D.4 the applicable test cases can be derived from the following table.

	Preconditions
	Test Case

	ics_ transport_auth
	DeviceManagement-v1.2-client-con-0401


