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1. Scope

This document details the Conformance and Interoperability Test Guidelines for FUMO Enabler Release v1.0 that are required for the Enabler to allow it to be included in the list of Enablers scheduled to be tested at an OMA TestFest. 

The scope of this document includes the Enabler Release specifications, the Enabler Test Requirements (ETR), and the Enabler Test Specification (ETS) for the particular enabler and this documents details infrastructure, operational and participation requirements identified for conformance or interoperability testing that will be addressed by OMA testing of the Enabler.

1.1 Assumptions

None.
1.2 Exclusions

The method to generate Update packages is outside the scope of this document. The client implementation owner is expected to provide the packages at the time of the OMA TestFest. 
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.5, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_5, URL:http://www.openmobilealliance.org/

	[IOPTFG]
	“OMA TestFest Participation Guidelines”, Version 1.2, Open Mobile AllianceTM,
OMA-IOP-TestFest-Participation-Guidelines-V1_2, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	“Enabler Release Definition for FUMO”, Open Mobile Alliance(, OMA-ERELD-FUMO-V1_0 URL:http:www.openmobilealliance.org

	[IOPETR]
	“Enabler Test Requirements for FUMO”, Open Mobile Alliance(, OMA-ETR-FUMO-V1_0 URL:http:www.openmobilealliance.org

	[IOPETS]
	“Enabler Test Specifications for FUMO”, Open Mobile Alliance(, OMA-ETS-FUMO-V1_0 URL:http:www.openmobilealliance.org

	[IOPEICS]
	“Enabler Implementation Conformance Statement for FUMO”, Open Mobile Alliance(, OMA-EICS-FUMO-V1_0 URL:http:www.openmobilealliance.org


2.2 Informative References

None

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
	Firmware Update
	The process of transferring an update package to a mobile device and subsequently invoking an update agent to conduct firmware update in the device.

	Alternate Download
	The mechanism, alternative to OMA DM protocol, by which the update package can be downloaded to the device.  For example, the OMA OTA v1.0 and later versions developed by the BAC-DLOTA working group is considered to be an alternative download mechanism.

	Final Notification
	An Alert 1226 based notification message sent to the DM server from the mobile device to indicate the successful or unsuccessful completion of some activity in the mobile device.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DDF
	Device Description Framework

	DL
	Download

	DLOTA
	Download Over-The-Air

	DM
	Device Management

	FW
	Firmware

	FUMO
	Firmware Update Management Object

	MO
	Management Object


4. Enabler Test Guidelines

FUMO enables mobile operators, service providers, infrastructure manufacturers, device manufacturers, and software vendors to develop and deploy interoperable firmware update solutions. 

FUMO provides information on management objects associated with firmware updates in OMA-DM based mobile devices and the behavior associated with the processing of the management objects. 
The problem solved is the lack of an interoperable firmware update solution for mobile devices. This enabler provides an interface between client and server to support this firmware update. This solution comprises the download of update package(s), the subsequent installation of the update packages(s) to update firmware, and the reporting of success or error results and associated status information. 

4.1 Minimal Test Configuration
The requirements for testing interoperability of the FUMO enabler are:-
1. A DM server that could setup the firmware, update the parameters prior to initiating a download and / or an update. The DM server would invoke an Exec on appropriate nodes on the FUMO instance.

2. A delivery server, to host the update packages, accessible by the devices e.g. a DLOTA server.

3. A device client capable of interacting with the DM server and the delivery server.

4. A device client capable of downloading update packages and installing the update on the device

5. At least one update package so that a device could download and install an update package. Ideally, there should be two update packages going from software version X to Y and Y to X. 
6. A corrupted update package to test failure conditions

7. The Client and Server owners shall ensure that the update packages are hosted on the Delivery server before starting to execute the test cases at a TestFest

8. A method to test download failure due to loss of a connection i.e. it must be possible to interrupt large object downloads or alternate downloads so as to induce failure conditions
9. The Client implementation owner SHALL provide location in management tree for FUMO object (i.e. a DDF) to the server before testing starts at an OMA TestFest
10. The Server implementation owner SHALL provide the server access settings e.g. URL for DM server

11. The Client and Server should agree upon security mechanisms, as necessary
4.2 Minimal Participation Guidelines
A minimum of 3 different Client and 3 different Server implementations are required to provide meaningful inter-operability testing and formal approval of the enabler. For prototype testing if there is at least 1 server and 1 client that should suffice.
4.3 Minimal Pre-Test Guidelines
As there are no explicit conformance test cases identified in the ETS, implementations shall ensure that they are indeed compliant to the Mandatory SCR items before attending a TestFest. No other pre-test activity is deemed necessary.

4.4 Optimal TestFest Achievement Guidelines

The test cases in the ETS can be executed in a 3 hour test session at an OMA TestFest. 

5. Enabler Test Requirements

5.1 Test Infrastructure Requirements

The block diagrams below provide call flows of the firmware update process. The connectivity setup between the client and server shall be agreed upon between the respective implementations.
5.1.1 Scenario 1: Firmware Update via OMA DM Download (Replace)

The following example shows how OMA DM is used directly to move a firmware update package to the device using a DM “Replace” command to access a management object representing the actual firmware binary package data:
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Figure 1 Firmware Update via OMA DM Download (Replace)
5.1.2 Scenario 2: Firmware Update through an Alternative Download Mechanism 

The following example shows how OMA DM is used to invoke an external download method, using a DM “Replace” command to specify the URL of the download descriptor that describes further details concerning the firmware package and the download method to be used:
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Figure 2 Firmware Update through an Alternative Download Mechanism
5.2 Enabler Execution Flow

Please see Section 5.1.
5.3 Test Content Requirements
1. At least one update package so that a device could download and install an update package. Ideally, there should be two update packages going from software version X to Y and Y to X. 

2. A corrupted update package to test failure conditions

3. The Client and Server owners shall ensure that the update packages are hosted on the Delivery server before starting to execute the test cases at a TestFest

5.4 Test Limitations

5.4.1 Physical

None identified at this time.
5.4.2 Resources

It is expected that both Client and Server implementations have dedicated human resources supporting the testing during the entire duration of a test session. No other limitations identified at this time.
5.5 Test Restrictions

None identified at this time.
5.6 Test Tools

Test tools may be used to verify conformance to FUMO specifications before coming to a TestFest. However no particular Test Tool has been identified at this time.

5.6.1 Existing Tools to be Used

The SCTS DM tool may be used for conformance testing of the Generic Alert mechanism and FUMO if and when these functionalities are added to the tool. 

5.6.2 Test Tool Requirements

At a minimum a Test Tool shall support GET of ../x*/State from the client AND testing of the Generic Alert mechanism between the client and server. The SCTS DM tool could be enhanced to support the above.

5.7 Resources Required

It is expected that both Client and Server implementations have at least ONE dedicated human resource to supporting the testing during the entire duration of a test session. The resource SHOULD be familiar with the actual implementation of the enabler so that he/she can answer any pertinent questions immediately and if necessary make changes to connection setup and other implementation aspects.
6. Enabler Test Reporting

6.1 Problem Reporting Requirements

Normal Reporting, no special reporting required.
6.2 Enabler Test Requirements

Normal Reporting, no special reporting required.
6.3 Approval Criteria

As per Section “Enabler Release Approval Criteria” in [IOPPROC].
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	Approved Version

OMA-FUMO-ETG-V1_0_20060713
	13 Jul 2006
	Status changed to Approved OMA-IOP-2006-0180-INP_FUMO_V1_0_Test_Documents_DRAFTS

	
	10 August 2007
	Update normative references.


A.2 Draft/Candidate Version History

	Document Identifier
	Date
	Sections
	Description

	Draft Version

OMA-FUMO-ETG-V1_0_20060207
	7 Feb 2006
	All
	First Draft
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