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1 Reason for Contribution

A decision is needed by the OMA LOC WG on the selection of a transport protocol for SUPL 1.0.  This input contribution provides a detailed analysis of two possible transport protocols, HTTP v. TCP.  The second portion of this contribution shows the mapping HTTP protocol for SUPL messages.  

2 Summary of Contribution

This contribution discusses the advantages and disadvantages of TCP verses HTTP as the protocol to be used for SUPL 1.0. When comparing TCP vs. HTTP as the protocol to be used for SUPL, the following comparison criteria was used:  

1. Reuse of WAP gateway

2. HTTP Security reuse 

3. Protocol Model

4. Proxy Mode / Roaming

This contribution also maps HTTP for SUPL messages.  The following call scenarios are mapped: 

 Network Initiated SUPL Collaborations


Immediate Non-Roaming Successful Case

Roaming Successful Case – Visiting SLP First

Roaming Successful Case – Home SLP First

Exception Cases 

SET Initiated SUPL Collaborations

Immediate Non-Roaming Successful Case

Roaming Successful Case – Visiting SLP First

Roaming Successful Case – Home SLP First

Exception Cases

3 Detailed Proposal

HTTP verses TCP

Analysis

When comparing TCP vs. HTTP as the protocol to be used for IP-Based Location, the following comparison criteria was used:  

5. Reuse of WAP gateway

6. HTTP Security reuse 

7. Protocol Model

8. Proxy Mode / Roaming 

Utilization of WAP Gateway (GW)

Wireless Session Protocol (WSP) The WAP Session Protocol, is a stateless, binary protocol patterned after the HTTP World Wide Web protocol. It consists of a simple request-response pairing. WSP contains fields that describe the contents, origin, and types of the request or response contents. There is a one to one correspondence with a subset of the HTTP 1.1 fields. No state information is maintained between requests. WSP uses the WAP Datagram protocol (WDP) directly for communication with WAP clients. WDP is often exactly the same as the User Datagram Protocol (UDP) but unlike TCP/IP, the protocol used for WWW data transfers, UDP makes no guarantees about the delivery of data [1].  

Analysis:

WAP GW is primarily responsible for adaptation of Wireless Session Protocol (WSP) to HTTP.  The WSP protocol is used Over the Air (OTA) from the Target MS to WAP GW.  It is a somewhat compressed representation of a service request that is mapped to HTTP for transmission to the external web server.  The WAP GW awaits the response from the HTTP request and formats this response for transmission back to the UE.  A WAP gateway can act as an HTTP proxy when the mobile has HTTP capability, and can adapt to HTTP  from WSP if the mobile does not have the HTTP capability. Making location services deployable over HTTP (or equivalently, WSP) would enable wider scope of terminals accessing the location services, re-using the WAP gateway infrastructure.

Conclusion: 

It is advantageous to use HTTP protocol as it promotes the reuse of  the WAP Gateway, thus easier integration with other browser based services.  

HTTP Security Reuse 

Analysis:

Over the years, HTTP has been deployed for a number of web services, and the experience gained over authentication, adaptation to SSL and TLS mechanisms has been worthwhile. Although a newer, TCP based protocol can make use of SSL/TLS with similar ease, the value of authentication mechanisms (basic, digest and newer ones like AKA) need to be defined for such protocols. Moreover, the new protocol has to be put to test for a while before industry-wide adaptation. With HTTP, those cycles can be saved.

Conclusion:

By using HTTP, proven and well tested authentication and confidentiality mechanisms can be re-used.

Protocol Model: HTTP vs. TCP

Analysis:

HTTP Attributes:

1. HTTP is a request/response protocol.  It is best used where a communication from the ‘client’ results in a response from the ‘server’. The terms “server” and “client” can be generically reduced to “peer” if the terminal implements HTTP server functionality (e.g. as required by certain WAP push mechanisms). The fact that HTTP has requests and responses does not preclude the payload to be any message.  As will be seen in the details of forthcoming sections, the terminal DOES NOT need to implement any more functionality to process HTTP POST messages than what is needed by the terminal to process WAP PUSH messages.

2. HTTP has overhead, in the form of text-based headers, which are added to every request and response.  Some optimisations have been developed (e.g. WSP and WBXML) but depend upon an interim step (via WAP GW) to convert from WSP to HTTP.  This requires processing resources and adds delay to the communication. The text overhead is mainly from the HTTP headers/fields themselves (such as request names, response names and codes, X-Authorization-Required, etc.), where as the optimisations are applicable to the PAYLOAD (i.e., WBXML for plain XML). The overhead of text headers is most times fixed and is considerable only for very short messages.

TCP Attributes:

1. There is an implicit client/server concept with TCP also; a TCP server is the one which can accept connections from other end-points; a client is the one that does not have this capability, but connects to other servers. The same arguments against running HTTP servers on mobiles apply to running TCP servers as well (resource usage, reach ability and security attacks), of course other than additional HTTP header parsing capabilities.

2. A new protocol over TCP can avoid text headers as with HTTP.

3. TCP connections are normally done on a session-by-session basis and may persist where there is continuing communication required. Such connection persistence is possible with HTTP/1.1 as well. 
Conclusion:

At this point, mapping location related messages to HTTP or TCP has not been done. However, it is very likely that either of the choices will have similar issues in dealing with unsolicited messages: that  it would require a “server” functionality in the mobile terminal. The point for HTTP is that most mobiles already implement HTTP and developing applications over HTTP would be simpler than developing applications over a new protocol implemented over TCP.

Proxy Mode / Roaming

HTTP address resolution for can be resolved external of the client by use of HTTP proxy.  An address (in web form http://host.domain/) is used by the client and is resolved to an IP address in the proxy.  This permits dynamic resolution (various approaches possible) without involving client.

Such proxying is possible, but needs to be designed afresh for a new TCP based protocol (e.g. most IM services depend upon clients opening sessions with IM servers, but once established, the server may send messages as needed). However, HTTP proxying is available, well-understood and well-deployed in the industry.

Conclusion: 

HTTP proxy is a very useful functionality in avoiding DNS queries over the air and  provide local administrative control (authentication, authorization and accounting). These functions are readily available with HTTP: with a new TCP based protocol, they need to be re-invented.

Summary: HTTP vs. TCP 

It is beyond argument that HTTP text headers are an overhead, but any encoding scheme such as ASN.1 PER would require additional capabilities at the UE. Most UEs already handle HTTP in some way, thus a HTTP based interface is an easier path for them. 

In summary, HTTP based interface provides the following advantages compared to one based on TCP:

· Proxying

· Save name resolutions over the air

· provide a centralized control for access, authentication and accounting

· Reuse HTTP Security

· Authentication

· Error handling (4XX and 5XX responses)

· MIME types

· Reuse parts of other location based protocols such as MLP (which are XML based, and use HTTP transport) The reuse comes from different aspects: 

· Forwarding the same MLP requests from the PS to the MS, thus saving on design of new messages,

· reuse of XML content elements (DTDs, entity/attributes, values, etc.): this is possible for a TCP based new protocol that uses XML payload, 

· HTTP headers specific to MLP, resolving the need to design new fields/information elements. 

· Easier integration with other browser based services

· e.g. dynamically provide location from a web page

A TCP based interface would invariably re-discover the above features. A new TCP based protocol can be designed to be more efficient than HTTP based one, but it would go through the experience cycle similar to HTTP’s.

HTTP Mapping for SUPL Messages

Network Initiated SUPL Collaborations

Immediate

1.1.1 Non-Roaming Successful Case
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Message Mappings:

B. SUPL INIT can be a WAP PUSH (HTTP POST or SMS, per [1]), as already indicated in [2].

C. SUPL START => HTTP POST.

D. Optional SUPL RESPONSE => 200 OK for C.

E. Optional SUPL POS INIT => HTTP POST.

F. Existing mechanisms for IS-801, RRLP, and RRC signaling.

G. SUPL END => 200 OK (for E or C).

1.1.2 Roaming Successful Case – Visiting SLP First
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C. SUPL INIT can be a WAP PUSH (HTTP POST or SMS, per [1]), as already indicated in [2].

D. SUPL START => HTTP POST.

H. SUPL END => 200 OK (for D).

1.1.3 Roaming Successful Case – Home SLP First
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C. SUPL INIT can be a WAP PUSH (HTTP POST or SMS, per [1]), as already indicated in [2].

D. SUPL START => HTTP POST.

H. SUPL END => 200 OK (for D).

1.1.4 Exception Procedures

1.1.4.1 SET does not allow Positioning

From [2]:

When the SET receives a SUPL INIT message asking for notification or verification to the target subscriber, the SET starts the related procedure. The subscriber denies the request and the SET shall send the SUPL END message with a cause-id to the SLP indicating the error reason (e.g. positioning denied by subscriber).

Afterwards, the SLP and the SET release the resources related to this session at the Lup interface.

The SLP sends a positioning error back to the SUPL Agent by means of the MLP SLIA message.

SUPL END from the SET to SLP can be a HTTP POST message with the cause-id.

1.1.4.2 SUPL Protocol Error

From [2]:

When during a SUPL session either the SLP or the SET receives a message, which cannot be processed by the receiving entity due to SUPL protocol error, the receiving entity shall send a SUPL END message to the sending entity including a cause-id indicating protocol error.

The SLP can send error indications to SET by means of payload indications within the responses to the HTTP POST messages received from the SET. Using HTTP error codes (such as 501 Not Implemented, 404 Not Found, etc.) is possible, but SUPL specific payload itself indicating errors is a possibility.

SET can send a HTTP POST message indicating SUPL END.

1.1.4.3 Positioning protocols do not match

Similar to the above.

1.1.4.4 Others

For other errors that occur asynchronously (e.g. after the SLP sending a response to the SET) and need to be intimated to the SET, a WAP PUSH mechanism can be used. However, such scenarios are not described by [2] so far.

Deferred

These details are yet to be specified in [2].

However, These use cases can be very similar to the immediate cases, except that the SET initiates the first SUPL START (i.e., HTTP POST) based on the time indicated in the last SUPL INIT (WAP PUSH) message.
Periodic

These details are yet to be specified in [2].

Periodically sending SUPL INIT (WAP PUSH) from network is one the possible implementations.

SET Initiated SUPL Collaborations

These collaborations are very similar to the network initiated cases, except that the initial SUPL INIT messages are no longer there.

Immediate

1.1.5 Non-Roaming Successful Case
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A. SUPL START => HTTP POST.

B. Optional SUPL RESPONSE => 200 OK.

C. Optional SUPL POS INIT => HTTP POST.

E. SUPL END => 200 OK (to C or to A).

1.1.6 Roaming Successful Case – Visiting SLP First
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A. SUPL START => HTTP POST.

B. Optional SUPL RESPONSE => 200 OK.

C. Optional SUPL POS INIT => HTTP POST.

G. SUPL END => 200 OK (to C or to A).

1.1.7 Roaming Successful Case – Home SLP First
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A. SUPL START => HTTP POST.

B. Optional SUPL RESPONSE => 200 OK.

C. Optional SUPL POS INIT => HTTP POST.

H. SUPL END => 200 OK (to C or to A).

1.1.8 Exception Procedures

Not described yet in [2]. However, they should be similar to those in section 2.1.4. 

Deferred

These details are yet to be specified in [2].

More than one implementations of deferred SUPL requests are possible; for instance:

· An SUPL application within SET can trigger SUPL START based on internal timers

· The SET can issue a SUPL START in a deferred mode; the SLP can implement timers to trigger the SUPL collaborations in a Network Initiated manner later (e.g. using WAP PUSH)

Periodic

These details are yet to be specified in [2].

Periodically sending SUPL START from the SET is one the possible implementations. HTTP expiration timers [3] in the responses from SLP can be used to direct the SET to refresh the location information.

Summary

From the above sections, the highlights of the HTTP mapping to SUPL are:

· If WAP PUSH can be used, HTTP Server functionality is not required in the MS (other than that required by WAP PUSH).

· Error behavior: from SET, a SUPL END can be carried by an HTTP POST; from SLP, by a response to an earlier HTTP POST. Asynchronous errors at SLP that need to be propagated to SET can be mapped to WAP PUSH (or HTTP POST otherwise). Use of HTTP error responses (e.g. 404) or error indications within the payload of a 200 OK response is to be further investigated (recommend the latter).

· If WAP PUSH is not used, HTTP POST message processing functionality is required at the SET, mainly to receive indications of SUPL INIT and asynchronous errors at SLP (SUPL END).

In addition, the following notes apply to HTTP mapping:

· Session mapping: HTTP session management per [4] can be used to delineate SUPL START and SUPL END messages within a session. A HTTP session can span multiple (underlying) TCP connections.

Comparison with TCP Mapping

Note: The payload format (XML, ASN.1 PER, etc.) are not considered in this comparison: this is purely from a transport perspective.

Compared to the HTTP mapping, the following can be noted with respect to TCP mapping:

· Like HTTP, TCP based transport has to be used in conjunction with a WAP PUSH mechanism, if server side functionality (i.e., accepting connections) needs to be avoided at the terminal.

· TCP based transport can avoid text headers as in HTTP.

· HTTP responses can be piggy-backed on to underlying TCP acknowledgements, thus, the overhead of HTTP responses (other than text headers) compares to the TCP acknowledgements. 

· As already indicated earlier, HTTP based transport provides mechanisms for state (session) management, authentication, proxying and MIME encapsulation. These need to be designed into a TCP based transport.

· Multiple requests in HTTP/1.1 in persistent mode can operate over a single TCP connection.
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5 Recommendation

It is recommended that HTTP is selected as the transport protocol, based on the study of mapping of SUPL messages on to HTTP, and the fact that most mobiles already implement HTTP and have applications already developed over HTTP.  It is simpler to re-use applications over HTTP than to develop applications over a new protocol implemented over TCP.  Therefore, in the interest in standardizing SUPL 1.0 in a timely manner, HTTP transport should be selected by OMA LOC WG.   
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