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1 Reason for Contribution

Within all SUPL Collaboration Network Initiated cases (non roaming and roaming) the first SUPL_INIT message may be transported by using the mechanisms WAP Push or SMS Trigger.
1. WAP exists in different versions (see OMA WAP) while not all SETs support all versions e.g. the latest version 2.0. This may raise interoperability problems if no decision is made by the group which version should be supported at least by SUPL.
2. The proposed WAP Push mechanism for SUPL_INIT may work in two primary ways :
· Service Loading (SL) content type (see WAP-168-ServiceLoad-20010731-a.pdf)
· Service Indication (SI) content type (see WAP-167-ServiceInd-20010731-a.pdf)

A decision which content type to use was not yet made by the LOC WG. 
3. Application-Level Addressing for WAP Push messages
Pushed content always targets a specific user agent (or more general, a specific application) on the device. An application identifier, which is a URI or a numeric value registered with “WAP Interim Naming Authority" (WINA), identifies a user agent. WINA is a complement to IANA, and deals with spaces not presently administered by IANA. These are either unique code spaces or special encoding  of already known name spaces. A push application ID is necessary for the SUPL_INIT message based on WAP Push.
4. WAP Push and SMS Trigger
There exists different mechanisms for message delivery. Special preconditions have to be fulfilled for a successful delivery of a SUPL_INIT based on WAP Push or SMS Trigger. If one or more conditions are not given a appropriate way has to be choosen by the SLP to deliver the SUPL_INIT message. These different mechanism are discussed below.
5. Security issues
The SUPL_INIT message is not secured against different kinds of security attacks. It has to be considered how this message can be authorized and secured. 
2 Summary of Contribution

This input contribution will help to start a discussion for several unsolved detail problems concering the message transfer for t he initial SUPL_INIT message using WAP Push or SMS Trigger as transport mechanism. The action to be taken is to adjust several documents via CRs by the LOC WG in such a way that an interoperable implementation of the SUPL_INIT message transport is possible.
3 Detailed Proposal

1. WAP Version

The latest WAP version 2.0 is not a widespreaded version of WAP. Most mobile devices are currently supporting WAP version 1.2.1 or below. 

2. Content Type

A short summary is given to explain the two content types for WAP Push. The below statements summarize different excerpts from WAP documents.

Service Loading (SL) content type :
The content type provides a means to convey a URI to a user agent in a mobile client. The client itself automatically loads the content indicated by that URI and executes it in the addressed user agent without user intervention when appropriate. Thus, the end-user will experience the service indicated by the URI as if it was pushed to the client and executed.

The SL is an application of XML Version 1.0 which means a XML codec is necessary to code messages besides the already approved ASN.1 codec for all other SUPL messages. The SL content format may be encoded using a compact binary representation. This content format is based upon the WAP Binary XML Content Format (WBXML).

By basically conveying only the URI of the service to the client the over-the-air message will be small. Hence, very modest requirements are placed on the bearer and on the client’s ability to receive and store an SL if it is busy with other activities. The disadvantage of this approach is that the number of over-the-air messages and round-trips needed to deliver the service will increase.
Service Indication (SI) content type
The content type provides a means to notify a client that an external asynchronous event has occurred and indicate a service that can be loaded in order to react to that event. This is accomplished by sending a message to the client that informs the end-user about the event, and a URI from where the appropriate service can be loaded. For example, the message could read “You will be located now”, and the URI points to the SLP.
The SI content type does also allow the level of user-intrusiveness to be controlled, deletion of SIs stored on a client […] and replacement of stored SIs. A mechanism to resolve race conditions is also specified. Finally, WBXML tokens are defined to allow for efficient over-the-air transmission.

The SI allows additional transmission of information in a so called info element. The info element provides a means to specify additional information not provided by the attributes of the indication element. The element contains one or more item elements that specify the additional information. Each item element contains a class attribute describing what information the content of the item element contains. How a client uses this information is not specified within this specification and is thus implementation dependent. A client MAY discard the info element. Values for the class attribute should be registered with the WINA registrar (class name, intended usage, intended user-agent, and attribute value prefix WBXML token).

This item element may be used to transport the SUPL_INIT message content. If done so a class attribute for SUPL_INIT has to be registered by the WINA registrar.

An action attribute within the SI´s indication element is used to assign different levels of user-intrusiveness to SI´s in order to affect the client’s behaviour when a SI is about to be presented to the end-user. This action attribute may be set to signal-none to avoid presentation of the SI to a user and to avoid postponing SIs.

3. Application-Level Addressing

The Push Initiator includes the application identifier in a push message by including the X-Wap-Application-Id header. This header is also conveyed to the client when the PPG delivers the message, allowing the client to dispatch the message to the intended user agent.
For example the following application IDs concerning location are already registered at WINA

· ”x-wap-application:loc.ua” (well known value)
was registered for the application dispatching to Location User Agent in the handling of Location Invocation document. (see WAP-257-LOCPROT) for details.
· “x-motorola:location.ua” (registered value)
is an application that receives message notifications from the location server.
4. WAP Push and SMS Trigger 
There exists several known ways to deliver a message to a SET and trigger a service invocation if it is not known what type of connection (if any) and what capabilites the SET has. It is assumed most of the SETs support SMS.
For a WAP Push a Session Initiation Request (SIR) is sent from the PPG to the client when the PPG wishes to create a WSP session for push purposes. Upon reception of the SIR, the client activates the bearer indicated in the SIR and establishes a WSP session towards the indicated PPG over that bearer.

WAP Push (connection-oriented, confirmed push)
Given precondition :

· SET has active data connection

· SET supporting WAP.

One key feature of the Push Framework is the possibility for a Push Initiator to rely on the response from the PPG; a confirmed push is confirmed by the WAP device when (and only when) the target application has taken responsibility for the pushed content. If it cannot take that responsibility, it must abort the operation, and the Push Initiator will know that the content never reached its destination. This behaviour may be used by the SLP to determine successful delivery of  SUPL_INIT
WAP Push may be used by SLP acting as push initiator to transport the SUPL_INIT message. The SLP delivers the message to the PPG. The PPG transmits the WAP push to the SET. The WAP protocol stack starts the appropriate application handling SUPL.
WAP Push over SMS (connectionless push, unconfirmed push)
Given precondition :

· SET has NO active data connection
· SET supporting WAP.

The request is typically sent to the client using connectionless push (provided by OTA-WSP). Attention has been paid to ensure that the request is compact enough to fit into a single SMS in the normal case. SMS is available in most current mobile networks, provides a means to use a well-known client address (MSISDN) and provides transport level reliability (i.e.provides good reliability also when connectionless push is used).

WAP Push or SMS trigger may be used by SLP acting as push initiator to send the SUPL_INIT message. The WAP message may be transformed (e.g. within the PPG) into a WSP message and is transmitted via SMS over SMSC/MC to the SET. A special application on the SET has to scan, identify the content and start an appropriate application for handling the SUPL message.
Plain SMS containing SUPL_INIT
Given precondition :

· SET has NO active data connection

· SET NOT supporting WAP

· SET supporting SMS via SMPP (Short Message Peer to Peer)
WAP Push or direct SMS may be used by SLP acting as push initiator to send the SUPL_INIT message. The WAP message may be transformed (e.g. within the PPG) into a plain text SMS message and is transmitted over SMSC via SMPP protocol to the SET. The SMPP stack on the SET scans all SMS for SUPL, identify the content and start an appropriate application for handling the SUPL messages.
5. Security issues for SUPL_INIT
WAP provides a Wireless Transport Layer Security which is based on TLS 1.0. (see WAP-199-WTLS-20000218-a.pdf and information notes)
The primary goal of the WTLS layer is to provide privacy, data integrity and authentication between two communicating applications. WTLS provides functionality similar to TLS 1.0 and incorporates new features such as datagram support, optimised handshake and dynamic key refreshing. The WTLS protocol is optimised for low-bandwidth bearer networks with relatively long latency.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Actions to be taken by the LOC WG :

· Discuss and decide which version of WAP (1.0, 1.1, 1.2, 1.2.1, 2.0) shall be at least supported by SUPL to avoid interoperability problems. 
The group is encouraged not to choose WAP Version 2.0 as an at least supported WAP version by SUPL.
· Discuss and decide which content type to be used for the SUPL_INIT message.
The group is encouraged to use Service Indication (SI) content type for WAP Push messages and register a class attribute at the WINA registrar for the SUPL_INIT message contained within the <info> element. According to the users privacy settings an appropriate action attribute has to be choosen to signal or not to signal the user a network initiated location request.
· Register an SUPL application identifier for WAP PUSH message for SUPL_INIT at WINA.
· Discuss and Decide which transport mechanisms have to be taken into account and have to be implemented within a SET and SLP, SLC and SPC upon the above discussion.
· Discuss and decide the security issues for the SUPL_INIT message.
A decision was made to use TLS for SUPL by the LOC WG. While WAP overs a similar transport layer security called WTLS (based on TLS) the group is encouraged to use WTLS for authorisation and secured transport of initial SUPL_INIT message. 
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