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1 Reason for Contribution

The end of last year, there were few input contributions about privacy checking protocol, as follows;

· OMA-LOC-2004-0283-Global-Privacy-Management.doc 

· OMA-LOC-2004-0356-Update-for-Global-Location-Privacy-Management.doc 

· OMA-LOC-2004-0413R03-WPKI_Based_Composite_Codeword_Supports_for_PCP.doc

In 0413R03, the usage of WPKI-Based Composite Codeword is presented to secure privacy checking mechanism, and we need more study and investigations about 3GPP LCS specifications supporting composite codeword.

This contribution provides a status report of the undergone investigation, and proposes future works.

2 Summary of Contribution

This input contribution presents the result from in depth study on the topic. It also proposes the way to move forward.

3 Detailed Proposal

Codeword Checking Architecture in 3GPP

3GPP TS 22.071 states that the codeword shall be checked either by the Target UE/user or by the LCS server in the home network(6.4.2). This means the following two cases of codeword checking architecture.

Case 1 : Checked by Target UE/user
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Case 2 : Checked by LCS Server
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Enhanced Codeword(in 3GPP TS 22.071)

The definitions of enhanced codeword in 3GPP TS 22.071 are as follows;

1 It shall be possible for target UE/user to secure the codeword from being misused

2 It shall be possible for the target UE/user to ensure that the secured codeword can be used only within 

A. Specific time period

B. Specific number of time

3 The user of the target UE shall not need to be involved the validity of secured codeword during the location request

4 The secured codeword shall be checked by the LCS server

The WPKI-based composite codeword suggested in 2004-0413R03 registers the codeword in LCS Server using WPKI components in Target UE, so it is feasible to 3GPP codeword architecture.

Moreover, the attribute of “specific area” could be extended.

Codeword Related Information Stored in the GMLC/PPR(in 3GPP TS 23.271)

The 3GPPTS 23.271 suggests the storage structure of codeword(10.3.2 LCS data in the GMLC/PPR for a UE subscriber).

GMLC(H-GMLC) or PPR may store codeword handling information and a list of codewords given by UE subscriber in order not to get the location request rejected.

(Table 10.12a Codeword handling information stored in the GMLC)

	Other Data in the GMLC
	Status
	Description

	Codeword handling information
	O
	Indication of one of the following mutually exclusive options for codeword

· codeword shall be checked in network

· codeword shall be sent to UE


(Table 10.12b LCS data stored in the GMLC for a UE Subscriber)

	LCS Privacy Profile
	Status
	Additional GMLC Data when profile is provisioned

	Codeword
	O
	A list of codeword


 Above suggestions should be expanded for enhanced codeword support.

LCS Logical Architecture(in 3GPP TS 23.271)

The PPR for codeword checking is located in Core network in 3GPP TS 23.271. For enhanced codeword support, some considerations are needed about codeword management entity such as enhanced codeword creation, and added to LCS Server or UE.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

· There needs no changes or modifications about 3GPP LCS specifications for enhanced codeword support, detailed codeword structure or interfaces which could be managed in the Privacy Checking Protocol.
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