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1 Reason for Contribution

The Network initiated SUPL call flows have been proposed in OMA-LOC-2005-0162-A-Proposal-for-SUPL-Security-Architecture & OMA-SEC-2005-0042R03 [3, 4]. This contribution proposed the MAC would be included as an optional parameter in SUPL_INIT message to protect the unauthorized modifications to the SUPL INIT message on transit. However, to realize the integrity check in SUPL_INIT message with MAC, the GBA procedure should be preceded between the H-SLP and the SET before the H-SLP sends the SUPL_INIT message to the SET. It means that the H-SLP should initiate the GBA bootstrapping usage procedure. However, 3GPP TS 33.220 and TS 33.222 [1, 2] do not specify a network initiated GBA protocol. Since 3GPP GBA bootstrapping usage procedure can only be triggered by the SET, we propose one additional message in the current SUPL message flow for Network-initiated case. Also, IETF Internet-draft [5] assumes that a symmetric keys (PSKs) shared in advance among the communicating parties. Therefore, a pre-shared key exchange procedure can be separated from the establishment procedure of PSK-TLS session of OMA-SEC-2005-0042RO3.
2 Summary of Contribution

Identify the need of an additional message from the H-SLP to the SET for using of 3GPP GBA bootstrapping usage procedure since current 3GPP TS 33.220 and TS 33.222 for GBA architecture only specify the network initiated procedure.

Propose one of methods to solve the identified problem.

3 Detailed Proposal

The detailed proposal is attached as a separate contribution in OMA-SEC-2005-0056-Key-management-for-NW-Initiated-case-in-SUPL.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask LOC WG and SEC WG to discuss and adopt the proposal attached.
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