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1 Reason for Contribution

Consistency Review Comments Resolution for CONRR ID# 087 on SUPL 1.0 AD

2 Summary of Contribution

Consistency Review Comments on SUPL 1.0 AD

Section 7.1.3, second paragraph says “If the SLP Mode is set to a mode that is not supported by the SET the SET MUST terminate the SUPL session after sending the appropriate SUPL error messages specified in the SUPL protocol.” It must be specified that, in the case where SET supports only proxy mode it sends the SUPL error message to H-SLP, and if the SET supports only non-proxy mode it sends the SUPL error message to the H-SLP (i.e. to H-SLP in both proxy and non-proxy cases). Also it must be stated that the error code must be set to nonProxyModeNotSupported and proxyModeNotSupported, respectively.

To clarify the intended behavior of SET when network asks it to operate in a mode that is not supported by the SET, the second paragraph of Section 7.1.3 needs to be changed to following:

3 Detailed Proposal

7.1.3
Processing of the SUPL INIT Messages

As network initiated SUPL sessions are triggered by a SUPL_INIT message, it is essential to protect SUPL_INIT messages against masquerading and in some cases against re-play attacks. SUPL INIT message contains a parameter called SLP Mode that specifies the mode of SUPL operation to the SET. SLP Mode can be set to indicate proxy or non-proxy mode SUPL operation as described in the SUPL protocol. 

SETs MUST always read the SLP Mode parameter first when they are processing the SUPL INIT messages. If the SLP Mode is set to a mode that is not supported by the SET, the SET MUST terminate the SUPL session after sending the appropriate SUPL error messages. In the case where SET supports only proxy mode the SET MUST send SUPL END to H-SLP with status code nonProxyModeNotSupported, and in the case where SET supports only non-proxy mode the SET MUST send the SUPL END to the H-SLP with status code proxyModeNotSupported.

SUPL INIT protection may be explicit or the verification of the contents may take place implicitly by agreeing or by using a hash of SUPL INIT in a key derivation mechanism.  In order to ensure that SUPL INIT messages are authentic, i.e. originated from the H-SLP and not re-played the following security mechanisms (Sections 7.1.3.1 and 7.1.3.2) are defined. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve comments and update specifications. 
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