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1 Reason for Change

In Network-initiated case for the proxy-mode, network verification of the integrity of the SUPL INIT message is always performed by the H-SLP. The SUPL POS INIT message MUST contain a verification field (VER), which is an HMAC of the complete SUPL INIT message. When the H-SLP receives the SUPL POS INIT message it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT message. If the authentication of SUPL INIT message fails, the Home SLP would send SUPL END message with appropriate error code and MUST terminate the session.
However, the error code for these cases is not specified in current SUPL TS. Therefore, the status code is needed in order to indicate that the authentication of SUPL INIT message fails.
The Motorola commented in last conference call. But, it was an independent opinion with this contribution.
If the SUPL POS INT message was corrupted in transit, the H-SLP should send SUPL END message with existing error code (i.e., protocol error, data missing, etc.).
The H-SLP and the SET use same HMAC key, because The H-SLP address is used when it calculates VER field. If the different key is used for verification, the H-SLP should send SUPL END message with error code when the H-SLP receive the SUPL POS INIT message.
Therefore, the error which corresponds to the authentication failure of the SUPL INIT in general should be specified error indicator 'authSuplinitFailure' in SUPL1.0 TS.
For more information, refer to the OMA-SEC-2005-0177-IC-Handling-of-SUPL_INIT-Authentication-Failure. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve proposed CR and update the SUPL TS accordingly.
6 Detailed Change Proposal
<First Changed Clause Starts>
7.6     Status Code
	Parameter
	Presence
	Values/description

	Status Code
	-
	The different status codes, either error or information indicators, as described in the ta ble below


Table 15 Status Code
	Status Code
	Description

	Error Indicator
	Indicates Errors

	unspecified             
	The error is unknown

	systemFailure               
	System Failure

	protocolError               
	Protocol parsing error

	dataMissing                 
	Needed data value is missing

	unexpectedDataValue         
	A datavalue takes a value that cannot be used

	posMethodFailure       
	The underlying positioning method returned a failure

	posMethodMismatch
	No positioning method could be found matching requested QoP, SET capabilities and positioning method specified by SLP

	posProtocolMismatch
	No positioning protocol could be found being available at SET and SLP

	targetSETnotReachable       
	The SET was not responding

	versionNotSupported 
	Wrong ULP version

	resourceShortage   
	There were not enough resources available to serve the SET

	invalidSessionId
	Invalid session identity 

	unexpectedMessage
	Unexpected message received

	nonProxyModeNotSupported
	The SET does not support “Non-Proxy” mode of operation.

	proxyModeNotSupported
	The SET does not support “Proxy” mode of operation.

	positioningNotPermitted
	The SET is not authorized by the SLP to obtain a position or assistance data.

	authNetFailure
	The network does not authenticate the SET. Only used in SUPL AUTH_RESP

	authSuplinitFailure
	The SUPL INIT message is not authenticated by the SET or the SLP

	Information Indicator
	Indicates Information

	consentDeniedByUser
	User denied consent for location determination session.

	consentGrantedByUser
	User granted consent for location determination session.


Table 16: Status Codes
<Second Changed Clause Starts>
8.3     Common elements

ULP-Components DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

....

StatusCode ::= ENUMERATED {

  unspecified(0), systemFailure(1), unexpectedMessage(2), protocolError(3),

  dataMissing(4), unexpectedDataValue(5), posMethodFailure(6),

  posMethodMismatch(7), posProtocolMismatch(8), targetSETnotReachable(9),

  versionNotSupported(10), resourceShortage(11), invalidSessionId(12),

  nonProxyModeNotSupported(13), proxyModeNotSupported(14),

  positioningNotPermitted(15), authNetFailure(16), authSuplinitFailure(17), consentDeniedByUser(100),

  consentGrantedByUser(101), ...

  }
....

END
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