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1 Reason for Contribution

In some situations where a SET has communications access (e.g. access to a WLAN, LAN, DSL), it may not be possible for the H-SLP to initiate location by use of SMS, WAP Push or UDP/IP. This may occur if the H-SLP cannot determine the SET IP address and the SET is accessing a network that either does not support or does not support correct interworking with SMS or WAP Push. In such cases, location requests initiated by a SUPL Agent via the H-SLP will fail. This contribution proposes usage of an optional registration capability whereby the SET, in certain circumstances, provides and updates its IP address to the H-SLP.

R01: further enhancements (refer to R01 or R02 versions for the highlighted changes).

R02: added Polaris Wireless, SiFR and Andrew as co-signers.
R03/04: additional enhancements (marked by change bars)
R05: incorporate recommendation for TCP keepalives.
R05: add alternate H-SLP address for Registration
2 Summary of Contribution

Usage of a new registration capability is discussed to support network initiated positioning for access networks that do not provide normal interworking with 3GPP and 3GPP2 home networks.
3 Detailed Proposal

1. User Cases

Particularly when accessing packet mode (IP) based services, a SET may not always be registered or fully registered in its home HLR/HSS or AAA server. Situations where a SET may not be registered or fully registered include the following.

(a) A SET user has a subscription (temporary or permanent) to more than one ISP and/or VoIP provider and, at certain times, receives service from a provider that is neither its home 3GPP or 3GPP2 operator nor a roaming partner of the home operator. Examples: use of a hotel or airport WLAN; use of a wireline based VoIP provider; use of a company provided LAN/VoIP capability.

(b) A SET user accesses a WLAN with an association to the user’s home PLMN, but chooses to use WLAN Direct IP Access mode in which the home network provides AAA support but does not provide (or receive) the IP address assigned to the SET.

(c) A SET receives TCP/IP access via some other end device (e.g. laptop TCP/IP access via an IP enabled cell phone).

(d) A SET receives TCP/IP access via a VPN (e.g. VPN tunnel to a corporate LAN)

In other situations, such as WLAN 3GPP or cdma2000 IP access, the IP address assigned to the SET may be obtainable from the home AAA server in the case of 3GPP or by using Dynamic DNS (DDNS) in the case of 3GPP2. However, if the H-SLP or AAA server has not been upgraded to support the appropriate query, or if a 3GPP2 PIDF or HA providing simple or mobile IP access, respectively, does not support DDNS, the IP address may not be practically obtainable by the H-SLP.

For these user cases, WAP Push and SMS will not work and UDP/IP will only work if the H-SLP already has the SET’s IP address – e.g. from a previous SET initiated location request if there happened to be one.

There is also another user case that cannot be supported in current SUPL but may be of interest to some users and operators. This would provide SUPL support to devices (e.g. laptop computers) that do not normally (or ever) make use of cellular wireless access but have other wireless capability such as WiFi. By enabling these devices to register their current IP address with the H-SLP, it becomes possible to support network initiated positioning. This could be particularly useful for applications like asset tracking and recovery of an (expensive) lost device in addition to locating the user associated with the device. In a variant of this user case, an operator could provide SUPL support to users who are not cellular subscribers and thus whose IP addresses would not normally be known (without a capability like that being proposed here).. 
To support the above user cases, it is proposed to explore the option of allowing a SET to register its current IP address in the H-SLP.

2. Registration Details

It is suggested that when a SET acquires IP connectivity using neither its home PLMN nor a roaming partner of its home PLMN that it instigate a registration with the H-SLP as illustrated below.
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Figure 1: SET Registration in the H-SLP

A. The SET obtains IP connectivity via an access network that is not its home network or a roaming partner of its home network. The SET then uses the alternate H-SLP address provisioned by the Home Network to establish a secure TCP/IP connection to the H-SLP.

B. The SET sends a SUPL REGISTRATION message to register its assigned IP address with the H-SLP. The SUPL REGISTRATION message contains a session-id and the SET IP address. Note that with Mobile IP, the assigned IP address would be the remote IP address assigned by the Home Agent.

C. The H-SLP returns a SUPL REGISTRATION ACK containing an optional Repeat Timer (RT) an optional address flag and an optional connection flag. If the connection flag is included, the secure IP connection may only be released by the H-SLP while the IP address remains assigned to the SET. 
Editors Note: a minimum and maximum value for RT will need to be defined. In addition, there could be a default RT value defined for ULP and the possibility of provisioning a different default value in the SET for use when no RT value is returned by the H-SLP.
D. If the connection flag has been set, then the H-SLP and SET use the existing TCP keepalive mechanism to prevent a firewall from timing-out and blocking H-SLP sourced packets. TCP keepalives (an empty ACK) are small and they are typically transmitted every few minutes. TCP keepalives are preferable to performing frequent SUPL registrations to prevent a firewall from timing-out and blocking H-SLP sourced packets.
E. Whenever RT expires (whether or not the address flag was returned in step C) and whenever the assigned IP address changes if the address flag was returned in step C, the SET should repeat step A if the secure TCP/IP connection no longer exists, and step B. This repetition is not needed if the SET now has IP connectivity from its home network or a roaming partner of its home network. In addition, the SET may defer step D if there may be some cost or load penalty in performing this step (e.g. if the SET has lost IP connectivity and has not yet re-obtained IP connectivity for load or billing reasons).

F. The H-SLP repeats step C but with a possibly different value of RT and possibly different inclusion/exclusion treatment of the address and connection flags. Changes in RT and to the address and connection flags may be based, for example, on the longevity of both the assigned IP address and public IP address (at the IP level) and on whether (e.g. based on the IP address) the H-SLP determines that the SET may be behind a firewall. The RT timer may also be used to maintain a minimum level of traffic on the TCP/IP connection (in this case the messages in steps D and E) if the H-SLP determines that the connection shall remain open. 
3. IP Addressing Details

If NAT is used by the access network, the IP address provided in steps B and D will not match the SET’s public IP address. To overcome this, the H-SLP can inspect the received IP packets and compare the source IP address at the IP level with the IP address at the SUPL level. If these are the same, the IP address can be assumed to be valid. If the addresses differ, the H-SLP can assume that NAT is being used and use the public IP address provided at the IP level. The H-SLP can then maintain the secure TCP/IP connection established in step A and prevent the SET from releasing this (by returning the connection flag in step C) to avoid the risk of losing the capability to send IP packets to the SET due to packet filtering by a NAT gateway. Alternatively or in addition, the H-SLP can provide a lower retry timer (RT value) to the SET to reduce the delay in verifying that the SET still has the same public IP address. In the case of NAT, a lower RT value will also help avoid removal of the public-private IP address binding in a NAT gateway due to lack of IP traffic flow to and from the SET.
A major benefit of retaining (i.e. not releasing) the secure TCP/IP connection is that the H-SLP can send any SUPL INIT to the SET, for a later network initiated SUPL location request, using the secure TCP/IP connection and not (e.g.) using UDP/IP. This guarantees that the SUPL INIT will be received by the SET and avoids the need for the SET to then establish a secure TCP/IP connection in order to return (e.g.) a SUPL POS INIT. Thus, associated with the Registration procedure, another alternative would be added for delivery of a SUPL INIT using TCP/IP.

There may be some concern that keeping open a TCP/IP connection will consume resources belonging to the H-SLP and SET. However, this only needs to be done when the H-SLP knows or believes that the SET may lie behind a firewall that would otherwise block other forms of SUPL INIT delivery such as UDP/IP. The H-SLP can determine this likelihood based on receiving different IP addresses from the SET at the IP and SUPL levels and it may further corroborate this based on known association of certain IP addresses (e.g. particular IP subnet and Host addresses) with firewall providers. If the SET does indeed lie behind a firewall that will block other forms of SUPL INIT delivery and the H-SLP does not keep open the secure TCP/IP connection then there will be a denial of service condition for the SET that will most likely be worse than maintaining SUPL service at the small cost of an open TCP/IP connection.
4. Security Details

The alternative authentication mechanism used in SUP 1.0 for 3GPP proxy mode is not applicable to Figure 1 since bearer level authentication cannot be performed (as the SET IP address is no longer obtained from a trusted entity). To support mutual authentication in this case, the PSK-TLS GBA variant defined for SUPL 1.0 can be used which would impact both the H-SLP and SET. PSK-TLS GBA authentication would then operate exactly as specified in SUPL 1.0 (e.g. for any of the SET initiated location user cases). There would be no impact to any access network used by the SET, since the GBA procedure involves only the SET, the H-SLP and a BSF (Bootstrapping Server Function) in the home PLMN. In the case of a 3GPP2 H-SLP, the PSK-TLS mechanism defined in SUPL 1.0 can be used (without any additional impacts). 
Other solutions are also possible if the security capabilities in SUPL 1.0 are extended. For example, PSK-TLS authentication could be used if a PSK is pre-stored securely in both the SET and H-SLP. This method is already defined in SUPL 1.0 for 3GPP2 proxy mode and might be extended to 3GPP (as an alternative to using GBA).

Support of GBA or some PSK-TLS alternative may well be a complex addition with regard to implementation and testing since it has not been (widely) deployed so far for SUPL 1.0. But if some solution is not supported, it will not only not be possible to support network initiated location procedures for the types of user cases described in section 1, but also SET initiated location procedures will be unsupported because these also will require mutual authentication during the establishment of IP connectivity. That could lead to long periods of SUPL unavailability for certain users.

 For this reason, it is proposed to add a registration capability in SUPL 2.0. The actual use of the capability can, of course, be controlled (e.g. provisioned) by network operators. Thus where a SET or H-SLP does not support the procedure or the associated authentication, the procedure would not be invoked.

5. Network and SET Load Issues

The H-SLP is able to control the frequency of SET Registration attempts through the RT timer and address flag returned in step C. This means the H-SLP can reduce its own load if needed at the expense in some cases of not receiving the latest SET IP address. The SET can also defer attempting a new Registration if there may be some load or billing issue. However, if the SET has IP connectivity (e.g. has already been billed) and either the RT timer set by the H-SLP (or provisioned in the SET) has expired or there has been a change of IP address for which the H-SLP requires Registration, then there is no reason not to resend the Registration to keep the H-SLP updated.
6. Alternate H-SLP Address

It is proposed to use an alternate H-SLP address for sending of SUPL Registration messages to the H-SLP. This will allow the H-SLP to treat incoming messages from the SET associated with SUPL Registration (e.g. SUPL Registration message and TCP and PSK-TLS messages used for secure connection setup prior to sending a SUPL Registration) differently to other SUPL messages. For example, in an overload situation, the H-SLP could choose to discard these messages or queue them. The presence or absence of the alternate H-SLP address on the UICC or in the SET can also be used as a means to configure whether the SET is allowed or not allowed to invoke SUPL Registration (i.e. SUPL Registration would not be invoked if no alternate H-SLP address is configured). The alternate H-SLP address may optionally be configured the same as the normal H-SLP address if the operator prefers. In the case that no valid H-SLP addresses are configured on either the UICC or SET and the SET needs to configure a default H-SLP address based on the IMSI for normal SUPL use, it could be agreed that the SUPL Registration procedure will not be used (i.e. the default H-SLP address would not be used for SUPL Registration). This means that SUPL Registration will only be used when the SET has an explicitly configured valid normal H-SLP address and a valid alternate H-SLP address. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to define a capability allowing a SET to register its current IP address in the H-SLP and optionally to keep open a secure TCP/IP connection to the H-SLP for use in transferring any later SUPL INIT. For the time being, additional security procedures (other than GBA) to enable the H-SLP to authenticate the SET are not proposed.
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