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1 Reason for Contribution

This document explains the proposed changes in OMA-LOC-2007-0071-CR-SUPL_Emergency_Authentication.
2 Summary of Contribution

There are four areas of note:
1. Protecting emergency SUPL INIT messages: update-able E-SLP-whitelist to assign priority to E-SLP messages.

2. Protecting emergency SUPL INIT messages: allow E-SLC to resend SUPL INIT to SET over established TLS session if correct SET has contacted E-SLC, but VER failed verification.

3. 

4. Update specification of Authentication mechanisms for E-SLC.
3 Detailed Proposal

SUPL INIT
With non-emergency (H-SLC-sourced) SUPL INIT messages, the focus is on ensuring that the sessions takes place ONLY if the SET received the SUPL INIT message with integrity intact.

With emergency SUPL INIT messages, the only important thing is that the SET contacts the correct E-SLC in as short a time period as possible.
1. If the SET knows which E-SLPs server the current location of the SET, then the SET can give priority to SUPL INIT messages from these E-SLPs (priority over SUPL INIT messages other E-SLPs). To enable this, we propose having a dynamic E-SLP whitelist: the H-SLP provides a E-SLP whitelist in response to the SET providing an appropriate request with some positioning information(even coarse position information like Cell ID may suffice). This exchange between H-SLP and SET occurs during a new Security Synchronization session, in which other security parameters are also exchanged.
This would require the following changes:

· New security sub-section  on E-SLP whitelists.(see CR)

· Update existing emergency scenario call flows. (see CR)

· Define Security Synchronization call flows. (TBD: OMA-SEC will assume responsibility for this)

· Define format of position data sent to H-SLP for requesting E-SLP whitelist.(TBD: OMA-LOC to define)

· Define format of E-SLP whitelist.(TBD: OMA-LOC to define)

· Define mechanism for H-SLP obtaining E-SLP whitelist. There are several potential models H-SLP contacts V-SLP for list, or centralized server storing all E-SLP data. (TBD: OMA-LOC to define)

2. The security for non-emergency SUPL INIT messages is intended to detect any breach of the integrity of the SUPL INIT message, since information such as notification mode, SLPSessionID, and SLP mode are sent in the SUPL INIT message. If the integrity is compromised then the session is dropped. For emergency services, the E-SLC is primarily concerned with the SET contacting the E-SLC: other details such as notification mode, SLPSessionID, and SLP mode are secondary. If these parameters are sent in an emergency SUPL INIT message, and one of these parameters is altered, then what should the E-SLC do? Our proposal is tha 
· The E-SLC preserves the TLS session.

· The E-SLC send the SUPL INIT to the SET over the established TLS session. 
· The SET can discards the session associated with the original SUPL INIT and processes the new SUPL INIT. 
· 
· 
· 
· 
This would require the following changes:

· A new exception-case emergency scenario call flows showing this call flow. (TBD)
· 
3. 

· 
4. Update specification of Authentication mechanisms for E-SLC. This is an update of the text proposed in OMA-LOC-2007-0039. (see CR)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree to these principles.









�The E-SLC now uses the same handshake as H-SLC
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