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1 Reason for Contribution

The impact of a proposed reuse of Watcher Agent in Presence enabler needs to be assessed.
2 Summary of Contribution

The specification for WA in Presence and Requesting LS in LOCSIP are compared.

3 Detailed Proposal

Comparison of related section in Presence TS and LOCSIP TS:
Identified difference
Identified problem 
	
	PRESENCE (section 5.4)
	LOCSIP  (section 5.8)

	1
	5.4 Watcher Agent

The Watcher Agent is an entity that controls the Watcher’s access to the Presence Service and optimizes the notification traffic based on the Watcher’s preferences or local policy.

	

	2
	5.4.1 Watcher Service Authorization

Upon receiving the SUBSCRIBE request from a Watcher, the Watcher Agent:

1) SHALL, if a local policy for Watcher service authorization exists, check whether the Watcher is authorized to use the Presence Service per the local policy and generate a 403 (Forbidden) response to the Watcher if authorization fails;

2) SHALL, if limiting the number of subscriptions is supported, perform the procedures of section 5.4.2;

3) SHALL, if event notification suppression is supported, perform the procedures of section 5.4.3; and

4) SHALL, if event notification suppression is not supported, forward the received SUBSCRIBE request to the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks, the above functionalities of the Watcher Agent MAY be implemented in the P-CSCF and/or S-CSCF as defined in [3GPP-TS_23.141] and [3GPP2-X.S0027-001] respectively.
NOTE: The method how the SUBSCRIBE request is routed to the Watcher Agent depends on the underlying SIP/IP Core and is out of scope of this specification.

	5.8  Requesting location server

Upon receiving the SUBSCRIBE request from a Location Client the Requesting Location Server :

5) SHALL check whether the Location Client is authorized to use the Service. This can be done by using local policy, or any other appropriate mechanism that is out of scope of this specification; and

6) SHALL, if the authorization fails, generate the 403 (Forbidden) error response, or if the authorization is successful, generate the 202  (Accepted) response; and 


	
	
	7) SHALL, if the authorization was successful , generate the back-end subscription request towards the Location Server, for the received subscription request from the Location Client.


	3
	5.4.2   Limiting the Number of Subscriptions
The Watcher Agent MAY have a local policy to limit the maximum number of simultaneous subscriptions for a Watcher. If the Watcher Agent determines to reject an initial subscription due to the current number of active subscriptions initiated by the Watcher being equal to or greater than the maximum, the Watcher Agent SHALL send a 480 (Maximum number of subscriptions exceeded) response. The response MAY include the Retry-After header field (e.g. based on the expiry of active subscriptions initiated by the Watcher) in order to suggest to the Watcher not to retry the subscription prior to the Retry-After time.

	5.8.1   Limiting the Number of Subscriptions
The Requesting Location Server MAY have a local policy to limit the maximum number of simultaneous subscriptions for a Location Client. If the Requesting Location Server determines to reject an initial subscription due to the current number of active subscriptions initiated by the Location Client being equal to or greater than the maximum, the Requesting Location Server SHALL send a 480 (Maximum number of subscriptions exceeded) response. The response MAY include the Retry-After header field (e.g. based on the expiry of active subscriptions initiated by the Location Client) in order to suggest to the Location Client not to retry the subscription prior to the Retry-After time.


	4
	5.4.3  Handling of Event Notification Suppression
The Watcher Agent MAY support event notification suppression. If supported, the Watcher Agent:

· SHALL support the procedures described in section Error! Reference source not found. to suppress notifications at the PS or RLS; and
· SHALL support the handling of event notification suppression conditions. These conditions MAY be based on a local policy, or supplied by the presence-based event notification suppression filters set by the Watcher as described in Appendix Error! Reference source not found., or the combination of local policy and the presence-based event notification suppression filters.
Upon successful authorization of the SUBSCRIBE request from a Watcher, the Watcher Agent:
1) SHALL check whether the body contains a valid ‘application/vnd.oma.suppnot+xml’ content as described in Appendix Error! Reference source not found. or whether there is any other event notification suppression conditions set by the local policy. In case of invalid content and no local policy the Watcher Agent SHALL forward the SUBSCRIBE request targeted to the PS or RLS;
2) SHALL, in case of a valid ‘application/vnd.oma.suppnot+xml’ content or event notification suppression conditions by local policy, terminate the SUBSCRIBE request, install the subscription and send a 202 (Accepted) response to the Watcher as described in [RFC3265]. The Watcher Agent SHALL also extract the presence-based event notification suppression filters from the ‘application/vnd.oma.suppnot+xml’ content;

3) SHALL generate a back-end presence subscription request targeted to the PS or RLS according to the procedures described in section Error! Reference source not found.. If there are other contents than the ‘application/vnd.oma.suppnot+xml’ content in the body of the received SUBSCRIBE request the back-end presence subscription request SHALL include those contents in the body of the request; 

4) SHALL generate a presence subscription request to the Watcher’s Presence Information according to the procedures described in section Error! Reference source not found.; and
5) SHALL, upon receiving a response for the back-end presence subscription from the PS or RLS, send a NOTIFY request to the Watcher containing a Subscription-State header with the value of ‘active’.

During the Watcher’s subscription lifetime, the Watcher Agent: 

1) SHALL evaluate the presence-based event notification suppression filters against the Watcher’s Presence Information; and
2) SHALL, if a match is found, request the PS or RLS to suppress the presence notifications according to the procedures described in Error! Reference source not found..


	Note: Absent in LOCSIP

	5
	
	From OMA-LOC-2008-0510-CR_LOCSIP_1_0_TS_Security:
6.2   User Plane Security

User Plane security is in LOCSIP applied to the Location Information document as defined in section 9 that is carried in the body of SIP NOTIFY messages.  

Confidentiality is achieved by use of XML encryption [XMLENC]. The keys for the XML encryption are managed by two key management schemes, public key-based and GBA-based. The public key–based scheme is used for conveyance of location info from the LS (or Requesting LS) to an AS acting as LC.  The GBA-based scheme is used for conveyance of location info from the LS (or Requesting LS) to a terminal acting as LC.  The L-RLS is not active in the User Plane security function but the Location Information documents are passed transparently through the L-RLS. 

A Requesting LS will establish separate security relation to the LC it acts on behalf of and to any LS it retrieves Location Information from.
An LC SHALL be mutually authenticated with any LS, or Requesting LS sending Location Information to the LC.  
A Requesting LS SHALL be mutually authenticated with any LS sending Location Information to the Requesting LS.   

The Location documents included in SIP NOTIFY SHALL be encrypted using XML encryption as specified in [XMLENC]. The encryption shall be performed using keys as specified in section 6.2.1 to 6.2.8. 



Summary and conclusion:

Following differences has been identified:
1. The R-LS do not support Event Notification Suppression.

Following problem issues has been identified:
1. The R-LS do always generate a backend subscription. WA only generates a backend subscription when Event Notification Suppression is applied.

2. The R-LS do encrypt and decrypt Location Information using XML encryption. R-LS have security relations to LC and to LS.

The above analysis indicates that R-LS and WA have some parts in common but that RLS require significant extension to enable LOCSIP to use WA. In addition it needs to be described how/if functions supported by WA but not R-LS are to be handled by LC and LS. 

Is should be noted that specification of R-LS is still under development and additional problems may occur.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and give feedback.
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