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1 Reason for Change

XML encryption examples and rules are missing.
R01: Add namespaces to the XML examples and some editorial changes.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change LOCSIP TS document accordingly.

6 Detailed Change Proposal

Change 1:  First set of changes 
6.2.1 Terminal acting as Location Client 

The SEC-CF [OMA SEC CF] describes how 3GPP GBA/GAA can be used to establish a security association between a client and a server over HTTP. As LOCSIP relies purely on SIP, a SIP-binding for the same procedures is needed. A new GBA Ua Security Protocol Identifier is needed.
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Figure 2: LS/WA initiation with authentication and GBA-based key derivation
Figure 2 describes the security procedures for GBA-based key establishment over SIP. This procedure assumes that both Terminal LC and BSF have previously established a valid Ks and B-TID using GBA according to SEC_CF.  The LC SUBSCRIBE contains the corresponding B-TID. The LS/WA authorizes the LC by acquiring the corresponding KS_NAF from the BSF. The KS_NAF is used to derivate the Location Encryption Key (LEK) both on the network-side and on the LC after the SIP 200 OK reply. The LEK is used later to protect the location information including its updates location’.

The function to derivate the LEK using KS_NAF is described in section 6.2.6.2.

For an example of an XML document containing the encrypted location see section 6.2.6.4. 
6.2.2 AS acting as Location Client 

In this case, we assume that both LC-AS has been provisioned with a public/private key pair or a digital certificate. The LC public key LC_PK or its digital certificate made is made known to the LS/WA at subscribe time. The LC_PK or digital certificate is used by the LS/WA to encrypt the LEK and securely transport it to the LC.

Figure 3 shows how the LEK is transported in-bound together with the encrypted location.

For an example of an XML document containing the encrypted location see section 6.2.6.4.
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Figure 3 LS initiation with in-bound public key-based key establishment
6.2.3 Watcher Agent acting as UA
This case covers the scenario that the WA makes a back end subscription of behalf of the LC. In this case, we assume that both the WA has been provisioned with a public/private key pair or digital certificate and the public key/certificate is made known to the LS upon SUBSCRIBE. The LC public key/certificate R-LS_PK is used by the LS to encrypt the LEK and securely transport it to the LC.

Figure 4 shows how the LEK is transported in-bound together with the encrypted location.
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Figure 4 LS initiation with public key in-bound public key-based key establishment
Change 2:  Second set of changes 

6.2.4 Key Management Considerations
6.2.6.1 LOCSIP GBA Protocol Identifier
The Ua security protocol identifier that shall be used for LOCSIP is declared in OMNA GBA Protocol Identifier Registry [OMNA].
6.2.6.2 LEK Key Derivation
The LEK shall be derived from the key Ks_NAF using the GBA key derivation function (see Annex B of TS 33.220 [6]) as follows (see notation style is explained in Annex B of TS 33.220 [6]):

· FC = 0x01

· P0 = "locsip-lek" (i.e. 0x6C 0x6F 0x63 0x73 0x69 0x70 0x2D 0x6C 0x65 0x6B), and

· L0 = length of P0 is 10 octets (i.e. 0x00 0xA).

The Key to be used in key derivation shall be:

· Ks_NAF (i.e. NAF specific key) as specified in TS 33.220 [6].

In summary, the LEK shall be derived from the Ks_NAF and static string "locsip-lek" as follows:

· LEK = KDF (Ks_NAF, "locsip-lek")

6.2.6.3 
· 
· 
6.2.6.4 Key Lifetimes

According to GBA, the KS_NAF lifetime shall be decided by the LS/WA, but it can’t be longer than the Ks obtained at BSF bootstrapping. Similarly, the LEK lifetime is decided by the LS/WA. It is FFS how the LS/WA informs the LC that the key lifetime is expired and how a key refreshment is performed.
6.2.6.5 Using XML encryption

· Only the LEK and Location Information elements contents MUST be encrypted.
· The LEK MUST be protected using the XML EncryptedKey element together with an identifier Id and KeyName in order for the LC to be able to later locate the key corresponding to a received encrypted Location Information.
· Location Information MUST be protected using the XML EncryptedData element.
· For confidentiality the algorithms RSA and AES128 MUST be supported.
· When the LEK is encrypted, it MUST be done by asymmetric key RSA-1_5.
An example of location encryption for a terminal acting as a Location Client:

<presence xmlns="urn:ietf:params:xml:ns:pidf" 
  xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriv10"

  entity="sip:geotarget@example.com”>
<tuple id="sg89ae">
   <status>
      <gp:geopriv>
         <gp:location-info>
            <enc:EncryptedData xmlns:enc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">
               <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc"/>
               <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
                  <ds:KeyName>Location Encryption Key</ds:KeyName>
               </ds:KeyInfo>

            <enc:CipherData>
                  <enc:CipherValue>abcdefg</enc:CipherValue>
              </enc:CipherData>
          </enc:EncryptedData>
      </gp:location-info>
      <gp:usage-rules>


<gb:retransmission-allowed>no</gp:retransmission-allowed>


<gb:retention-expiry>2003-06-23T04:57:29Z</gp:retention-expiry>
      </gp:usage-rules>


    </gp:geopriv>
   </status>
   <timestamp>2009-01-22T20:58:31Z</timestamp>
  </tuple>
</presence>
An example of location encryption for an AS acting as Location Client:

<presence xmlns="urn:ietf:params:xml:ns:pidf"
  xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriv10"

  entity="sip:geotarget@example.com”>
   <tuple id="sg89ae">
      <status>
         <gp:geopriv>
            <gp:location-info>
               <xenc:EncryptedData xmlns:enc="http://www.w3.org/2001/04/xmlenc# Type="http://www.w3.org/2001/04/xmlenc#Element" >
                  <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>
                  <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
                     <enc:EncryptedKey>
                        <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>
                           <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
                              <ds:KeyName>LEK Transport</ds:KeyName>
                           </ds:KeyInfo>
                           <enc:CipherData>
                <enc:CipherValue>qZk+NkcGgWq6PiVxeFDCbJzQ2J0=</enc:CipherValue>



     </enc:CipherData>
                     </enc:EncryptedKey>
                 </ds:KeyInfo>
               <enc:CipherData>
                   <enc:CipherValue>abcdefg</enc:CipherValue>
                 </enc:CipherData>
            </xenc:EncryptedData>
         </gp:location-info>


 <gp:usage-rules>
            <gp:retransmission-allowed>no</gp:retransmission-allowed>
            <gp:retention-expiry>2003-06-23T04:57:29Z</gp:retention-expiry>
        </gp:usage-rules>


      </gp:geopriv>
   </status>

<timestamp>2009-01-22T20:58:31Z</timestamp>

</tuple>
</presence>
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