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1 Reason for Change

The description of negotiating a mutual authentication method (section 6.1.3.1) does currently not cover the D-SLP and the SET-Token method. This CR proposes to add the missing description.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed changes and updated SUPL 2.1 TS ULP accordingly.
6 Detailed Change Proposal

6.1.3.1
Regarding negotiating a Mutual-Authentication Method (Informative)

When establishing a TLS connection to the H-SLC, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods: GBA or SEK-based method first preference,

· Server Certificate methods: second preference (from the SET’s perspective there is no difference between the ACA-based method and the SLC-only method).

If there is no mutually-supported authentication method, then the SET shall be unable to perform SUPL session.

A SET that supports PSK based methods may be unable to use the GBA or SEK-based method at a given point in time due to a BSF or WiMAX AAA experiencing problems. Therefore, an attempt by the SET to establish authentication using GBA or SEK does not guarantee that the SET shall be able to establish GBA or SEK-based keys.

Consequently, the SET may not always be able to use the mutually-supported authentication mechanism with highest preference. The SET may have to revert to a less preferable mutually-supported authentication mechanism if available. 

If only PSK based methods are indicated (in the H-SLC Certificate) as supported by the H-SLC, and the bootstrapping fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.

If the H-SLC supports only GBA or SEK, then SUPL 2.0 can only be used by subscribers of carriers that have deployed GBA or SEK. If the H-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in section 6.1.4. Note that in such a case, if the SET communicates via an alterative bearer (such as wireless LAN) for which the H-SLC cannot obtain IP binding, then the H-SLC will be unable to authenticate the SET.

If the E-SLC supports only ACA, then there are caveats on SET authentication, as discussed in detail in sections 6.1.6.3 and 6.1.6.4.
Prior to establishing a TLS connection to a D-SLP, the SET first engages in a SUPL session with the H-SLP in order to obtain authorization for the D-SLP as described in section(s) [5.2.8 D-SLP Authorization by the H-SLP].
When establishing a TLS connection to a D-SLP, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods: GBA or SEK-based method first preference;

· Server Certificate methods: second preference (note that from the SET’s perspective there is no difference at the TLS-layer between the SET-Token method, the ACA-based method and the SLC-only method).

If a Server Certificate method is used, and the H-SLP has issued a SET Token to the SET for the applicable D-SLP, then the SET shall provide this to the D-SLP as described in Section [6.1.5 SET Token Mechanism (Applicable to a D-SLP)].
If there is no mutually-supported authentication method, then the SET shall be unable to perform a SUPL session with the D-SLP.
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