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1 Reason for Contribution

Consistency Review Comments on SUPL 1.0

2 Summary of Contribution

Consistency Review Comments on SUPL 1.0

3 Detailed Proposal

SUMMARY OF COMMENTS FOR: OMA-AD-SUPL-V1 02005-419-D

	#
	(E)ditorial (T)echnical 
	Section
	Comment
	Suggested Resolution

	1. 
	E
	1
	“In addition a number of deployment scenarios are considered including different roaming models as well as different mapping of logical functions to architectural elements (proxy/non-proxy).”
	Remove “Proxy/non-proxy” as this doesn’t provide any information at this point as proxy/non-proxy has not been defined yet.



	2. 
	T
	3.2
	SUPL Provider:  “ (4) The network operator has an open policy on the provision of SUPL functionality and there are multiple 3rd party SUPL providers

(5) The SUPL Provider may be independent of an MNO”

To enable these scenarios, it can not be required that H-SLP address is stored in UICC.
	 The solution must also allow the  t H-SLP address to be stored in a secure place in the SET (not only in the UICC).

(The text in the security section  (7.2) should be updated.)

	3. 
	E
	3.3
	Missing abbreviations: FQDN, MAC, S-USIM, SIM, NAF
	Add abbreviations

	4. 
	E
	4
	“To serve a location service to a client, considerable signalling and position information is transferred between actors such as a mobile and a location server. Currently, assisted-GPS (A-GPS) provides a more accurate position of a targeted mobile than other available standardized positioning technologies. However, A-GPS over control plane requires modifications to existing network elements and interfaces (for signalling procedures between the terminal and the network). Location over user plane (SUPL) as described in this AD document needs only an IP capable network and requires minimum modification to the network, and this is an efficient solution that can be deployed rapidly.” 
	Revise to: “To serve a location service to a client, considerable signalling and position information is transferred between actors such as a mobile device and a location server. Currently, assisted-GPS (A-GPS) provides a more accurate position of a targeted mobile than other available standardized positioning technologies. However, A-GPS over control plane requires modifications to existing network elements and interfaces (for signalling procedures between the terminal and the network). Location over user plane (SUPL) as described in this specification needs only an IP capable network and requires minimum modification to the network, and this is an efficient solution that can be deployed rapidly.”

	5. 
	E
	5
	“SUPL is used by MLS Applications via a SUPL Agent to determine the position of a SET. SUPL itself does not provide an API for direct use by MLS Applications.”
	Revise to: “SUPL is used by MLS Applications via a SUPL Agent to determine the position of a SET. SUPL itself does not specify an API for direct use by MLS Applications.”

	6. 
	T
	6.2
	SUPL Location Services Functional Group - Provisioning should to added as one separated service.
	Add SUPL SET Provisioning Function to section 6.2

	7. 
	E
	6.2.3
	SUPL Security Function (SSF) -The SUPL Security function enables the SUPL network to authenticate and authorize the SUPL Agent.  According to the introduced security model mutual authentication is required. However, this is not reflected in the description of the SUPL SSF.
	 Revise: “The SUPL Security function enables the SUPL network to authenticate and authorize the SUPL Agent and enables the SET to authenticate and authorize the SLP.”

	8. 
	E
	All (e.g. 6.2.4)
	Correct all sections “Error! Reference source not found.”
	Correct all cross-references

	9. 
	E
	6.3.3 
	SUPL Position Calculation Function (SPCF) does not mention OTDOA location method. Still SUPL RD (Chapter 6.1.8, Requirement 6) mentions OTDOA. Should OTDOA be included here?
	Add OTDOA to appropriate places.

	10. 
	T
	6.7.1.1
	SUPL_AUTH_REQ and SUPL_AUTH_RESP are missing from Service Management message list and description.


	Add SUPL_AUTH_REQ & SUPL_AUTH_RESP to the service management message list & description

	11. 
	T
	6.7.1.1
	Service Management : New security messages (AUTH_REQ and AUTH_RESP) are missing from the table.
	Add new security messages to the table. 

	12. 
	T
	6.7.1.1 Table 6.2
	SUPL INIT: “This message contains the initial Target SET User Notification and Confirmation Privacy rules.”  
	Replace with: “This message may contain the initial Target SET User Notification and Confirmation Privacy instructions.”  

	13. 
	T
	6.7.1.2
	Positioning Determination –(below table 6-3) “ A GSM and/or WCDMA capable SET and SLP providing support for this SET type SHALL support RRLP. 
	Replace  “SHALL support RRLP” with “SHALL support RRLP. Exception, under certain circumstances, where SET does not support SUPL POS messages, i.e. SET supports only Cell-ID base positioning methods.”

	14. 
	T
	6.8
	“For Network Initiated applications, an SLP and SET SHALL support SUPL INIT, SUPL POS INIT, SUPL POS and SUPL END.”
	Replace with “For Network Initiated collaboration, an SLP and SET SHALL support SUPL INIT, SUPL POS INIT, SUPL POS (SUPL is optional for SET if the SET supports only Cell-ID based positioning methods) and SUPL END.”

	15. 
	E
	6.8.1  - (C.&E)

6.8.2 (D,H)

6.8.3…

(global change)
	C. ..”The SUPL INIT MAY optionally contain the desired QoP, address of the SLP, a Key Id, and a MAC.”

E….“). The SET MAY optionally provide NMR specific for the radio technology being used…The SET MAY optionally provide its position or network timing information…The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.”


	Remove the word “optionally” this is redundant as “MAY” means this feature is optional.  This is a global change through out the AD. 

	16. 
	T
	6.8.1
	E. … “The SET MAY optionally provide its position or network timing information,”  
	Remove this text, since there is no field in the SUPL POS INIT protocol (TS spec) where this information could be transmitted. 

	17. 
	T
	6.8.1
	F. “The SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session.“
	Replace SHALL with MAY, as this is only pertinent to 3GPP GBA/GAA and PSK-TLS security solution.

	18. 
	T
	6.8.2


Global change)
	Non-Roaming Successful Case – Non-Proxy mode 

F.  The SET uses the address provisioned by the Home Network to establish a IP connection to the SLC. The SET then checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case non-proxy mode is used and the SET SHALL send a SUPL AUTH REQ message to the SLC.. The SUPL AUTH REQ message SHALL contain session-id, key-id 2 and SET nonce.
	Secure IP connection. As GENERAL comment,  the word‘secure’ is missing in almost all NW initiated cases. Recommended wording, “The SET uses the address provisioned by the Home Network to establish a secure IP connection to the SLC.”



	19. 
	T
	6.8.3
	G. “Step G MAY be performed immediately after step D.”

As this is allowed the H-SLP shouldn’t be allowed to proceed with step J before step F has returned. This to avoid race conditions at the V-SLP as well as if step F was negative
	Discuss

	20. 
	E
	6.8.3
	I. … “The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP.”  
	Remove text – duplicated. 



	21. 
	T
	6.8.3

6.8.3 (J)

6.8.5(H)

…

Global
	I. …“The SUPL POS INIT message contains at least session-id, SET capabilities, a hash of the received SUPL INIT message (ver)” should be ‘MAY’, as this is to our understanding this is only pertinent to 3GPP GAA/GBA and PSK-TLS solution. With TLS 1.0 and ‘Alternative Client Authentication’ there are no shared keys that can be used to compute a hash of the SUPL INIT message.
	Discuss

	22. 
	E


	6.8.7.1

(Global)
	SET does not allow Positioning – “When the SET receives a SUPL INIT message asking for notification or verification to the target subscriber, the SET starts the related procedure. The subscriber denies the request and the SET shall send the SUPL END message with a cause-id to the SLP indicating the error reason (e.g., positioning denied by subscriber).”
	Replace: “Cause-id” with “status code”, that term is used in the protocol spec. 



	23. 
	E
	6.8.7.1
	SET does not allow Positioning – “When the SET receives a SUPL INIT message asking for notification or verification to the target subscriber, the SET starts the related procedure. The subscriber denies the request and the SET shall send the SUPL END message with a cause-id to the SLP indicating the error reason (e.g., positioning denied by subscriber).”
	 Replace: “positioning denied by subscriber” with “consentDeniedByUser”.

	24. 
	E
	6.8.7.1
	E. The SET evaluates the notification rules and alerts the subscriber of the position request. In this case the user rejects the location request, either by explicit action or implicitly by not responding to the notification, and the SET returns to the SLP the SUPL END message containing the session-id and the cause-id indicating the error reason (“positioning denied by subscriber”). 
	Replace: “positioning denied by subscriber” with “consentDeniedByUser”.

	25. 
	E
	6.9 (global)
	For SET Initiated applications, an SLP and SET SHALL support SUPL START, SUPL RESPONSE, SUPL POS INIT, SUPL POS and SUPL END. 
	Replace with: “For SET Initiated collaboration, an SLP and SET SHALL support SUPL START, SUPL RESPONSE, SUPL POS INIT, SUPL POS (i.e. SET supports only Cell-ID base positioning methods.) and SUPL END.”

	26. 
	E
	6.9.1

(Global)
	B. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the SLP and sends a SUPL START message to start a positioning session with the SLP. The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801).
	This is optional parameter, hence cannot say “at least”. THIS IS GENERAL COMMENT 

Suggest that this step is reworded.  

	27. 
	T 
	7.1.1

All SEC chapter)
	3GPP compliant SETs and SLPs SHOULD perform PSK-TLS with the GBA [TS 33.220] as described in TS 33.222 with relevant key management mechanisms (Please refer to Section 7.1.2).

3GPP2 compliant SETs and SLPs SHOULD perform PSK-TLS with the following clarifications:

Key Identifiers used in PSK-TLS MUST be in the form of RAND@SLP where SLP is in the FQDN format and RAND is a 128bits number. The following Key Identifiers are defined for SUPL 1.0:

 RAND3@SPC MUST correspond to PSK_SPC_Key to be used for serving (Home or Visited) SPC authentication for NON-PROXY mode operations. 

RAND1@H-SLP MUST correspond to PSK_H-SLP_Master_Key to be used for H-SLP authentication for PROXY mode operations. 

RAND1 and RAND3 MUST be 128bits long. PSK_H-SLP_Master_Key and PSK_SPC_Key MUST be either 128bits or 256bits long. Key Hints used in the PSK-TLS protocol MUST be set to “3GPP2 SUPL 1.0 Keys”

Please note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.
	It must be clearly indicated which parts are required for 3GPP and which parts are for 3GPP2, and which are for both.  Suggest updating the document Headings more specifically.  THIS IS GENERAL COMMENT FOR THIS SECURITY CHAPTER. 



	28. 
	T
	7.2
	“In addition, the H-SLP address MUST be securely  stored in an area on a 3GPP compliant UICC (USIM/SIM).   The area selected to store in the UICC to store H-SLP address MUST not be user changeable. A SET MUST always read the H-SLP address from the UICC if the address is configured.”
	Revise: “In addition, the H-SLP address MUST be securely  stored in an area on a 3GPP compliant UICC (USIM/SIM) or in a secure place on the SET  .   The area selected to store in the UICC to store H-SLP address MUST not be user changeable. A SET MUST always read the H-SLP address from the UICC or from the secure place on the SET, if the address is configured.”

	29. 
	E
	7.3
	“For SLP implementations that prefer additional cipher suites SETs SHOULD implement:”
	Replace with “SLPs”.

	30. 
	T
	7.1.3
	SETs MUST always read the SLP Mode parameter first when they are processing the SUPL INIT messages. If the SLP Mode is set to a mode that is not supported by the SET  the SET MUST terminate the SUPL session after sending the appropriate SUPL error messages specified in the SUPL protocol.  
	What is the error code?  It should be define here. 

Where should it be sent – that should also be defined. 

	31. 
	E
	7.1.4.1

Global
	SLP Mode can be set to indicate proxy or non-proxy mode SUPL operation as described in the SUPL AD. 
	Replace with “SLP Mode can be set to indicate proxy or non-proxy mode SUPL operation as described in this document.”

	32. 
	T
	7.1.4.1
	SETs MUST always read the SLP Mode parameter first when they are processing the SUPL INIT messages. SETs that support Alternative Authentication Methods MUST only accept SUPL INIT messages where the SLP mode is set to proxy mode. 
	Replace with, “replace with “SETs that support only Alternative Authentication Methods…”  If the SET supports both alternative method and also GBA/PSK-TLS, it is allowed to work in non-proxy mode.”

	33. 
	T
	8
	Description of UT3. It says "From sending the last SUPL_POS message....".

How does SET identify the last SUPL_POS message it's sending (need knowledge of payload protocols)? 


	If identifying the "last" SUPL POS message is a requirement, then there is a need for one more timer: From sending the "non-last" SUPL_POS message to receipt of next SUPL_POS message from SLP.

If identifying the "last" SUPL POS message is NOT a requirement, then UT3 can take care of timeout between SUPL_POS messages. In that case, UT3 will be reset on receipt of either next SUPL_POS message or SUPL_END message. If this is correct, then the word "last" should be removed from UT3 description.

	34. 
	T
	8-1 Table
	UT2, “UT2 is not needed if the SUPL POS INIT message contains the first SUPL POS element (SET initiated TIA-801).”

UT3, “In cases where there is no SUPL POS message sent from SET, timer shall extend from sending of SUPL POS INIT to receipt of SUPL END.”
	(UT2) It is good idea to use UT2 also in this case (see comment for UT3).

(UT3) In this case there is no point to use UT3, since the UT2 takes the same situation. Otherwise two timers ticking for the same thing.


SUMMARY OF COMMENTS FOR: OMA-TS-SUPL-V1_0-20050414-D
	#
	(E)ditorial (T)echnical 
	Section
	Comment
	Suggested Resolution

	1. 
	E
	All
	Include captions & labels for all Tables
	

	2. 
	T
	6.3
	MT SMS 
	Add note like previous WAP Push Chapter (6.2) or specify used WDP port number

	3. 
	E
	6.4
	SET Provisioning “OMA enablers SHOULD be used to provision the SET”
	Add reference to the OMA CP& DM provisioning documents 

	4. 
	T
	7.1
	Table 1 – Version:  M, Version of the ULP protocol, in the form major, minor, revision
	The Major, Minor and revision information that this specification defines should be defined in the document.  For the future, each object in the message should be tied to some release information for identifying differences between protocol versions. 

	5. 
	E
	7.2.1
	Table 2 - Positioning Method
	Reword as “posmethod” (i.e. exactly same as in SUPL RESPONSE – posmethod is used in ASN.1)

	6. 
	E
	7.2.1
	Table 2 – Position Method – “Defines the supported positioning technologies, …”
	replace with “defines the desired positioning technology…”

	7. 
	Q
	7.2.1
	Table 2 – SLP Address

Would it be better to put this field as Mandatory and the value can be empty in Proxy-mode?
	Discuss

	8. 
	E
	7.2.3
	Table (?) posmethod - The positioning method required for the SUPL POS session.
	Replace with “The positioning method desired for the SUPL POS session” since, depending on SET capabilities, another method might be used, after all.

	9. 
	Q
	8
	Is there a need of a SLP timer (ST*) for inter SUPL_POS timeout ?
	Clarification needed

	10. 
	E
	8.10
	Set Capabilities
	Replace: “One or more of the following positioning technologies (bitmap):” with

“Zero or more of the following…” as described in the ASN.1 coding rules

	11. 
	T
	8.10
	SET Capabilities table: The sub-fields of SET capabilities (as elaborated in Section 9.2.2) are not shown properly. 


	Following way of representing sub fields (as done in other tables) are required

SET Capabilities

    > Pos Technology

    > Pref Method

    > Pos Protocol

	12. 
	T
	8.11
	Location ID - >Status – “State” and “Current”
	What is meaning of these two values, should be explained in text.

	13. 
	T
	8.12
	Notification 

>>Requestor text
	There must be two requestor fields “ServiceRequestor” and “UserRequestor” similarly as in 3GPP. Think about “FriendFinder” use case for example – it must be possible to inform the user of the target SET that “Your location is requested by FriendFinder & Jack”.

Is there any localisation issues related to requestor? If the requestor is phone number in what format it will be. Detail description of this element is needed.

What types are possible in requestor texts? Name, phone number, email, URL, …? Should there be also field associated with requestor that describes the type of requestor? See 3GPP rel 6 spec for this.

	14. 
	T
	8.12
	>>Notification text
	This is not line with 3GPP Privacy definition like it has been agreed.

Notification text must be removed since it is not supported in other standards, e.g. 3GPP LCS. End-user experience must be same regardless of notification protocol used (e.g. SUPL vs. DTAP LCS). Same UI dialog must be used privacy requests coming from DTAP LCS notification and SUPL, for example. This is not possible if SUPL has “notification text”.

	15. 
	T
	8.3
	SLP Address – URL

Should this be FQDN rather than ‘URL’? 
	dicuss

	16. 
	E
	8.4
	Velocity – 

· Horizontal and Vertical Velocity Uncertainty

Vertical direction

Bearing

Horizontal speed

Vertical speed

Horizontal speed uncertainty

Vertical speed uncertainty
	Vertical speed uncertainty - Indent to be part of bullet list

	17. 
	T
	8.11.3
	>BASELONG
	This should be mandatory

	18. 
	E
	8.6 
	Status Code
	“unexpectedMessage” is missing

	19. 
	T
	8.6
	Status Code – Table 5 Should there be some codes for the new Authentication messages or in general any codes for security errors? 
	Discuss

	20. 
	T
	8.6
	In the status code field, no "Error Indicator" code exists for "Timeout" cases
	Should indicate error code

	21. 
	Q
	8.7
	Position

In Which DATUM Latitude and Longitude is defined? – WGS84? 
	Add Clarification

	22. 
	T
	8.7
	Table – Timestamp – “Time when position fix was calculated”

How possible is it to manage time error because there is no guarantee that the terminal has the correct UTC time?
	Discuss

	23. 
	T
	8.7
	Table – Confidence – “Represents the confidence by which the position of a target entity is known to be within the shape description (i.e., uncertainty ellipse for 2D description, uncertainty ellipsoid for 3D description) and is expressed as a percentage”

How shall this percentage be calculated? 
	Discuss & Clarify

	24. 
	T
	8.7
	Position. The definition says that Uncertainty Ellipse and Confidence are mandatory. SUPL RD (Chapter 6.1.1, Requirement 11) says that "Location information  ...SHALL minimally consist of latitude, longitude and timestamp". 
	This may cause a conflict. Shouldn’t ellipse and confidence be optional?

	25. 
	T
	8.8
	 Positioning Method. OTDOA is not listed here. Still SUPL RD (Chapter 6.1.8, Requirement 6) mentions OTDOA. 
	Include OTDOA here.

	26. 
	T
	9.2.1

p.33
	Notification ::= SEQUENCE {

  notificationType  NotificationType,

  encodingType      EncodingType,

  requestorText     OCTET STRING(SIZE (1..maxReqLength)) OPTIONAL,

  notificationText  OCTET STRING(SIZE (1..maxNotifLength)) OPTIONAL,

...}
	Include type info (phone number, email, etc.) see comment in 8.12.  There must be two requestor fields “ServiceRequestor” and “UserRequestor” similarly as in 3GPP. Think about “FriendFinder” use case for example – it must be possible to inform the user of the target SET that “Your location is requested by FriendFinder & Jack”.

Notification Text - Must be removed (see comment in 8.12)

	27. 
	Q
	9.2.1

p.34
	PosTechnology ::= SEQUENCE {
	Should the plain Cell ID listed as one positioning technology into this list?

	28. 
	T
	9.3

p. 40
	-- protocol version expressed as x.y.z (e.g., 5.1.0)--

Version ::= SEQUENCE {

  maj  INTEGER(0..255),

  min  INTEGER(0..255),

  rev  INTEGER(0..255)}


	What version will be used when this spec is approved by OMA??? Version must be specified. 

	29. 
	E
	9.2.1
	SUPL_INIT, variable name "maxReqLength" mis-spelt as "maxRegLength", in "maxNotifLength" calculation
	Correct spelling 

	30. 
	T
	9.2.1 p.33
	PosMethod ::= ENUMERATED {

  agpsSETassisted(0), agpsSETbased(1), agpsSETassistedpref(2),

agpsSETbasedpref(3), autonomousGPS(4), aFLT(5), eCID(6), 

eOTD(7), noPosition(8), ...

  }


	This should be defined in “common part” since it is needed in two messages (SUPL INIT, SUPL RESPONSE)

	31. 
	E
	9.3 p. 41
	-- msisdn, mnd and imsi are a BCD (Binary Coded Decimal) string 


	Replace “mnd” with “mdn”

	32. 
	E.
	B.1.3
	Reference 
	Correct Reference 

	33. 
	T
	B.1.3
	Table 

Support of  SUPL_RESPONSE
7.2.3
O

	Must be mandatory like SUPL START

	34. 
	T
	B.1.3
	Support of SUPL_END
7.2.6
O
	Must be mandatory 

	35. 
	T
	B.1.4
	SUPL-PD-S-006
Status Code
8.6
O
	Must be mandatory

	36. 
	E
	B.2.3
	Correct Reference error
	Correct Reference error

	37. 
	T
	B.2.3
	Support of SUPL_POS
7.2.5
M
	Must be optional (to enable “cell based positioning only” terminals)

	38. 
	T
	B.2.4
	Positioning Payload
8.2
M
	Must be optional (to enable “cell based positioning only” terminals)

	39. 
	T
	B.2.4
	Position
8.7
M

	Must be optional

	40. 
	E
	Appendix B.1.3. and B.2.3 
	Should SUPL AUTH REQ and SUPL AUTH RESP be included here?  
	Add SUPL AUTH REQ and SUPL AUTH RESP 

	41. 
	E
	Appendix B.1.4. and B.2.4 
	Should Session ID, SLP Mode, Key Identity X, MAC, VER etc be included here?
	Add ID, SLP Mode, Key Identity X, MAC, VER …


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve comments and update specifications. 
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